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Abstract-The security of data in mobile ad hoc networks becomes more important with the increased use of 

commercial application over wireless network environments. There were several problems of security in wireless 

networks due to different types of stealthy attack and intruders. There are various methods for intrusion handling in 

fixed networks. But it was difficult to analyze attacks in the mobile ad-hoc environments. To handle such type of 

attacks in mobile ad hoc network SADEC (Stealthy Attacks in Wireless Ad hoc Networks: Detection and 

Countermeasure) protocol is introduced, which detects and isolates the entire malicious node. Performance 

evaluation metrics are Probability of isolation of malicious node, network throughput, delivery ratio of packets.  
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1. INTRODUCTION 

1.1 Introduction 
Wireless Ad hoc and Sensor Networks (WASN) are becoming an important platform in several domains, 

including military warfare and command and control of civilian critical infrastructure. They are especially attractive 

in scenarios where it is infeasible or expensive to deploy significant networking infrastructure. Examples in the 

military domain include monitoring of friendly and enemy forces, equipment and ammunition monitoring, targeting, 

and nuclear, biological, and chemical attack detection.  

Consider a military network scenario where more powerful and less energy-constrained ad hoc nodes may be carried 

by soldiers or in vehicles, while a large number of low cost and low-energy sensor nodes with limited energy 

resources may be distributed over the battlefield[3][4]. This network setup can guide a troop of soldiers to move 

through the battlefield by detecting and locating enemy tanks and troops. The soldiers can use information collected 

by the sensor nodes to strategically position to minimize any possible causality. Examples in the civilian domain 

include habitat monitoring, animal tracking, forest fire detection, disaster relief and rescue, oil industry management, 

and traffic control and monitoring.  However, the open nature, the fast deployment practices, and the hostile 
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environments where WASN may be deployed, make them vulnerable to a wide range of attacks against both control 

and data traffic.   

WASN such as sensor networks are resource constrained, primarily with respect to energy and bandwidth. 

Thus, any security protocol needs to obey these constraints as well[9][10]. Control traffic attacks include wormhole, 

rushing, and Sybil attacks. The most notable data traffic attacks are black hole, selective forwarding, and delaying, 

in which, respectively, a malicious node drops data passing through it, or delays its forwarding and misrouting 

attack in which the attacker relays packets to the wrong next hop[5]. These attacks could result in a significant loss 

of data or degradation of network functionality, say through disrupting network connectivity by preventing route 

establishment. Cryptographic mechanisms alone cannot prevent these attacks since many of them, such as the 

wormhole and the rushing attacks, can be launched without needing access to cryptographic keys or violating any 

cryptographic check.  

To mitigate such attacks, many researchers have used the concept of behavior-based detection which is 

based on observing patterns in the behavior of neighboring nodes and flagging anomalous patterns[5][6][13]. The 

notion of behavior is related to communication activities such as forwarding packets or non-communication 

activities such as reporting sensed data. A group of nodes, called guard nodes perform local monitoring with the 

objective of detecting security attacks. The guard nodes are normal nodes in the network and perform their basic 

functionality in addition to monitoring. Monitoring implies verification that the packets are being faithfully 

forwarded without modification of the immutable parts of the packet, within acceptable delay bounds and to the 

appropriate next hop. If the volume of traffic is high (for data traffic in a loaded network), a guard verifies only a 

fraction of the packets. 

 A   new class of attacks in wireless multihop ad hoc networks called stealthy packet dropping. In stealthy 

packet dropping, the attacker achieves the objective of disrupting the packet from reaching the destination by 

malicious behavior at an intermediate node[5][11]. However, the malicious node gives the impression to its 

neighbors participating in local monitoring that it has performed the required action (e.g., relaying the packet to the 

correct next-hop en route to the destination). This class of attacks is applicable to packets that are neither 

acknowledged end to end nor hop by hop. Due to the resource constraints of bandwidth and energy, much traffic in 

multihop ad hoc wireless networks is unacknowledged or only selectively acknowledged. This is particularly true 

for the more common data traffic or broadcast control traffic than for rare unicast control traffic. Four modes of the 

stealthy packet dropping attack are introduced and explained in table 1. The difference between an external 

malicious node, which does not possess the cryptographic keys in the network, and an internal compromised node, 

which does and is created by compromising an legitimate node. 

Table 1.1 Stealthy Attack Summary 
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Consider a scenario in which a node called S is forwarding a packet to a compromised node called M. M is supposed 

to relay the packet to the next hop node D[1][11]. 

The first form of the attack is called packet misrouting. In this mode, M relays the packet to an incorrect 

next-hop neighbor. The result is that the packet does not reach its intended next hop (D) while M appears to the 

guards as doing its forwarding job correctly[6][9]. The second mode is called the power control attack. In this mode, 

M controls its transmission power to relay the packet to a distance less than the distance between M and D. 

Therefore, the packet does not reach the next hop while the attacker avoids detection by many guards. The third 

form of the attack is called the colluding collision attack. In this mode, the attacker uses a colluding node (external 

or internal) in the range of D to transmit data at the same time when M starts relaying the packet to D. Therefore, a 

collision occurs at D, which prevents the packet from being correctly received by D, while M appears to be 

performing its functionality correctly. The final mode of stealthy packet dropping is called the identity delegation 

attack. In this mode, the attacker colludes with a node E placed close to the source node S. E is allowed to use M’s 

identity and transmit the packet.  

Since E is almost at the same place as S, D does not receive the packet while the guards of M are 

deceived that M relays the packet to the next hop. In each of these attack types, the adversary can successfully 

perform the attack without detection through BLM. Additionally, in each attack type, a legitimate node is 

accused of packet dropping. 

 

 

 

1.2 Security Attacks on Wireless Sensor Networks 

Due to the open nature of communication and the hostile environments in which sensor nodes are 

deployed, security becomes a critical concern in sensor networks. An adversary can eavesdrop on packets, 

tamper messages, spoof identity and can also unleash a variety of routing (blackhole, wormhole) and physical 
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layer attacks[4][5]. Nodes can be compromised and compromised nodes might collude. To protect against 

eavesdropping, message tampering and identity spooing, a variety of 

cryptographic protocols for sensor networks have been proposed that address the encryption and authentication 

issues. Routing and physical layer attacks are still a major concern and suggest measures to protect against these 

attacks[14][15].  

1.3 Problem definition 

             The intrusion detection in an ad hoc network are quite different from those faced in conventional legacy 

networks. In an ad hoc network, there are four kinds of possible routing attacks, namely spoofing, fabrication, 

sinking, and flushing[1][3]. Sinking is a malicious behavior of nodes, where nodes do not cooperate in the routing 

and forwarding operations of the network. In wired networks, as the environment is more predictable, detection of 

sinking behavior is slight. Whereas in case of wireless mobile ad hoc environment,  detection of sinking is slowed 

down by the characteristics of the network environment. The method for detecting attacks in wireless networks is 

behavior-based detection performed by normal network nodes through overhearing the communication in their 

neighborhood. 

1.4 Trust and Security issues 

Trust and security are two tightly interdependent concepts that cannot be desegregated. For example, 

cryptography is a means to implement security but it is highly dependent on trusted key exchange[2]. Similarly, 

trusted key exchange cannot take place without requisite security services in place. It is because of this inter-reliance 

that both these terms are used interchangeably when defining a secure system. Trust in wired networks is usually 

achieved using indirect trust mechanisms, including trusted certification agencies and authentication servers. 

However, establishing this indirect trust still requires some out-of-band mechanism for initial authentication and is 

usually dealt with physical or location-based authentication schemes.  

Trust establishment in ad-hoc wireless networks is still an open and challenging field. Ad-hoc networks are 

based on naive “trust-your neighbor” relationships. These relationships originate, develop and expire on the fly and 

have usually short life spans[2][6]. As the overall environment in such a network is cooperative by default, these 

trust relationships are extremely susceptible to attacks. For a number of reasons, including better service, selfishness, 

monetary benefits or malicious intent, some nodes can easily mould these relationships to extract desired goals. 

Also, the absence of fixed trust infrastructure, limited resources, ephemeral connectivity and availability, shared 

wireless medium and physical vulnerability, make trust establishment virtually impossible.  

To overcome these problems, trust has been established in ad-hoc networks using a number of assumptions 

including pre-configuration of nodes with secret keys, or presence of an omnipresent central trust authority. In our 

opinion, these assumptions are against the very nature of ad-hoc networks, which are supposed to be improvised and 

spontaneous.  Trust in entities is based on the fact that the trusted entity will not act maliciously in a particular 

situation. As no one can ever be absolutely sure of this fact, trust is solely dependent on the belief of the trustor. The 

derivation of trust may be due to direct trust based on previous similar experiences with the same party, or indirect 

trust based on recommendations from other trusted parties. Trust is also time dependent, it grows and decay over a 

period of time. 
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 A pure ad-hoc network closely resembles this human behavior model, where a number of people/nodes 

that have never met each other, are able to communicate with each other based on mutual trust levels developed over 

a period of time[2].  As in real life, trust levels are determined by the particular actions that the trusted party can 

perform for the trustee. Similarly trust levels can be computed based on the effort that one node is willing to expend 

for another node. This effort can be in terms of battery consumption, packets forwarded or dropped or any other 

such parameter that helps to establish a mutual trust level. A trust model that is based on experience alone may not 

be secluded from attacks in an ad-hoc network but it can identify routes with a certain measure of confidence. 

 

2. SYSTEM ANALYSIS 

2.1 Existing system  
  

 In the existing system, intrusion detection systems proposed for ad hoc networks uses a single-layer approach, 

where the statistics collected from the routing protocol communication is used to detect attack behavior. Detecting 

attacks in wireless networks is behavior-based   detection performed by normal network nodes through overhearing 

the communication in their neighborhood[12][13].  Most of the existing system uses linear approach for intrusion 

detection model, where Linear detection method is fast but it does not have much detection accuracy. Non-Linear 

approach is not used due to its resource limitations. Also in existing System few cross layer approach are proposed 

most of them combining MAC and application layer or network and transport layer statistics. 

The existing system is BLM where detection of the attack is based on the behavior of nodes. In BLM a node 

that receives a packet to relay without being in the route to the destination either drops the packet or sends a one-hop 

broadcast that it has no route to the destination. Local monitoring cannot detect all the stealthy packet dropping 

attacks[6][9]. Legitimate nodes can also be detected as accused nodes. Local monitoring is a collaborative detection 

strategy where a node monitors the traffic going in and out of its neighbors. This strategy was introduced for static 

sensor networks.  

2.1.1 Disadvantages 
The issues in existing system is  
 

• Providing Security guarantees in mobile ad hoc networks is difficult. 
 

• Trust based framework is not achieved. 
 

• False detection and isolation rate is high. 

         

 
2.2 Proposed System 
 

All the legitimate communication links are bidirectional. The secure neighbor discovery has been 

performed and that every node knows both first and second-hop neighbor information. This can be achieved through 

the SADEC protocol. This used technique for mitigating control and data forwarding misbehavior in multi hop 

wireless networks is cooperative local monitoring[12][13]. SADEC is remedy for each attack type with minimal 

resource consumption and node responsibility over BLM.  
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The detection technique using SADEC involves two high-level steps: first, having guard nodes that 

maintain additional next-hop information gathered during route establishment; and second, adding some checking 

responsibility to each neighbor. The latter technique makes use of the fact that under three of the attacks, neighbors 

have differing views of a node in terms of the amount of forwarding traffic generated by that node. 

  The work provides a mechanism to discover routes with certain desirable properties, such as being node 

disjoint. The work provides detection of a wide class of control attacks against static sensor networks. Performance 

evaluation metrics are Probability of isolation of malicious node, network throughput, delivery ratio of 

packets[6][9].  

2.2.1 Advantages 

The advantages of the proposed system are 

• Provides security for mobile ad hoc networks. 
 
• Trust based environment is achieved. 
 
• Mitigates all possible attacks successfully. 

 
• Drop ratio of packets is decreased. 

 
 
 
 

3. SYSTEM DESIGN 
 

3.1 ARCHITECTURAL REPRESENTATION 

Intrusion detection is the process of identifying and responding to malicious activity targeted at computing 

and networking resources. Intrusion detection systems are widely used in wire network to protect network system. 

This intrusion detection techniques can not applied directly to wireless network. However, this wireless network has 

some disadvantages e.g. nodes roaming freely in a hostile environment with relatively poor physical protection. 

Hence there is a need to consider malicious attacks not only from outside but also from within the network from 

compromised nodes. Eaves dropping might give an attacker access to secret information thus violating 

confidentiality a active attacks could range from deleting data, injecting wrong messages impersonate node, etc. it 

exposes a risk that other users can share the same channel and misuse it. So there is a problem of security in wireless 

network. Hence, there is a need for efficient wireless network technology to provide safe network accesses to users 

and also the efficient wireless intrusion detection system that not only detects different possible attack but also to 

recover from them. 

The main design goal is: 

• To identify various possible attacks in wireless network system  
 

• To propose a method for detecting attacks in MANET. This work can be performed   by 
modifying ad-hoc on demand distant vector protocol [8][15]. 
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The proposed work can be divided into three modules, based on packet transfer under normal and attack 

mode[12]. The intruder which has been detected in the detection phase should be isolated from the network in the 

recovery phase. The intruder has no action network environment since it has been isolated as the individual victim. 

Now, the network is free from the action of intruder and thus results in the secure communication. 

 

Fig. 3.1 System design 

The overall system design includes different nodes. Each node can communicate with each other randomly 

and also based on communication range. The transfer of packets among different nodes could be easily visualized 

under the simulation environment. For each traffic flow a source/destination pair is randomly selected from the node 

set. Every nodes can move arbitrarily, the network topology from time to time at the communication links between 

mobile nodes break frequently. 

The important property of a mobile ad-hoc network is a dynamic network topology. Every node can move 

arbitrarily, the network topology changes from time-to-time and the communication links between mobile nodes 

break frequently [8][15]. At the time simulation each node randomly selects a destination in the network and move 

towards a destination at a speed that is randomly selected from the range. [0, max Speed], where speed max 

represents node max moment speed. By adjusting the values of max speed and pause time, different network 

topology can be simulated. 

 The reduction in packet size could be easily understood which exactly shows the action for route 

disruption attacker over the system. in resource consumption attacks, an attacker tries to consume more network that 

need than or storage space. In this attack the particular node consumes more bandwidth also occupies more storage 

spaces without providing them to the other nodes [7]. The results calculated for packets drop in this attacks. 

 

In resource consumption, an attacker might try to initiate large number of route requested to bogus 

destination in order to exhaust the resources of the network. Selective dropping of packet resulting in increased 

number of route requests from neighbor nodes that have limited routing capabilities. The action of node isolation 

attack is preventing a node from communicating with other node [2][9]. Under this attack node gets isolated from 

the network topology due to action of attacker over the system. 

To achieve trust in the ad hoc network the trust management has to be distributed and adaptive. This 

component deals with incoming and outgoing alarm messages. Alarm messages are sent by the trust manager of a 
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node to warn others of malicious nodes. Outgoing alarms are generated by the node itself after having experienced, 

observed, or received a report of malicious behavior. 

 

 

Fig. 3.2 Trust Architecture 

 

For routing and forwarding, trust is important when making a decision about 

•  providing or accepting routing information, 
 
•  accepting a node as part of a route, and 
 
•  Taking part in a route originated by some other node. 

 
 

 

Incoming alarms originate from either outside or other nodes, so the source of an alarm has to be checked 

for trustworthiness before triggering a reaction, thus there is altering of incoming alarm messages according to the 

trust level of the reporting node. A mechanism similar to the trust management in Pretty Good Privacy for key 

validation and certification is used here for mobile ad-hoc networks for trust management for routing and 

forwarding. 

3.2 MODULE SPECIFICATION 
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Modules involved in the system is 
 
•   Network Topology 
 
•    Attack Detection and Isolation 
 
•    Performance Evaluation 
  

3.2.1 Network Topology                     

Each node sends messages to allow other nodes to detect it. Once a node detects messages from another node 

(neighbor), it maintains a contact record to store information about the neighbor. Using multi cast socket all nodes 

are used to detect the neighbor nodes [6][9]. This Model fits many application that gather data from environment as 

user specified rates. The Nam Visualization tool will display nodes in topology that has been defined in OTcl script. 

It also shows an animation of flowing of packets from source to the destination node.  

Trace file records each individual packet as it arrives at the destination, departs from the source and dropped at 

the intermediate nodes. Nam is a Tcl based animation tool that is used to visualize the ns simulation and real world 

packet trace data. The Nam trace file contains topology information like nodes, links, queues, node connectivity etc 

as well as packet trace information. 

3.2.2 Attack Detection and Isolation 

All the behavior-based mechanisms (both communication-based and non communication-based) fail to 

mitigate the stealthy packet dropping attack [1][11]. It quantify the likelihood of mistaken isolation of legitimate 

nodes due to both natural errors and framing. 

 When a source node desires to send a message to some destination node and does not already have a valid 

route to that destination, it initiates a route discovery process to locate the other node. It broadcasts a route request 

packet to its neighbors, which then forward the request to their neighbors, and so on, until either the destination or 

an intermediate node with a “fresh enough” route to the destination is located. Along with its own sequence number 

and the broadcast ID, the source node includes in the REQ the most recent sequence number it has for the 

destination. 

 During the process of forwarding the REQ, intermediate nodes record in their route tables the address of 

the neighbor from which the first copy of the broadcast packet is received, thereby establishing a reverse path. Once 

the REQ reaches the destination, the destination node responds by unicasting a route reply packet back to the 

neighbor from which it first received the REQ. As the REP traverses along the reverse path, nodes along this path 

set up forward route entries in their route tables which point to the node from which the REP came. Some additional 

information are added to the AODV routing algorithm to efficiently detect all the stealthy packet dropping attacks 

[1][11][15]. 

 

3.2.3 Performance Evaluation 

 Performance evaluation metrics are Probability of isolation of malicious node, network throughput, 

delivery ratio of packets. The simulation topology is set up to analyze the throughput, packet delivery ratio of the 
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SADEC is significantly greater than the existing BLM approach[6][9]. It is also expected that the proposed protocol 

reduces the packet drop and loss ratio and increases the packet delivery ratio. 

4. RESULTS AND DISCUSSIONS 

The ns-2 simulation environment is used to simulate a data exchange protocol, individually with BLM and 

with SADEC. The nodes are distributed randomly over a square field with a fixed average node density. A generic 

on-demand shortest path routing protocol that floods route requests and uncast route replies in the reverse direction 

is used. A route, once established, is not used forever but is evicted from the cache after an idle period if no other 

packet has been forwarded to the particular destination. This simulate the misrouting attack and the power control 

attack as a representative of the second class of stealthy packet dropping attacks. A malicious node does not generate 

any data of its own. The simulation also accounts for losses due to natural collisions. The guards inform all the 

neighbors of the detected malicious node through multiple uncast. For each simulation run, malicious nodes are 

chosen at random. Each node acts as a data source and generates data using an exponential random variable with 

interarrival rate . The destination is chosen at random and used for a random time following an exponential 

distribution with rate. The use NM for the number of malicious nodes and N for the total number of nodes. 

The output parameters include  

1. The fraction of data packets received (delivery ratio) calculated as the total number of packets 

successfully received by final destinations over the total number of packets sent. 

 

2. The framing isolation ratio, which is defined as the fraction of good nodes that have been incorrectly 

isolated due to the attack over the total number of good nodes. 

 
3. The false isolation ratio, which is defined as the fraction of good nodes that have been isolated due to 

natural causes (collisions and losses on the wireless channel) over the total number of good nodes. 

4. The isolation ratio, which is defined as the number of malicious nodes isolated to          the total 

number of malicious nodes. 

5.   Average isolation time which is the time taken between starting the first attack incidence by a 

malicious node to the time of isolation of that node averaged over all the malicious nodes. 
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Fig. 4.1 Analysis of delivery ratio between SADEC and BLM 

 

This attack is implemented by letting any malicious node that is involved in a routing path to relay 

incoming packets to an incorrect next hop. Fig. 4.1 shows that the delivery ratio decreases as NM ( number of 

malicious nodes) increases. This is due to the packets dropped before the malicious nodes are isolated. As NM 

increases, this initial drop increases and thus the delivery ratio decreases. Moreover, as NM increases, the true 

isolation decreases. Therefore, the malicious nodes that could not be detected continue to drop packets which 

decreases the delivery ratio. The delivery ratio in BLM is much less than in SADEC and the difference increases as 

NM increases. This is due to two main reasons. The first is that BLM fails to detect any of the malicious nodes and 

thus they continue to drop packets constantly. The second is that some of the good nodes in BLM get framed by the 

adversary and thus become isolated which reduces the overall throughput. 

 

 

Fig 4.2 Analysis of isolation probability of malicious nodes between SADEC and BLM 

BLM has a poor performance while SADEC achieves over 80 percent isolation ratio withup to 12 percent 

compromised nodes. The Fig 4.2 shows the true isolation decreases as the increase NM. This is because the number 

of available guards and comparators in the network decreases as more and more nodes get compromised. 

Furthermore, as NM increases, local isolation becomes less effective since the number of legitimate neighbors 

decreases and if this goes below, then local isolation has to wait for direct isolation individually by each legitimate 

neighbor. Moreover, as NM increases, the data traffic in the network decreases (in the simulation malicious nodes 

do not send data) which results in a decrease in the number of packets that a malicious node drops. This in turn 

results in decreasing the likelihood that the malicious node is detected. 

This attack is implemented by letting any malicious node that is involved in a routing path to control its 

power transmission to a distance less than that between the malicious node and the next hop. A sophisticated 

adversary that has perfect control over its transmission power are considered. Therefore, the results shown here are 

pessimistic for both BLM and SADEC. 
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Fig.4. 3 Analysis of false isolation percentage between SADEC and BLM 

The SADEC has significantly better performance than BLM. This is due to the availability of more 

comparators in SADEC compared to the number of guards in BLM. Moreover, the Fig 4.3 shows that the isolation 

probability decreases as we increase NM It shows that SADEC has lower average isolation time. This is due to the 

ability of SADEC to isolate malicious nodes earlier than BLM due to the availability of more comparators. It also 

shows that the average isolation time increases as the number of malicious nodes increases in both SADEC and 

BLM. This is due to the reduction in the number of available comparators and guards, respectively, as the number of 

malicious nodes increases. 

5. CONCLUSION 

By using SADEC protocol, all types of stealthy attacks can be mitigated successfully. By using Network 

animator the network topology has been designed and the stealthy attack between intermediate nodes has been 

detected. Performance evaluation have to be done on the metrics which  proves that by using this protocol the 

isolation of malicious node is increased and the packet delivery ratio is increased. This protocol provides a trust 

based environment and also it is effective for mobile ad hoc networks.  
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