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Abstract-Mobile ad hoc network is wireless network without the centralised infrastructure. As Manet is a dynamic in 
nature many security threats are available in network Environment. Some other routing protocols does not provide a 
complete protection for different attacks. An Alert protocol provides a secure communication between source, 
destination and routes. It provides anonymity protection between the different nodes. In proposed system different 
algorithm is used to detect and prevent the different attacks in Manets. For worm Hole attack cryptographic 
techniques is used. Black hole attack is one the vulnerable attack in Manet. This attack replies falsely to the 
forwarded source packet that it having a shortest path to reach destination. To prevent this Ant Colony Optimization 
Algorithm is used. DDOS attack makes network resource unavailable. To detect and prevent this attack intrusion 
detection system is used .Comparison between alert protocol with attack and alert protocol without attack is 
represented between packet delivery ratio, routing load, Throughput, end to end delay. Performance evaluation is 
simulated through NS-2. 
 
Key Term-Alert protocol, black hole, worm hole, DDOS, Manet 
 

I. INTRODUCTION 
 Mobile ad hoc network is a wireless network that is capable of autonomous operation that 
communicates with each other in wireless networks. It operates without the base station infrastructure. The 
nodes in the manets are randomly free to move in network thus the network topology dynamically changes in 
nature.Manets are widely used in several applications such as disaster recovery service, enhanced cellular 
networks, military networks. In order to communicate within the network routes are discovered between the two 
different nodes using routing protocols. Many routing protocols have been developed  for manets are  
AODV,DSR,DSDV etc.  

 Many issues about manets are still emerging in the field such as security problem, bandwidth, reliable 
data delivery and link establishment. The security threats have been discussed wireless networks. There are 
many security issues which have been studied in recent years. For instance wormhole attacks, black hole attacks, 
routing table overflow, packet replication, denial of service (DoS) attacks, distributed DoS(DDoS)attacks 
.Especially, the misbehaviour routing problem is one of the  security threats such as black hole attacks. Some 
other authors propose their secure routing idea to solve this issue, but the security problem is still unable to 
prevent completely. 

Black hole attack in MANETS is a serious security problem to be solved. Black hole is a type of 
routing attack where a malicious node advertises itself as having the shortest path to all nodes in the 
environment by sending fake route reply. By doing this, the malicious node can deprive the traffic from the 
source node. We have designed a novel method to detect black hole attack. ACO, which isolates that malicious 
node from the network. DDoS attack is a large scale, coordinated attack on the availability of services at a 
victim system or network resource. The DDoS attack is launched by sending huge amount of packets to the 
target node through the co-ordination of large amount of hosts which are distributed all over in the network.  
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II. ALERT: AN ANONYMOUS LOCATION-BASED EFFICIENT ROUTING PROTOCOL 
Anonymous routing protocols are essential in MANETs to provide secure communications by hiding 

node identities and preventing traffic analysis attacks from outside observers. Anonymity in MANETs includes 
uniqueness and location obscurity of data sources, destinations and the route anonymity. Identity and location 
anonymity of sources and destinations means it is hard if possible for other nodes to obtain the real identities 
and exact locations of the sources and destinations.  Also, in order to separate the relationship between source 
and destination (i.e., relationship unobservability) it is important to form an anonymous path between the two 
endpoints and ensure that nodes  path do not know where the endpoints are, especially in MANETs where 
location devices may be equipped. 

To provide high anonymity protection for sources, destination, and route with low cost, we proposed an 
Anonymous Location-based and Efficient Routing protocol. ALERT structures a unpredictable, location 
anonymity which consist of intermediate random forwarder nodes in network field. When a data packet is send 
from source to destination Alert routing protocol partitions the entire network into the different partition zone. It 
partitions the field into two zones one is horizontally partition zone and other is vertically partition zone. Then 
again horizontally partition zone partition into two zone and vertically partition zone into two zones. Such 
bigger zone partition into smaller zones in an alternative manner. This partition process is call as hierarchical 
zone partition. Alert uses this partition process randomly and choose the random node (i.e. data forwarder).Thus 
dynamically generate the anonymity routing path for a packet and secure communication occurs. 

In the ALERT routing algorithm, the information of the bottom-right and upper left boundary of the 
network area is configured into each node when it joins in the system. This information is used to locate the 
positions of node in the entire area for zone partitions. In ALERT algorithm, it first checks whether destination 
are in the same zone. Thus, it divides the zone alternatively in the horizontal and vertical directions explained in 
Fig 1.This node repeats this process until itself and ZD are not in the same zone. 

ALERT uses the hierarchical zone partition and randomly chooses a node in the partitioned zone in 
each step as an intermediate relay node using GPSR routing. mix zone is an anonymous location service that 
shows the positions of mobile users in a long time period in order to prevent user’s movement from being 
tracked. Each location aware application that can monitor node’s locations on the top of mix zone. It is a only 
node to monitor the needs that are registered to it. 

The zone division in ALERT occurs when selecting a next forwarding node. So that  the zones are 
formed dynamically as a message is being sent. ALERT uses dynamic hierarchical zone partitions and random 
relay node selection to make it difficult for an intruder to detect the two endpoints and nodes route. 

 

Fig1. Routing among zones in ALERT 

III. EXISTING SYSTEM 
 
Anonymous routing protocols, relying on either hop-by-hop encryption or redundant traffic and 

generate high cost. Other routing protocols are unable to provide complete source, destination, and route 
anonymity protection. A packet in ALERT includes the source and destination zones rather than their positions 
to provide anonymity protection to the source and the destination. ALERT additionally strengthens the 
anonymity protection of source and destination by hiding the data initiator receiver among a number of data 
initiator receivers. It has the notify and go mechanism for source anonymity and uses local broadcasting for 
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destination anonymity.ALERT has an efficient solution to counter intersection attacks. ALERT has a ability to 
fight against timing attacks is also analysed. Alert protocol is not a complete security for Active Attackers. It 
does not provide a complete security for the various attacks in the networks. 

IV. PROPOSED SYSTEM 
 
Alert Routing protocol further reinforces to   the active attackers and has to detect and prevent the 

different types of active attacks such that black hole, worm hole and DDoS attack.  We have used a very simple 
and effective way of providing security against black hole attack by introducing some modifications to ACO.  
BLACK HOLE ATTACK 

The ACO algorithm is efficient in providing an optimal path for the reasons like, it is fully distributed 
implies there is no single point of failure. The operations to be performed in each node are very simple. The 
algorithm is based on an asynchronous and independent interaction of agents. It is self-organizing, thus robust 
and fault tolerant implies there is no need of defining path recovery algorithms. It is basically traffic adaptive 
without any need for complex and yet inflexible metrics. It is inherently adaptive to all kinds of long-term 
variations in topology and traffic demand, which are difficult to be taken into account by deterministic 
approaches.  

By adding a threshold value factor to ACO, the black hole attack is not only detected, but also 
prevented. Hence, by using ACO as a routing algorithm in MANETS, one can also be sure of not being 
susceptible to black hole attacks. The prevention scheme detects the malicious nodes and separates it from the 
active data forwarding and routing and answers by sending alarm packet to its neighbours. In black hole attack, 
the malicious node waits for the neighbours to initiate a Forward Ant packet. As the node receives the Forward 
Ant packet, it will immediately send a false Backward Ant packet with a modified higher sequence number. So 
that the source node accepts that node is having the new route towards the destination. The source node ignores 
the Backward Ant packet received from other nodes and begins to send the data packets over malicious node. A 
malicious node takes all the routes near itself. It does not allow forwarding any packet someplace. This attack is 
called a black hole as it believes all objects. Node M is a malicious node which acts as a black hole. The attacker 
replies with false reply BACKWARD ANT having higher modified sequence number. So, data communication 
starts from S towards M instead of D. 

The BACKWARD ANT packet is accepted if it has BACKWARD_ANT_sequence number higher 
than the one in routing table. The solution which we proposed does an addition check to find whether the 
BACKWARD_ANT_sequence_number is higher than the threshold value. The threshold value is updated 
dynamically as in every time interval. As the value of BACKWARD ANT_sequence_number is found to be 
higher value than the threshold value, the node is supposed to be malicious and it adds the node to the black list. 
The node detects as an anomaly, it sends a new control packet, alarm to its neighbours. The ALARM packet has 
the black list node as a parameter so that, the neighbouring nodes know that BACKWARD ANT packet from 
the node is to be discarded. Further, if any node receives the BACKWARD ANT packet, it looks over the list, if 
the reply is from the blacklisted node. It simply pays no attention to the node and does not receive reply from 
that node again. So this is the way to isolate the malicious node from the network by the ALARM packet. The 
continuous responses from the malicious node are blocked, which results in less routing overhead. Moreover, 
unlike ACO, if the malicious node is found, the routing table for that malicious node is not updated, nor the 
packet is forwarded to other node. 
 
 
DDOS ATTACK 
Distributed denial of service attack causes the network resource to unavailable to the user. In Attack module we 
create one node as attacker node whose set the some parameter like scan port , scan time , infection rate , and 
infection parameter , attacker node send probing packet to all other neighbour node whose belongs to in radio 
range, if any node as weak node with neighbouring or in the radio range on attacker node agree with 
communication through attacker node, so that searching packet receive by the attack node and pollute through 
infection, after infection this suffered node introduce the DDOS (distributed denial of service) attack and infect 
to next other node that case our overall network has been infected. In IDS (Intrusion detection system) we set 
one node as IDS node, that node lookout the all radio range mobile nodes if any abnormal behaviour comes to 
the network, first check the symptoms of the attack and find out the attacker node, after finding attacker node, 
IDS block the attacker node and remove from the DDOS attack.  

In our algorithm firstly we create an IDS node in which we set AODV as a routing protocol. Then after 
created, our IDS node check the network formation and capture lode by finding that if any node is in its radio 
range and also the next hop is full, then capture all the information of nodes. Else nodes are the out of range or 
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destination faraway. With the help of this information IDS node creates a normal profile which contains 
information like type of packet, in our case (protocol is AODV, packet type TCP, UDP, CBR), time of packet 
send and receive and threshold. After producing normal profile and threshold checking is done in the network. If 
the network load is smaller than or equal to maximum limit and new profile is smaller than or equal to 
maximum threshold and new profile is greater than or equal to minimum threshold then there is no any kind of 
attack existing. Also there is an attack in the network. To find that attack it compares normal profile with each 
new trace value that is check packet type, count unknown packet type, arrival time of packet, sender of packet, 
receiver of packet. After detection of any anomaly in that parameters then block that packet sender node. 

Create node =ids;  
Set routing = AODV;  
If ((node in radio range) && (next hop! =Null)  
{  
Capture load (all node)  
Create normal profile (rreq, rrep, tsend, trecv, tdrop)  
{pkt_type; // AODV, TCP, CBR, UDP  
Time;  
Tsend, trecv, tdrop, rrep, rreq  
}  
Threshold parameter () 
If ((load<=max_limit) &&  
(new profile<=max_threshold) && 
 (new profile>=min_threshold))  
{  
No any attack;  
}  
Else {  
Attack in network;  
Find_attack_in the route ();  
}  
Else {  
“Node out of range or destination unreachable”  
}  
  V. SIMULATION ENVIROMENT 
 
 In network simulator 2 simulation is implemented and the result were discussed.In our simulations uses 
several performance metrics to compare the proposed ALERT protocol with the existing one. The metrics 
followed were considered for the comparisons are 
Throughput: Number of packets sends in per unit of time.  
Packet delivery fraction (PDF): The ratio between the numbers of packets sends by source nodes to the 
number of packets correctly received by the corresponding destination nodes.  
 End to End delay: Measure as the average end to end latency of data packets.  
Controlled routing load: Measured as the number of routing packets transmitted for each data packet delivered 
at the destination 
 

VI. RESULT AND DISCUSSION 
According to performance analysis, comparisons are done for several metrics. 
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         Fig 2. prevention of black hole attack 

VII. CONCLUSION AND FUTURE ENHANCEMENT 

In this paper we have described how the communication between source and destination takes place without any 
attacks. Simulation result shows prevention of active attacks. Thus cryptographic approach is used to detect the 
worm hole attacks, the modified ant colony optimizations algorithm is used to prevent black hole attack, DDOS 
attack can be identified by using IDS system. Further comparison is done using several metrics. By concluding 
Alert performs well in the network to secure communication for transmitting the packets.       
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