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Abstract: 
 
Username & Passwords are one of the most common causes of system break-ins, because the low entropy of 

passwords makes systems vulnerable to brute force guessing attacks (dictionary attacks). In today’s generation everyone used 
to  tie up with  digital world and to secure their account details and security concerns the companies have been  provided 
authentication and authorization to ensure security in efficient manner. one of the survey realized that 97% of common people 
are used to  think like cloud is the best place to store their data,64% business entrepreneurs are used to believe that cloud is the 
best way to store the data. but 100% of people they thinking about security. To address this problem, in this paper, we propose 
a novel highly decentralized information accountability framework to keep track of the actual usage of the users’ data in the 
cloud. In particular, we propose an object-cantered approach that enables enclosing our logging mechanism together with 
users’ data and policies. We leverage the JAR programmable capabilities to both create a dynamic and travelling object, and 
to ensure that any access to users’ data will trigger authentication and automated logging local to the JARs 

 

Index Terms—Cloud Computing, Data sharing & Security,  
 
1 Introduction 
 

Details of the services provided are abstracted from the users who no longer need to be experts of technology 
infrastructure. Moreover, users may not know the machines which actually process and host their data. While enjoying 
the convenience brought by this new technology, users also start worrying about losing control of their own data. The 
data processed on clouds are often outsourced, leading to a number of issues related to accountability, including the 
handling of personally identifiable information. Such fears are becoming a significant barrier to the wide adoption of 
cloud services. However, archival storage requires guarantees about the authenticity of data on storage, namely that 
storage servers possess data. It is insufficient to detect that data have been modified or deleted when accessing the data, 
because it may be too late to recover lost or damaged data. Archival storage servers retain tremendous amounts of data, 
little of which are accessed. They also hold data for long periods of time during which there may be exposure to data 
loss from ad- ministration errors as the physical implementation of storage evolves, e.g., backup and restore, data 
migration to new sys- tems, and changing memberships in peer-to-peer systems.  

 
Both schemes use homomorphic verifiable tags. Because of the homomorphic property, tags computed for 

multiple file blocks can be combined into a single value. The client pre-computes tags for each block of a file and then 
stores the file and its tags with a server. At a later time, the client can verify that the server possesses the file by 
generating a random challenge against a randomly selected set of file blocks. Using the queried blocks and their 
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corresponding tags, the server generates a proof of possession.  The client is thus convinced of data possession, without 
actually having to retrieve file blocks. great flexibility, reduced total cost of ownership, on demand services and many 
other things. This paper is a brief survey based  of  readings  on  “cloud”  computing  and  it  tries  to  address,  related  
research  topics,  challenges changes ahead in possible applications. 

 
2. Workflows 
 
A workflow is a depiction of a sequence of operations, declared as work of a person, work of a simple or 

complex  mechanism,  work  of  a  group  of  persons,  work  of  an  organization  of  staff,  or  machines. Workflow 
may be seen as any abstraction of real work, segregated in workshare, work split or whatever types of ordering. For 
control purposes, workflow may be a view on real work under a chosen aspect, thus  serving  as  a  virtual  
representation  of  actual  work.  The  flow  being  described  often  refers  to  a document that is being transferred from 
one step to another .  

A  workflow  is  a  model  to  represent  real  work  for  further  assessment,  e.g.,  for  describing  a  reliably 
repeatable  sequence  of  operations.  More  abstractly,  a  workflow  is  a  pattern  of  activity  enabled  by  a systematic 
organization of resources, defined roles and mass, energy and information flows, into a work process that can be 
documented and learned. Workflows are designed to achieve processing intents of some sort, such as physical 
transformation, service provision, or information processing. A workflow can be represented by a directed graph that 
represents data-flows that connect loosely and tightly coupled (and often asynchronous) processing components. One 
such graph is shown in Figure 1. It illustrates a Workflow as a part of Experiment Builder in Lead Project.   

 
3. Cloud Computing 
 
Cloud computing is a paradigm that focuses on sharing data and computations over a scalable network of 

nodes. Examples of such nodes include end user computers, data centers, and Web Services. We term such a network of 
nodes as a cloud. An application based on such clouds is taken as a cloud application [9].  Basically  cloud  is  a  
metaphor  for  internet  and  is  an  abstraction  for  the  complex  infrastructure  it conceals. The main idea is to use the 
existing infrastructure in order to bring all feasible services to the cloud and make it possible to access those services 
regardless of time and location.  Whether it’s called Cloud Computing or On-demand Computing, Software as a 
Service, or the Internet as Platform,  the  common  element  is  a  shift  in  the  geography  of  computation.  When  you  
create  a spreadsheet  with  the  Google  Docs  service,  major  components  of  the  software  reside  on  unseen 
computers, whereabouts unknown, possibly scattered across continents. The shift from locally installed programs to 
cloud computing is just getting under way in earnest. Shrink- wrap  software  still  dominates  the  market  and  is  not  
about  to  disappear,  but  the  focus  of  innovation indeed  seems  to  be  ascending  into  the  clouds.  Some substantial 
fraction of  computing  activity  is migrating away from the desktop and the corporate server room. The change will 
affect all levels of the computational  ecosystem,  from  casual  user  to  software  developer,  IT  manager,  even  
hardware manufacturer. 

 
4 Related Works 
 
Researchers have investigated accountability mostly as a provable property through cryptographic 

mechanisms; particularly in the context of electronic commerce. A representative work in this area is given by [9]. The 
authors propose the usage of policies attached to the data and present a logic for accountability data in distributed 
settings. Similarly, Jagadeesan et al. recently proposed a logic for designing accountability-based distributed systems 
[20]. In [10], Crispo and Ruffo proposed an interesting approach related to accountability in case of delegation. 
Delegation is complementary to our work, in that we do not aim at controlling the information workflow in the clouds. 
In a summary, all these works stay at a theoretical level and do not include any algorithm for tasks like mandatory 
logging. 

 
In terms of authentication techniques, Appel and Felten [13] proposed the Proof-Carrying authentication 

(PCA) framework. The PCA includes a high order logic language that allows quantification over predicates, and 
focuses on access control for web services. While related to ours to the extent that it helps maintaining safe, high-
performance, mobile code, the PCA’s goal is highly different from our research, as it focuses on validating code, rather 
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than monitoring content. Another work is by Mont et al. who proposed an approach for strongly coupling content with 
access control, using Identity-Based Encryption (IBE) [26]. We also leverage IBE techniques, but in a very different 
way. We do not rely on IBE to bind the content with the rules. Instead, we use it to provide strong guarantees for the 
encrypted content and the log files, such as protection against chosen plaintext and cipher text attacks. 

 
5 Problem Statements 
 
With the scenario of confidentiality we identify the common requirements and develop several guidelines to 

achieve data accountability in the cloud. A user who subscribed to a certain cloud service, usually needs to send his/her 
data as well as associated access control policies (if any) to the service provider. After the data are received by the cloud 
service provider, the service provider will have granted access rights, such as read, write, and copy, on the data. Using 
conventional access control mechanisms, once the access rights are granted, the data will be fully available at the 
service provider. In order to track the actual usage of the data, we aim to develop novel logging and auditing techniques 
which satisfy the following requirements: 

 
1. The logging should be decentralized in order to adapt to the dynamic nature of the cloud. More 

specifically, log files should be tightly bounded with the corresponding data being controlled, and require minimal 
infrastructural support from any server. 

 
2. Every access to the user’s data should be correctly and automatically logged. This requires 

integrated techniques to authenticate the entity who accesses the data, verify, and record the actual operations on the 
data as well as the time that the data have been accessed. 

 
To allay users’ concerns, it is essential to provide an effective mechanism for users to monitor the usage of 

their data in the cloud. For example, users need to be able to ensure that their data are handled according to the service 
level agreements made at the time they sign on for services in the cloud. Conventional access control approaches 
developed for closed domains such as databases and operating systems, or approaches using a centralized server in 
distributed environments, are not suitable, due to the following features characterizing cloud environments. 

 
Drawbacks: 
 
First, data handling can be outsourced by the direct cloud service provider (CSP) to other entities in the cloud 

and theses entities can also delegate the tasks to others, and so on.  
 
Second, entities are allowed to join and leave the cloud in a flexible manner. As a result, data handling in the 

cloud goes through a complex and dynamic hierarchical service chain which does not exist in conventional 
environments. 

 
6 Proposed System 

We propose a novel approach, namely Cloud Information Accountability (CIA) framework, based on the 
notion of information accountability. Unlike privacy protection technologies which are built on the hide-it-or-lose-it 
perspective, information accountability focuses on keeping the data usage transparent and tractable. Our proposed CIA 
framework provides end-to end accountability in a highly distributed fashion. One of the main innovative features of 
the CIA framework lies in its ability of maintaining lightweight and powerful accountability that combines aspects of 
access control, usage control and authentication. By means of the CIA, data owners can track not only whether or not 
the service-level agreements are being honoured, but also enforce access and usage control rules as needed. Associated 
with the accountability feature, we also develop two distinct modes for auditing: push mode and pull mode. The push 
mode refers to logs being periodically sent to the data owner or stakeholder while the pull mode refers to an alternative 
approach whereby the user (or another authorized party) can retrieve the logs as needed. 

 
Our main contributions are as follows:  
We propose a novel automatic and enforceable logging mechanism in the cloud.  
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Our proposed architecture is platform independent and highly decentralized, in that it does not require any 

dedicated authentication or storage system in place. We go beyond traditional access control in that we provide a certain 
degree of usage control for the protected data after these are delivered to the receiver. We conduct experiments on a real 
cloud tested. The results demonstrate the efficiency, scalability, and granularity of our approach. We also provide a 
detailed security analysis and discuss the reliability and strength of our architecture. 

 
7. IMPLEMENTATION 

Implementation is the stage of the project when the theoretical design is turned out into a working system. 
Thus it can be considered to be the most critical stage in achieving a successful new system and in giving the user, 
confidence that the new system will work and be effective. 

The implementation stage involves careful planning, investigation of the existing system and it’s constraints 
on implementation, designing of methods to achieve changeover and evaluation of changeover methods. 

Main Modules:- 

1. Cloud Information Accountability (CIA) Framework: 

CIA framework lies in its ability of maintaining lightweight and powerful accountability that combines 
aspects of access control, usage control and authentication. By means of the CIA, data owners can track not only 
whether or not the service-level agreements are being honored, but also enforce access and usage control rules as 
needed. 

2. Distinct mode for auditing: 

Push mode: 

The push mode refers to logs being periodically sent to the data owner or stakeholder. 

Pull mode:  

              Pull mode refers to an alternative approach whereby the user (Or another authorized party) can 
retrieve the logs as needed. 

3. Logging and auditing Techniques: 

1. While logging user need to be provide the credentials those credentials will be retrieved from jar file which 
was previously stored while registration. 

2. Every access to the user’s data should be correctly and automatically logged. This requires integrated 
techniques to authenticate the entity who accesses the data, verify, and record the actual operations on the data as well 
as the time that the data have been accessed. 

 3. Log files should be reliable and tamper proof to avoid illegal insertion, deletion, and modification by 
malicious parties. Recovery mechanisms are also desirable to restore damaged log files caused by technical problems. 

4. Log files should be sent back to their data owners periodically to inform them of the current usage of their 
data. More importantly, log files should be retrievable anytime by their data owners when needed regardless the 
location where the files are stored. 
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5. The proposed technique should not intrusively monitor data recipients’ systems, nor it should introduce 
heavy communication and computation overhead, which otherwise will hinder its feasibility and adoption in practice 

.4. Major components of CIA: 

There are two major components of the CIA, the first being the logger, and the second being the log 
harmonizer. 

The logger is strongly coupled with user’s data (either single or multiple data items). Its main tasks include 
automatically logging access to data items that it contains, encrypting the log record using the public key of the content 
owner, and periodically sending them to the log harmonizer. It may also be configured to ensure that access and usage 
control policies associated with the data are honoured. For example, a data owner can specify that user X is only 
allowed to view but not to modify the data. The logger will control the data access even after it is downloaded by user 
X. The log harmonizer forms the central component which allows the user access to the log files. The log harmonizer is 
responsible for auditing. 

8 Conclusions 

In this digital world data has no security those in terms of confidentiality. so, we have proposed innovative 

approaches for automatically logging any access to the data in the cloud together with an auditing mechanism. In this 

case we are going to hide logs information into a jar(java archive) which is a part of j2se technology of JAVA. Our 

approach allows the data owner to not only audit his content but also enforce strong back-end protection if needed. 

Moreover, one of the main features of our work is that it enables the data owner to audit even those copies of its data 

that were made without his knowledge. 
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 9. Future Enhancement 
 
The Log Details which was stored in jar file while registration is need to be encrypted to avoid eavesdroppers 

to collect user valuable information.  In this process we have to be use some advanced algorithms 
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