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. 
Abstract – 

One of the most challenging problems of cloud service solicitation is to persuade users to trust the security of cloud 

service and upload their sensitive data. Although cloud service providers can claim that their services are well protected by 

elaborate encryption mechanisms, traditional cloud systems still cannot persuade the users that even if the cloud servers are 

compromised, the data are still securely protected. This study proposes a user-centric key management scheme for cloud data 

protection, to solve this problem. It utilises RSA and indirectly encrypts users’ data by users’ public keys, but stores the users’ 

private keys on neither servers nor users’ PCs; instead, the private keys are stored on users’ mobile devices and presented via 

two-dimensional (2D) barcode images when they are utilised to decrypt users’ sensitive data. In this manner, users’ data are 

safely protected even if the cloud servers are compromised. Also, this provides users with the experience of managing visible 

private keys by storing the keys into mobile phones and displaying them via 2D barcodes. In addition, a hierarchical structure is 

designed for basic key backup and data sharing in the proposed scheme. 

 
Keywords -- Cloud computing, BARCODE, RSA 
 

1 . INTRODUCTION 

Cloud computing is a technology which uses internet and remote servers to store data and application. It presents a new way to 

supplement the current consumption and delivery model for IT services based on the Internet, by providing for dynamically 

scalable and often virtualized resources as a service over the Internet.  

         Nowadays providing security to user’s data is a challenging task. So when security comes in to picture we use 

encryption mechanisms to make the users data authentic, where a user encrypts his data using public keys and the server 

uploads this data to cloud, later user decrypts this data using his private keys.  

Problem with the existing cloud service is to make the user to have trust in the security of cloud service and upload 

their sensitive data. Traditional cloud systems cannot assure the users that there data is still secure even if the cloud servers are 
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compromised. In existing systems users data is encrypted using the public keys and stored on to cloud, private keys are 

designed to be stored on PC’s and servers from where they can be hacked by unauthorized users. Also traditional cloud systems 

rely only on passwords to provide security, and at present it’s not a big deal to hack the passwords. 

 

 

2. LITERATURE SURVEY 

In this section we review related works addressing security in the cloud. Security issue is very important in the cloud, there are 

many techniques so here review of all these.This survey involves studying of the capability of the existing system available in 

both open source and proprietary.  This survey it was evident as to what should be incorporated in the system and possible 

impact of the enhancement of the system. 

 

2.1 PREVIOUS RESEARCH WORK 

In traditional cloud services such as Google Gmail, Facebook and home surveillance services users’ data are managed and 

protected by service providers. If the cloud servers are compromised, users’ data may suffer from the leakage problem. Several 

researches include the idea of client application to encrypt data before it is transferred to cloud and decrypt data after it is 

downloaded. However, since the client application is coupled with user’s computer, the decryption keys of data are difficult to 

be shared with other users or another user’s client application. Kamara and Lauter proposed a data sharing and searching 

architecture between the data owners and other users. 

          However, the attribute-based encryption is adopted to generate the decryption key according to the policy used to 

encrypt the data. In other words, the access policy is fixed and not flexible unless the data are re-encrypted by a new policy. Dai 

and Zhou proposed another approach similar with the Kamara’s. In this approach, the access control matrix (ACM) is sent to 

cloud storage provider so that the provider can check this matrix for each request. However, in this manner, each user has to 

define his (her) ACM; in the enterprise scenario, it is very difficult to maintain such a huge matrix for each user. Sanka 

proposed a more advanced architecture to maintain an access control list in the owner server. However, in this approach, the 

owner has to maintain a server and manage the access control list (ACL); it is not applicable in the personal storage scenario.  

    In systems such as zero-interaction authentication (ZIA) the computer is usually required to be paired, or bound to a mobile 

device for establishing a communication channel. Wireless technologies such as IEEE 802.11 or Bluetooth are usually adopted 

so that the communication channel can be constructed automatically without user’s intervention. ZIA emphasised that this 

channel must be a short-range or constrained channel to prevent the transmitted information from being eavesdropped. 

constrained channel can be constructed by various technologies with distinct properties. Infrared light-emitting diode (IR LED) 

is not supported by most mobile devices, thus it is not applicable for mobile scenario. Bluetooth and other wireless technologies 

provide the capability of zero user intervention, but in this manner, the constrained channel can be established without owners 

awareness. Near field communication (NFC) is a new technology which enables mobile devices to establish a Short-range 

wireless and contactless communication Channel. If NFC is deployed on mobile phones, users can also use it for conducting 

authentication based on the SIM cards. The wireless channel established based on NFC is a very secure constrained channel, 

because that it provides a very short range (< 0.2 m) of communication. However, most PCs have not supported NFC yet until 

now. 
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2.2 EXISTING SYSTEM  

In the existing systems users encrypt there sensitive data on to cloud and use private keys to decrypt data. Users store 

there private keys on to their pc’s or servers or floppy disks from where they can be hacked by any unauthorised users.so if the 

users private keys are hacked then his data will no longer be secure.  

            Nowadays providing security to user’s data is a challenging task. So when security comes in to picture we use 

encryption mechanisms to make the users data authentic, where a user encrypts his data using public keys and the server 

uploads this data to cloud, later user decrypts this data using his private keys.  

Problem with the existing cloud service is to make the user to have trust in the security of cloud service and upload 

their sensitive data. Traditional cloud systems cannot assure the users that there data is still secure even if the cloud servers are 

compromised. In existing systems users data is encrypted using the public keys and stored on to cloud, private keys are 

designed to be stored on PC’s and servers from where they can be hacked by unauthorized users. Although the data can be 

safely protected, it is difficult to be shared with other users who are authorised to access it. Also, the keys are not portable and 

not convenient to be used on other PCs. 

Also traditional cloud systems rely only on passwords to provide security, and nowadays it’s not a big deal to hack the 

passwords by using dictionary attacks. 

 

3.  PROPOSED SYSTEM 

 
This project proposes a mechanism for cloud data protection, to solve the problem of data leakage and also aims to provide 

security to user’s data and his private keys. This paper utilises RSA and indirectly encrypts users’ data by users’ public keys, 

but neither stores the users’ private keys on servers nor on PCs; instead, are the private keys stored on users’ mobile devices and 

presented via two-dimensional (2D) barcode images when they are utilised to decrypt users’ data. Also at the time of login user 

has to give his biometric (fingerprint) authentication for high security. If the device is lost then the user can take a new device 

and edit his mobile IMEI number in the server and can generate new set of private keys and access his data. 

           In this manner users can see the unique 2D barcode images of private keys and believe that their data cannot be accessed 

without the presentation of these images on their mobile phones even if the public cloud servers are compromised. Moreover, 

this also includes a hierarchical structure for basic key backup and data sharing. Also, it provides users with the experience of 

managing visible private keys by storing the keys into mobile phones and displaying them via 2D barcodes. 2D barcode is able 

to store more information within an image for information exchange. So whenever we want to decrypt our data we must present 

the barcode image in front of scanner. 

        The channel between 2D barcode displayer and scanner is a constrained channel, since that if images are taken with a 

longer distance, they become smaller, more ambiguous and more difficult to be decoded correctly. This kind of constrained 

channel requires users to perform a simple action: locate the scanner and displayer together. In this manner, the establishment of 

this channel can be confirmed by users with little user intervention. Another benefit of using 2D barcode is that the unique 

image with private key included provides users with the experience of owning a physical key. 
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Fig 1: System Architecture 
 
Fig. 1 shows the system overview. In this figure, the red key and red lock represent a pair of private and public key, 

respectively. First of all, the cloud application developers can upload and register their applications onto an un-trusted public 

cloud. Second, the users can generate their own public and private key pairs by mobile applications, and register their accounts 

of the public cloud applications.  For the personal usage scenario, users can encrypt and upload their files by PC 

Applications and decrypt these files by showing 2D barcode images, which include the users’ private keys, on mobile devices to 

PC applications 

 

4. CONCLUSION AND FUTURE WORK 

In This paper, we proposed the model to provide user-centric-key management of cloud data protection, which includes a 

hierarchical structure for basic key backup and data sharing, In this the private keys are stored on users’ mobile devices and 

presented via 2D barcode images when they are utilised to decrypt users’ data. In this manner, even if the cloud services are 

compromised, the data are still safely protected. 

 

                Currently, since users usually do not know the security level of cloud services, we assume that all cloud services are 

comprisable. However, more secure designs cause less security problems. In the future, we will use the Trusted Platform 

Module (TPM), hardware to enhance the security level of module. 
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