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Abstract— MANETs are the self-configuring infrastructure less network of mobile devices connected by wireless. To 
provide anonymity to nodes and routes MANET’s uses the anonymous routing protocols. On the other hand, limited 
resources are the major problems in MANET. Present existing anonymous routing protocols offer anonymity at a high cost, 
which imposes the resource constraint problems in MANET. To provide high anonymity at a low cost, the project suggests a 
Secure Location-based Routing and Trust evaluation of nodes (SLRT). SLRT partitions the network into zones dynamically, 
and randomly chooses positions of the random forwarders, which form an unpredictable anonymous path. Also the SLRT 
provides anonymity protection to source and destination by hiding it among many senders and receivers. Thus, it extends the 
anonymity protection to nodes and routes. To achieve QoS in SLRT, the relay node selection is based on the minimum 
distance with respect to destination thereby number of hops involved in data forwarding is reduced. The trust computation of 
nodes in SLRT establishes the trust relationship between the nodes. Also, it achieves comparable routing efficiency to the 
GPSR geographical routing protocol. It is also resistant to traffic analysis attacks. 
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1. Introduction 
 
MANETs are the self-configuring infrastructure less network of mobile nodes, connected by wireless. When 
considering wireless network, there is a lot of security and privacy problems exist. So, anonymous routing 
protocols play a crucial role in MANET to provide secure communications and preventing attacks from 
outsiders. To provide security in MANET we consider node identity and its location and also route anonymity. 
“Identity and location anonymity of nodes” means it is impossible for malicious nodes to obtain the real 
identities and exact location of the nodes in the network. In route anonymity, the attacker cannot track a packet 
flow between source and destination, and intermediate nodes does known the identity and location of other 
nodes except neighbour nodes in the path. So, in order to provide full anonymity between source and destination 
(i.e., unobservability [1]), it is important to form an anonymous path between the two endpoints. Also in the 
MANET one node doesn’t trust the other node. So, to provide privacy we have to establish a trust relationship 
between nodes.  

Most of the existing routing protocols offer anonymity [7] at a high cost [9] and cannot provide full anonymity 
protections. For example, ANODR [2] cannot providing the route anonymity, and in SDAR [3] the intermediate 
nodes will be exposed to destination node. Most of the anonymous routing protocols are based on the 
geographic routing protocol (e.g., Greedy Perimeter Stateless Routing (GPSR) [8]) that it greedily forwards a 
packet to the node nearest to the destination. But the relay node selection reveal the source and destination to the 
attacker. On the other hand, limited energy resource is a major problem in MANET, in which each node 
operated by battery power and complex routing in MANET may limits on the system capacity. Further, the 
multimedia applications uses high bandwidth which imposes bandwidth constraints on the MANET.  
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In order to offer high anonymity protection (for nodes, and routes) at a low cost, and providing privacy, we 
suggests a Secure Location-based Routing with Trust evaluation of nodes (SLRT) in MANET. SLRT randomly 
chooses a node as fore node and dynamically partition the network into zones. This fore node selections form an 
unpredictable anonymous path, and uses the GPSR [8] algorithm to send data to the fore node. In the destination 
zone, the data packet is broadcasted to all nodes, to provide anonymity to the destination. SLRT is also resistant 
to traffic analysis attacks [5].  

 
2. SLRT Routing Protocol 
 
2.1 Trust Evaluation Model 
         
An important concept in network security is trust [11], which is interpreted as a relation among nodes that 
participate in routing protocols. Trust relations are mainly based on evidence related to the previous 
transmissions of nodes within a protocol. In general the malicious behaviours of nodes as follows: 
 

• A node engaging in selfish behaviour by not forwarding packets to other nodes. 

• A node falsely accusing another node for not forwarding its packets, thus isolating the node from 
normal network operations. 

To Evaluation the trust of the nodes, the following models effectively calculates the trust of each node.  
 
2.1.1 Trust Model against Selfish Behaviour 
 
To compute trust, we trust model describes the following parameters: 
 

� NNLN = Neighbour Node List (each node maintains a list of its neighbours, either by receiving Hello 
messages, or by learning from overhearing). 

� RFN (X) (Request for Forwarding) = total number of packets node N has forwarded to node X for 
further forwarding. 

� HFN (X) (Has Forwarded) = total number of packets that have been forwarded by X and noticed by N. 
        
With the above parameters, node N can create a local evaluation record (denoted by LERN(X)) about X. The 
record LERN(X) consists of a parameter shown below: 
 

LERN(X) = Local Evaluation Record of node N of node X. It reflects the evaluation of the behaviour of 
node X by another node N. 
Where, 

CN(X) = Confidence level of N on X. 
 

The confidence level CN(X) is computed as below: 
 

CN(X) = Ʃt HFN(X) / Ʃt RFN(X) 
 
Node N computes its confidence level on X after sending packets to X over a time period t. This CN(X) is the 
new trust value about X. Each node updates its LERN(X) record and send it to neighbours and also updated into 
Location Servers. 
 
2.1.2 Trust Model against Malicious Accuser 
 
In this we considered the new confidence of X that is CN(X) and malicious accusation of a node about X. Then 
new CN(X) is: 
 

CN(X) = (Ʃt HFN(X) / Ʃt RFN(X)) * αX (N) 
 

Where, αX(N) = accusation index of N by X 
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Then N broadcasts the new LERN(X) with new CN(X), which is updated into Location Servers. Thus, by 
implementing the trust evolution, it will improves the security and privacy of the system. 
 
2.2 Dynamic Pseudonym and Location Server 
 
To establish communication, source node sends a request to a destination and the destination reply with data. 
Once the communication session is established, they will transfer the data, until they stop. Instead of hiding the 
real MAC/IP address in SLRP, each node uses a dynamic pseudonym as node identity, which is used to trace the 
nodes in the network. The pseudonym is calculated based on node’s MAC/IP address and the time stamp. If any 
attacker having the pseudonyms of other nodes we can use randomized pseudonyms with specific time period. If 
the pseudonyms are changed too frequently, the routing may distract. So, the frequency of pseudonym change 
should be fixed and properly determined. Each node backup its new position and pseudonym to location server 
[4]. 
 
To find out the location of other nodes we can utilize a secure location server [4], which will provide the 
information about each node’s new position and public key. These location servers are GPS enabled devices. 
The public key is used for securely distribute a symmetric key Ks between two nodes for secure communication. 
These location servers are either trusted nodes or dedicated service provider nodes or we can use third party 
servers. When a node moves from its position, it will update its new location to its location server and the 
location servers may alert the destination node, to not move far away from its location, such that it will receive 
the data packets successfully. 
 
2.3 SLRT Routing 
 
SLRT uses dynamic zone partition and randomly chooses a node in the other zone in each routing step. The 
randomly chosen node as fore node (i.e., data forwarder), thus dynamically generating untraceable path for a 
message. 
 

 
 

Fig. 1 SLRT routing process 
 
For representative purpose we assume that the entire network field is a rectangle and nodes are random 
positioned in the network. The information of the upper-right and the bottom-left is assumed as the network 
boundary. Fig. 1 shows the step by step process of the SLRT process. 
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Fig. 2 Routing among zones in SLRT 
 
The above figure (Fig. 2) [10] shows the routing in SLRT where S is the source and D is the destination node. 
The shaded zone in Fig. 2b is the destination zone. In SLRT routing, only each data source or fore node 
performs zone partition. It first checks whether the current node and destination are in the same zone. If so, it 
divides the network into zones and it then randomly chooses a position in the other zone called as fore node 
(RF). Then it will uses the GPSR [8] routing algorithm to send the data to the node closest to fore node. This 
process will go up to fixed zone partitions. Finally, in the last step, the packet is broadcasted to all the nodes in 
destination zone. For each data transmission in SLRT, different RF pair selections and zone partitions will give 
more paths to the destination. 
 
2.4 SLRT Packet Format 
 
In order to hide the packet content from attackers, SLRT uses cryptography. In general symmetric key 
cryptography uses less computation overhead than public key cryptography while achieving the same degree of 
security protection [6]. Thus, for packet encryption, SLRT uses symmetric key cryptography. 
 
For secure communication, the packet contains the following information.  
 

RREQ/RREP/ 
NAK 

PS PD LS LD LF 

z Z Ks TTL Pad Data 

 
Fig. 3 SLRT packet format 

 
The fig. 3 shows the packet format of SLRT [12], which excludes the MAC header. Due to the randomized 
routing nature, the SLRT packet include a universal format of RREQ/RREP/NAK. A node use NAK field to 
acknowledge the loss of packets. PS is the pseudonym of the source, PD is the pseudonym of the destination, LS 
and LD are the positions of the source and destination in partitioned zones respectively, LF is the present fore 
node position, z is the number of divisions left, Z is the maximum number of partitions, and Ks denotes the 
symmetric key used for secure communication, TTL is the Time to live, and in the Pad field we add random bits 
which is used for solving the intersection attacks.  
 
3. Mitigation of Attacks 
 
In this section we discussed the anonymity protection and strategies to deal with traffic analysis attacks [5]. 
 
3.1 Anonymity Protection  
 
SLRT provides identity and location anonymity of nodes, as well as route anonymity. Like geographic routing, 
SLRT always uses the shortest path to the destination. Also, by random selection of fore nodes, it is difficult for 
an attacker to trace the route between S and D. In addition by taking the different routes for each retransmission 
between S and D makes it is difficult to predict the route and the next hop. 
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In addition, since a node in the path only knows it’s preceding and succeeding node. Besides, the anonymous 
path between S and D assures that nodes on en route do not know where the endpoints are. Because, the packets 
do not contain actual S and D information. 
 
3.2 Mitigation of Intersection Attacks 
 
In this attack, after some time an attacker knows the information about the active users in the network and can 
predict the sources and destinations through repeated watching.  
             
To mitigate this attack, we proposed a strategy to resolve this problem. As said earlier, in the last zone the fore 
node broadcast the packets. Here, before broadcasting the fore node alters the number of bits in Pad field of each 
packet to prevent the attacker from identifying similar packets in one broadcasting. The Pad field is encrypted 
using the destination’s public key for recovering the original data. Since in each transmission RF is changing, so 
it is difficult for attackers to trace the destination from its observation. 
 
 
4. Performance Evaluation 
 
Here, we were analysed the experimental results of the SLRT protocol. Here, we compare SLRT with the GPSR 
[8] routing protocol. In GPSR [8], a packet is forwarded to the node which is always closest to the destination. If 
such a node doesn’t exist, GPSR uses perimeter forwarding to find the next hop which is the closest to the 
destination. 
 
4.1 Metrics 
 
The testing of SLRT is done on NS-2.30 simulator using 802.11 with a standard wireless transmission and 
UDP/CBR [12] traffic with 512 bytes as packet size. The network field was set to a 600 m×600 m area with up 
to 150 nodes. We checked the different node density such as 50, 100, and 150 nodes per network. The 
simulation time was set to 20ms. Here the S and D was fixed. The packet interval was set to 1s.  
 
The following metrics are used to evaluate the routing performance of SLRT: 
 
1. The number of fore nodes: This metric is the number of fore nodes in the path. It will evaluate the route 
anonymity.  
 
2. The number of actual participating nodes. This metric include fore nodes and relay nodes that actually 
participate in routing. 
 
3. Hop Count: This metric will give the number of nodes the packet travel trough. So, it evaluate the route 
efficiency of SLRT. 
 
4. Delay: This is the total round trip time of a packet before it is reached to the source. It will reflects the 
response time of SLRT. 
 
5. Packet Data rate (PDR): This metric will measure the number of packets that are successfully delivered to the 
destination. 
 
 
4.2 SLRT Routing Performance  
 
Here, we evaluated the routing performance of SLRT compared with GPSR in terms of delay, number of hops 
per packet, and packet data rate. If the number of fore nodes increased, then SLRT gives the better route 
anonymity. 
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               Fig. 4 Number Of nodes vs Delivery rate     Fig. 5 Number of partitions vs number of RF’s 
 
The graph (Fig. 4) shows comparison between the Number of Nodes to the Packet Delivery Rate (PDR) and 
Delay in the network of the GPSR [8] and the SLRT. While the number of nodes increases in the network, the 
packet delivery rate of the SLRT increases but uses the same number of hops and at the same time delay of the 
SLRT increase in the network, but it is reasonable similar to GPSR [8]. The delay in the network is due to the 
support features of selecting the Random forwarder and the cryptographic computations. 

The graph (Fig. 5) shows the comparison between the number of partitions and the number of fore nodes. If the 
number of zones increased then, the number of fore nodes also increased which in turn increase the routing 
performance. Hence, the results shows that the SLRT achieves better route anonymity and offers comparable 
routing efficiency to the GPSR [8]. 
 
5. Conclusion 
 
SLRT provides the anonymity protection to nodes and routes by dynamic partition of zones and random fore 
node selections to makes it difficult for an attacker to trace the path between two endpoints. The SLRT packet 
does not include real identities of nodes rather than their positions to provide anonymity to the nodes. Also, the 
trust evaluation of nodes makes to establish trust relations among nodes and further it will increase security and 
privacy in the network. In addition, SLRT is resistant to traffic analysis attacks. Also, the Experimental results 
show better routing performance at a low cost and achieve comparable routing efficiency to the GPSR [8].  
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