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Abstract 
 
A new efficient authentication method is proposed for document images with verification and data self-repair 
capability using the Portable Network Graphics (PNG) image. Here, an authentication signal is generated for 
each block of a document image which, combine with the binarized block data, is transformed into several 
shares using the Ramp secret sharing scheme.  These several binarized block data shares are then embedded 
into an alpha channel plane Some security measures are also proposed for protecting the security of the shares 
hidden in the alpha channel. Here KBRP method is used to embed the shares randomly into alpha channel 
plane. During the embedding process, the generated share values are mapped into a range of 238-255 to yield a 
transparent stego-image with a disguise effect. Alpha channel is combining with the original image and 
converted into PNG image format. While the process of image authentication, the image block is marked as 
tampered, if the authentication signal generated from the current block content does not match with share that 
extracted from the alpha channel plane. Then using reverse Ramp scheme, two shares from unmarked blocks 
are collected and then data repairing is applied. 
 
Keywords: Image authentication, KBRP, Portable Network Graphics, Ramp secret sharing. 
 

1. Introduction 

Digital images are widely used to protect important and  confidential information. The authentication and 
integrity to these digital images is a very challenging task. Due to the open availability of digital image 
processing tools, open access of the digital data is easily possible. So changes to original data and reuse of 
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visual material are also becoming easy. And so nowadays is very easy to create illegal copies and to change 
the images in such a way that the identification of big economic or human lives losses is very difficult. It is 
very necessary to ensure the integrity and authenticity of a digital data of images. It is very important to 
propose effective methods to solve this type of image authentication problem. To solve this problem secret 
image sharing scheme has been used. Secret image sharing method generates several shares which are then 
shared in the protected document image, and the protected image at receiver side is reconstructed by 
enough different shared shares. If part of an image is verified to be modified illegally, the changed content 
can be repaired. The main advantage of this method is here we don’t require original image to check the 
integrity of received data. The integrity is checked with received image only.  
 
In this paper, a system for authentication of document images with extra self-repair capability for fixing 
tampered image data is explained. Using this extra authentication signal the tampering of the data is 
detected. This authentication signal is calculated form binary image with 2 main values. Then the original 
image is transformed into a stego-image by combining it with alpha channel. While the process of image 
authentication the stego image is verified for its authenticity and integrity. Data modifications of the stego-
image can be detected and repaired at the pixel level. If the alpha channel is not present in the stego-image, 
the resulting image is considered as unauthenticated. Secret message is converted into n shares i.e 
authentication signals for embedding it in the original image; and when k of the n shares, are gathered the 
secret message can be recovered completely. This type of secret sharing scheme is helpful for reducing the 
risk of significant partial data loss.  
 
In the proposed method the binary image authentication with repair capability is designed for grayscale 
images. Using secret sharing scheme the shares are generated which are distributed randomly in the image 
block. Authentication signal is generated and used to calculate the shares. Alpha channel is used for 
transparency and for mapping this extra authentication signal. 
 
The remainder of this paper is organized as follows: In Section II, the proposed method is discussed. In 
Section III, the Ramp secret sharing method on which the proposed method is based is reviewed. In Section 
IV, V, VI, the details of the proposed method, including generation of stego-image, authentication of 
image, and tampered data repairing, are described respectively.  
 
In Section VII, comparison between Shamir and ramp secret sharing is shown. In Section VIII, some 
discussions about the merits of the proposed method are given. In Section IX Experimental results and a 
comparison of performances of the proposed method with others are shown. In Section X, conclusion is 
discussed, followed by future scope in Section XI. 
 

2. Proposed Method 

The proposed method deals with image content authentication with a data repair capability for document 
image via the use of the Portable Network Graphics (PNG) image. An authentication signal is generated for 
each block of a document image and combined with the binarized block data, which is transformed into 
several shares using the Ramp method. The generated shares are embedded into an alpha channel. Alpha 
channel plane is combining with the original image and converted into PNG image format. 
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Figure 1: Flow Chart of the Proposed Method 
 

During the embedding process, the computed share values are mapped into the small range of 23-255 and 
these values is embedding into alpha channel. In image authentication process, an image block is marked as 
altered if the authentication signal computed from the current block content does not match that extracted 
from the shares embedded in the alpha channel plane.  
 
Data repairing is then applied to each altered block by a reverse Ramp secret scheme. Protecting the 
security of the data hidden in the alpha channel is also measured. This project proposes an authentication 
method that deals with the binary-like document images instead of pure binary ones and simultaneously 
solves the problem of image tampering. 

3. Ramp Secret Sharing Method 

The proposed approach to secret image sharing is based on the (k, n)-threshold secret sharing method. In 
this section we describe how to use the Ramp method for conventional secret sharing.  
 
3.1. Algorithm for secret share generation                                                                                                 

Preliminaries: 

 : A bitwise XOR operation 
  ||   : Concatenation of bit sequences 
 np     : A prime number that is np ≥ n. 
 wi   :  A share given to i-th participant Pi. (i =  
         0, . . . , n − 1) 
 S    : The secret ( S € {0,1}d(np-1

) , d>0)        
 
Input: Secret S and n. 

Output: Shares w. 
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 1: Let np : prime number >=n 

 2: Divide the S into (np - 1) pieces of d-bit     segment equally 

      S->S1 || S2 || S3 || S4 || S5 || S6  

3: Prepare S0 as a d-bit zero sequence 

4: Generate (k-1)  np - 1 of d-bit random numbers rj
i 

5: Execute XOR operation by the following equation 

               

               

 6: Concatenate np - 1 pieces and generate a share w(i) 

           
3.2. Algorithm for secret share recovery 

Input: Shares  w. 

Output: Secret S and n. 

        1: Obtain the binary matrices Gt0 , Gt1, Gt2 such that wi = Gi · r. 

              

              

                          Gi  = (I4, Ei, L-i) 

         Iα : α x α identity matrix 

  

  

         2: Execute the Gaussian Elimination and  obtain the matrix M 
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        Solving the system of equation for S1, S2 , S3, S4 

 

              3: Execute the following operation and obtain the secret 
                      ( S1, S2   S3, S4) = M. Wi 

4.   KBRP Method 
 Key Based Random Permutation (KBRP) is a method that can generate one permutation of size n out of n! 
permutations. This permutation is generated from key (alphanumeric string) by considering all the elements 
of this key in the generation process. The permutation is stored in one-dimensional array of size equal to 
the permutation size (N). In this paper KBRP is used to find the random positions to embedded the shares 
into the alpha channel. The process involves three consecutive steps: init(), eliminate(), and fill(). 

 

4.1. Algorithm for stage 1: Initialization 

First step, init(), is to initialize array of size n with   elements from the given key, by taking the ASCII code 
of each element in the key and storing them in the array consecutively. To complete all elements of the 
array, And fill the array by adding two consecutive values of the array. Finally, all values are set to the 
range 1 to N by applying the mode operation. 
 
    Input: No: of block and secret key. 
   Output: Position array to embed the shares. 

 let K: key of size S 
 P: array holds permutation with values 1 to N 
 N: array size 
 for i=1 to S do 
     A[i]=K[i] 
 end for 
for i=1 to S-1 do 
    P[i]=P[i]+P[i+1] 
 end for 
 P[S]=A[1] 
while S < N do 
    j=S+1 
   for i= 1 to S-1 do 
     for k=i to S-1 && j<=N do 
         P[i]=P[i]+P[k+1] 

              j++ 
    end for 
  end for 
end while 
for i=1 to N do 
    P[i] = P[i] mod N 

           end for 
 

4.2. Algorithm for stage 2: Elimination  

The second step, eliminate(), is to get rid of repeated values by replacing them with value of zero and keep 
only one value out of these repeated values. 
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L: left of array P 
 R: right of array P 
for All values where L<R do 
   for i=L+1 to R do 
      if P[L] = P[i] then 
         P[i] = 0 
     end if 
   end for 
  for i=R-1 to L+1 do 
     if P[R] = P[j] then 
        P[j] = 0 
    end if 
   end for 

            Increment L by 1 
               Decrement R by 1 
              end for 
 

4.3. Algorithm for stage 3: Filling 

Last step, fill(), is to replace all zero values with nonzero values in the range 1 to N which are not exist 
in the array. The resulted array now represents the permutation. 
 

A: array contain missing values in P 
m: number of missing values in A 
i=0 
while i < m do 
    j=N 
   while P[i]j=0 && j> 0 do 
       decrement j 
   end while 
   if j>0 then 
        P[j]=A[i] 
       increment i 
   end if 
k=1 
while (P[k]j=0 && k<=N) do 
    increment k 
end while 
if k<=N then 
    P[k]=A[i] 
    increment i 

            end if 
      end while 

5. Generation of a Stego-Image 

A comprehensive algorithm for describing the generation of a stego-image in the PNG format of the    
anticipated method is presented as follows:  
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Figure 2. Generation of a stego-image 

 
5.1. Algorithm for generation of stego-image. 
 

Input: Input image I with two gray value and a secret key k. 

Output: Stego-image I0  in PNG format with relevant data embedded, including the authentication 

signal and the data used for repairing. 

 
1: Resize the image with width and height as multiple of 6 so as make sure all pixels come within a 
block completely. 
 
Part 1: Authentication signal generation. 
2: Input image Binarization. Apply the moment-preserving technique to obtain two major values of the 
image Z1 and Z2 where Z1 represents binary value of 1 ad Z2 represents 0. Calculate the threshold 
used to binarized the image using the formula T= (Z1+Z2)/2 
 
3: Save the binarized image as Ib. 
4: Transform the input image into PNG format along with alpha channel. Let all the pixels have the 
values of alpha channel as 255. Let the image be IALPHA. 
 
5: Take the raster scan of unprocessed blocks of size 2x6 with values P1,P2....P6 from the image Ib. 
 
6: Creation of authentication signal. Generate a 2-bit authentication signal s=a1a2 
where a1 = P1 xor P2 xor P3 and a2 = P4 xor P5 xor P6 
 
Part 2: Design and embedding of shares. 
7: Concatenate the values a1, a2, P1 to P6 to form a 8-digit string containing only 0s and 1s and 
convert into decimal equivalent of these numbers. 
 
9. Let S be the decimal equivalent of these number. 
 
10: Add 238 to the values of Q1 through Q6, resulting in a new value Q11 through Q61 so as to get their 
values in the near transparency zone. 
 
11: Obtain the corresponding block at the alpha channel of the image IALPHA. Embed the first two 
values Q11 and Q21 in the same block at the first column of the block of alpha channel. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 92- 107 
 

Mary Linda P A, IJRIT  99 
 

 

 
 

Figure 3. Embedding 6 shares generated for a block, 2 Shares embedded in current block and 
the other 4 in 4 randomly selected pixels outside the block, with each selected pixel not being the 

first 2 one in any block 
 

12: Using the key , spread the remaining 4 values Q31 , Q41, Q51 and Q61 in the different pixels alpha 
channel of the image. Make sure while embedding randomly, none of the values are overwritten and 
the first column of other blocks are never used for this spreading. 
 
13: if there exist any unprocessed block in Ib then  go to step 5  
 
14: Take final I in the PNG format as the desired stego-image I0. 

 
6. Authentication of a Stego-Image 

 
A complete algorithm describing the proposed stego-image authentication process including verification of 
the original image content is described below  
 

 
 

Figure 4. Flow Chart for Authentication of Image 
 
6.1. Algorithm for verification of stego-image. 
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Input: Stego-image I0 with gray values Z1 and Z2 and secret key K. 
 
Output: Image with tampered blocks marked. 
 
1: Verify whether the image has alpha channel. If not, discard the whole image as unauthentic and 
request for retransmission of original image. 
 
2: Input image Binarization. Apply the moment-preserving technique to obtain two major values of the 
image Z1 and Z2 where Z1 represents binary value of 1 ad Z2 represents 0. Calculate the threshold 
used to binarized the image using the formula T= (Z1+Z2)/2 
 
3: Save the binarized image as Ib. 
 
4: Take the raster scan of unprocessed blocks Bb from Ib with pixel values P1,P2....P6 and find the six 
pixel Q11 through Q61 of the corresponding block BALPHA in the alpha channel IALPHA of Ib. 
 
5: Subtract 238 from each of Q11 and Q21to obtain two partial shares Q1 and Q2 and of Bb 
respectively. 

 
6: Extraction of authentication from the BALPHA . s=a1a2 

 
7: Computation of the authentication signal from the current block Bb. s1 =a11 . a21   where a11 = P1 xor       
     P2 xor P3 and a21 = P4 xor P5 xor P6 
 
8: Compare the authentication signal s and s1   
 
9: if s and s1 matches then mark the block as authenticated and move to the next block else mark the 
block as tampered and proceed to the next block. 
 
10: After all blocks are processed we obtain the image with all the tampered blocks IMARK. 

 
7. Repairing of a Stego-Image 

 
 A complete algorithm for repairing the tampered block verification of the original image content is 
described below  

 
Figure 5. Flow Chart for Repairing of Image 
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7.1. Algorithm for repairing of tampered blocks. 
Input: Image with tampered blocks marked. 
 
Output: Image Ir which has the pixels repaired. 
 
1: Subtract 238 from these alpha channel values to obtain the shares. 

 
2: Obtain raster scan of block B of size 2x6 from I and check whether block is marked. 

 
3: If not, proceed to the next block by marking this block as repaired. 
 
4: If yes, choose 2 shares out of 6 shares which are preferably from a block that are marked 
     untampered. 

 
5: Using reverse ramp secret sharing, obtain the secret values S. 

 
6: Convert the decimal equivalent to binary. Concatenate the binary values to form the 8-digit string. 

 
7: Take each digit from the 8-bit string and convert to gray value as follows: 

 
8: If the value is 0 then replace the corresponding pixel in the block of the image by Z2 else by Z1 
 
9: Proceed to the next block till the complete image is processed. 

8. Comparison  
 
Here the proposed method use ramp secret sharing method for share generation and secret recovery, which 
is computationally fast and cost effective when compared with the conventional secret sharing method. 
Comparison of the ramp secret sharing and Shamir secret sharing scheme is shown below: 

 
 
9. Advantages of Proposed System 

 
• Providing pixel-level repairs of tampered image parts. 
• Having higher possibility to survive image content attacks. 
• Making use of a new type of image channel for data hiding. 
• No distortion to the input image 

 
10. Experimental Result 
 
For editing the image three common operations are used. They are superimposing, noise and painting. 
Experimental result using a document images are shown below: 
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(a) 
 
 

 
 

(b) 
 

 
(c) 

 
Figure 6. Experimental result of a document image of  a sign.(a) Original Image (b) Alpha 

channel plane after embedding the share between the range of 238-255 (c) Stego-image with 
alpha channel in PNG format 

 

 
 

(a) 
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(b) 
 

 
(c) 

 
Figure 7. Authentication result of a document image of a check in the form of PNG attacked by 

added noises.(a) Tampered image with added noises. (b) Data repair result (Grayscale image). (c)  
Data repair result (Binary image). 

Table 1: Statistics of Experimental result of tampered image by noise shown in figure 7 
 

Ratio : Value 

No. of Blocks 36580 

No. of Tampered Blocks 
(Tampering Ratio) 

6.8343 

No. of Detected  Blocks         
(Detection  Ratio) 

86 

No. of Repaired  Blocks         
(Repair  Ratio) 

100 

False Acceptance Ratio 14.00 

False Rejection Ratio 0 
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(a) 

 

 
(b) 

 
 

 
(c) 

 
Figure 8. Authentication result of a document image of a check in the form of PNG attacked by 
painting. (a) Tampered image with painting. (b) Data repair result (Grayscale image). (c)  Data 

repair result (Binary image). 
 

Table 2: Statistics of Experimental result of tampered image by painting shown in figure 8 
 

Ratio : Value 

No. of Blocks 36580 

No. of Tampered Blocks 
(Tampering Ratio) 

2.2909 
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Ratio : Value 

No. of Detected  Blocks         
(Detection  Ratio) 

87.709 

No. of Repaired  Blocks         
(Repair  Ratio) 

100 

False Acceptance Ratio 12.291 

False Rejection Ratio 0 

 
 

 
 

(a) 
 

 
 

(b) 
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(c) 
 

Figure 9. Authentication result of a document image of a check in the form of PNG attacked by 
superimposing. (a) Tampered image with superimposing. (b) Data repair result (Grayscale 

image). (c)  Data repair result (Binary image). 
 

Table 3: Statistics of Experimental result of tampered image by superimposition shown figure 9 
 

Ratio : Value 

No. of Blocks 36580 

No. of Tampered Blocks 
(Tampering Ratio) 

2.7747 

No. of Detected  Blocks         
(Detection  Ratio) 

85.911 

No. of Repaired  Blocks         
(Repair  Ratio) 

100 

False Acceptance Ratio 14.089 

False Rejection Ratio 0 

 
 

11. Conclusion & Future Scope 

This paper proposed an image document authentication method along with self-repair capability, error 
localization and owner verification for gray scale document images based on ramp secret sharing and 
permutation. Both the generated authentication signal and the content of a block are transformed into 
partial shares by ramp secret sharing method, which are then embedded into an alpha channel plane to 
create a stego-image in the PNG format, after applying a permutation using secret key generated by KBRP 
algorithm. For self- repairing, the content of the block from any 2 un-tampered shares is used. Experimental 
results have shown to prove the effectiveness of the proposed method.  

 
Future studies may be aimed at choices of alternative block sizes and connected parameters (prime value 
range, value for secret sharing, range of authentication signal bits, etc.) to enhance data repair effects. Some 
security measures for enhancing the protection of the data embedded in the alpha channel plane is also 
specified. Applications of the proposed method for authentication and repairing of attacked color images, 
and block based owner validation may also be applied. 
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