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Abstract 
 
This paper attempts to look behind the wheels of android and keeping special focus on rooting android phone which 
powers user. Rooting phone can give us the opportunity to do so much more than our phone can do out of the box—
whether it's wireless tethering, speeding it up with overclocking, or customizing the look of our phone with themes.
Rooting is a device hack that provides users with unrestricted access to the entire file system of their mobile devices, in 
this case Android phones Rooting is a process allowing users of smart phones, tablets, and other devices running the 
Android operating system to attain privileged control (known as "root access") within Android's subsystem. 
 
Keywords: Rooting, Superuser, ClockworkMode Recovery, TWRP Recovery. 
 
 
1. Introduction 
 

Android is one of the most open, versatile, and customizable mobile operating systems out there. Rooting 
the phone one should be surprised at how much more he can accomplish with a little work. Rooting means 
you have root access to your device—that is, it can run the pseudo command, and has enhanced privileges 
allowing it to run apps like Wireless Tether or SetCPU. You can root either by installing the Superuser 
application or by flashing a custom ROM that includes root access.  
 
The term “root” comes from the Unix/Linux world and is used to describe a user who has “superuser” 
rights or permissions to all the files and programs in the software OS (Operating System). The root user, 
because they have “superuser” privileges, can essentially change or modify any of the software code on the 
device. Phone manufacturer / carrier only gives you “guest” privileges when you purchase your device. 
They do this for good reason… they don’t want you getting into certain parts of the software on your phone 
and screwing it up beyond repair. It makes it much easier for them to manage and update the devices if they 
lock it all down. This way, all the users are running the same unmodified version of the phone’s software. 
This makes it much easier for them to support the devices. But, for the tech-savvy crowd, only having 
“guest” privileges on your device is pretty lame and it locks down a lot of potentially useful feature. 
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2. How to Root 
 
There are various methods that can be used to root the device. The most reliable root method is to simply 
run the commands yourself. It may be a little more difficult than the one-click solutions, but it is practically 
guaranteed to work. 
 

2.1 Prerequisites  

There are a few things that you need to have before you start rooting. Obviously, you will need an Android 
device with Android 1.5 or higher and a USB cable to connect it to your computer. You will also need to 
have some files from this SuperOneClick.zip and the Android SDK/ADB up and running on your computer.  
First, we need to move some files around to make running commands a bit easier. Unzip the 
SuperOneClick.zip and pull out the su-v3, busybox, Superuser.apk, psneuter, and Gingerbread files. 
Rename su-v3 to su, and place the files in your ADB Platform-tools directory, which is contained in the 
Android SDK folder on your computer. If you are on Windows, you will also need to have proper drivers 
for your phone installed. These can usually be found by going either to the manufacturer website or 
searching for the name of your phone and the word "drivers." Once you find drivers, download and install 
them like any other application.  

2.2 Rooting your device 

Now that you have ADB setup and the proper exploit files, you are finally ready to root. Still, before you 
start running commands, you need to put your phone in USB debugging mode (settings > applications > 
development > enable USB debugging) and connect it to your computer. With that out of the way, you can 
finally open command prompt to run some commands. To open the command prompt in Windows, just 
click on Start, then Run, and type cmd.exe. In Linux, open whichever terminal emulator suits you. Once 
you have a command prompt, you need to enter your platform-tools folder, also called a directory. You can 
use the "cd" or change directory command to accomplish this. If your sdk folder is called "android-sdk" the 
command should look like this: cd android-sdk_r11-windows/platform-tools. This command will leave you 
with a shell prompt in the platform-tools directory. From here, you can run the commands that will actually 
root your phone. Be sure to run these commands exactly as they are written. The commands with an "$" or 
"#" will only run after the "adb shell" command. First, here are the commands that run the psneuter exploit 
and gain a root shell 
 
adb devices 
adb push psneuter /data/local/tmp 
adb shell 
$ cd /data/local/tmp 
$ chmod 777 psneuter 
$ ./psneuter 
At this point, the exploit will run and close the shell. You will need to run these commands to restart the 
ADB server 
adb kill-server 
adb devices 
Now comes the moment of truth. Use the 
adb shell 
Command to open a shell. If you see a "#" sign, you have root access, so go ahead and continue to the next 
part if not, you can go back and try the previous steps again. We now need to make this root permanent. 
From the root shell you just opened, type the following commands. 
 
# mount -o remount,rw -t rfs /dev/block/st19 /system 
# exit 
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adb push busybox /system/bin 
adb push su /system/bin 
adb install Superuser.apk 
adb shell 
# chmod 4755 /system/bin/busybox 
# chmod 4755 /system/bin/su 
# mount -o remount,ro -t rfs /dev/block/st19 /system 
# exit 
adb reboot 
At this point, your device should reboot. You can check for the Superuser icon in the app drawer, and then 
try a root only app like Titanium Backup If that works you have successfully rooted your Android device.  
 

3. Advantages of Rooting 
 
The reasons to root may seem few and far between at first, and the tradeoff with voiding your warranty is a 
legitimate concern. Nevertheless, here are some top reasons to root a device, all of which can drastically 
improve your Android experience. There are many advantages of   rooting your android device some of 
them are as mentioned here    

 
3.1 Unlocking Additional Features, Hidden Features and Install "Incompatible" Apps 
 
By rooting your Android device you also gain the ability to unlock some features that your carrier may 
charge for. One example is enabling free Wi-Fi and USB tethering, which many carriers charge money for. 
Sometimes, even Android isn't open enough to give you some of the features you want. Either an app is 
blocked by carriers, hacks into Android's system files, or otherwise isn't available. Luckily, rooting can 
help with that: you can install carrier-blocked apps, get features from the latest version of Android, make 
incompatible apps compatible, power up your hardware, get features like Beats Audio from other phones 
 
3.2. Speed/Battery Life Boosts  
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Fig. 1 SetCPU app 

Phone starting to get laggy? Or maybe you're having trouble making it through the day on a single charge? 
Rooting allows you to install customized kernels (the software that enables the OS to talk to the hardware, 
basically) that are optimized differently. Some are made for low-power consumption, and some are built for 
speed. You can also use an app like Set CPU, which enables you to overclock or underclock your phone's 
processor, and set rules for usage. For example, you can set your processors to go into overdrive when 
you're playing a graphically intensive game, but have them draw the bare minimum power when the screen 
is off. 

3.3 Better Backup 

 
 
 

Fig. 2 Titanium Backup app 
 
 
There are apps out there that kii back up your phone, but generally it's pretty surface level stuff (contacts, 
pictures, music, etc.). Once rooted you can go way, way deeper. Grab an app called Titanium Backup. Not 
only can it back up all of your apps, but it can back up all of the information stored in those apps. So if 
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you've been doing great in Temple Run but you want to wipe your phone and start fresh, you can use 
Titanium to back up and then restore the game, and you'll be right where you left off. It's a nice security 
blanket if you're going to be messing around deep in your phone's brain. 

3.4 Block Ads in Any App 

If you want to block ads in certain apps or on certain devices, rooting is by far the best way to do so. 
AdFree, AdBlock Plus, and Ad Away are all great options. Of course, if you aren't rooted, going into 
airplane mode works in a pinch too. 

3.5 Flash a Custom Kernel 

Some of Android's most under-the-hood tweaks require a custom kernel, which you can only flash with a 
rooted device. The kernel is responsible for helping your apps communicate with the hardware of your 
phone, which means a custom kernel can give you better performance, battery life, and even extra features 
like Wi-Fi tethering (on unsupported phones), faster battery charging, and lots more. You can flash kernels 
manually or simplify the process with something like Kernel Manager. 

3.6 Flash a Custom ROM 

A custom ROM is basically a custom version of Android, and it truly changes how you use your phone. 
Some merely bring a stock version of Android to non-stock phones or later versions of Android to phones 
that don't have it yet. Some add a few handy features, some add lots of really unique features, and some 
change your operating system from head to toe. No matter what phone you have. 

3.7 Administrator privileged apps 

As rooting opens up administrator type privileges on your handset you’ll instantly have access to all the 
core files on your handset. File browser apps can take full advantage of this, allowing you to move stuff 
around on your internal memory if so require. 

App wise, we’ve already touched on Titanium Backup, but there are far more apps that can make use of 
root permissions, and simply aren’t available with a non-rooted device. The speed junkies among you could 
take advantage of overclocking software to boost performance or save on battery life, providing that your 
Kernel supports overclocking. 

Alternatively, fans of custom ROMs can use a ROM manager to install and update their operating system 
without the need to flash zip files from Recovery. 

Rooting is sometimes criticized for compromising handset security, but security apps, such as Cerberus, use 
root functions to bury themselves deep down into the operating system, making them hard for would be 
thieves to remove. These apps can also be granted permissions that aren’t available on unrooted devices, 
such as access to GPS data even when the device is locked. 

There are also additional gesture apps, data syncing software, and even theme managers to customize the 
look of your handset. 

3.8 Wi-Fi and Bluetooth Tethering 

After having rooted your device, you can also use Wi-Fi or Bluetooth tethering to share your cellular data 
connection with your laptop, PC, or other capable mobile devices. The application works with ad hoc 
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connections and will get you up and running online on your laptop in no time. Similarly, tethering can also 
be achieved over a Bluetooth connection. 

 

3.9 Install applications to your SD card  

One of the most talked-about feature (or disadvantage) of any Android device is the limitation where you 
can install applications only in the phone’s internal memory and not the SD card. While Google may reason 
that SD cards are slower in general and cannot run apps as effectively as internal memory, the fact of the 
matter is that most Android devices do not come with massive internal storage and, hence, greatly limit the 
number of applications that can be installed at a time. With rooted devices, you can use Apps2SD, which 
will copy ALL your applications to an ext2/3/4 formatted SD card and will also store future builds in the 
card that is freedom to choose. 

3.10 Altering system files 

You can replace many parts of the “Android core.” Doing so, you can add new themes, edit the core apps 
(Maps, Calendar, clock, etc.), change the recovery and boot images, add Linux binaries, and many more. 

4. Disadvantages of Rooting 
 

Although there are many advantages of rooting but still there are some kind of security issues that might 
cause to think about the disadvantages. Certainly these advantages don’t make issue of concern for tech 
savvy as they got the power of superuser by rooting android device. However one should must know what 
should happen with their devices.  
 
4.1 Android Bricking 
 
You can turn your Smartphone into a brick. Well, not literally, but if you goof up the rooting process, 
meaning the code modifications, your phone software can get so damaged that your phone will basically be 
as useless as a brick. 

4.2 Warranty Nullification  

Your phone warranty turns void. It’s legal to root your phone; however, if you do it, your device gets 
straight out of warranty. Say you root your phone and sometime after that, you experience a phone 
malfunction – hardware or software related. Because of the Android rooting, the warranty is no longer 
valid, and the manufacturer will not cover the damages. 

4.3 Security issues 

Malware can easily breach your mobile security. Gaining root access also entails circumventing the 
security restrictions put in place by the Android operating system. Which means worms, viruses, spyware 
and Trojans can infect the rooted Android software if it’s not protected by effective mobile antivirus for 
Android. There are several ways these types of malware get on your phone: drive-by downloads, malicious 
links, infected apps you download from not so reputable app stores. They take over your phone and make it 
act behind your back: forward your contact list to cybercrooks, sniff your e-mails, send text messages to 
premium numbers, racking up your phone, and collect personal data such as passwords, usernames, credit 
card details that you use while socializing, banking and shopping from your Smartphone. 
 
4.4 Overclocking problems 
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Overclocking can also cause problems for your android device. The overclocking should be done with a 
great care so that the processor is able to digest it. If you push your processor too far, the consequences can 
be dangerous. The phone can burn or be permanently damaged, either way you lose your phone. Even if it 
could be repaired you would have to pay a huge amount for it indeed. 
 
5. Conclusion 

 
So, you’ve been acquainted and warned. If you think that rooting the phone to run special applications and 
custom ROM is worth is, go ahead. If you think it’s not worth the hassle, stay put. At the end of the day, 
it’s depends on your usage and what you want your phone to do for you. Of course, proceeding with 
caution no matter how great an expert you think you are is always advisable. 
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