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Abstract — With the rapid application growing of internet and wireless network, Data communication security becomes significant 
to protect secret and privacy of vital data. Encryption algorithm plays an important role in providing secure data transmission. In this 
paper, we evaluate the performance of three symmetric key block cipher encryption algorithms: AES, DES and Blowfish. The 
performance indices here are the security and speed of the algorithm. Experimental results show that Blowfish algorithm runs faster 
than DES. It is proved that the Blowfish encryption algorithm is more effective for wireless networks security application. 
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I.  INTRODUCTION 

Encryption is the process of transforming the original data or text called as plain text into another form called as cipher text 
which is readily not readable by unauthorized users. The main task of encryption is to ensure secrecy. Companies usually encrypt 
their data before transmission to ensure that the data is secure during transit. The encrypted data is sent over the public network 
and is decrypted by the intended recipient [1]. 

The encryption algorithms are usually summarized into two popular types: Symmetric key encryption and Asymmetric key 
encryption. In Symmetric key encryption, only one key is used to encrypt and decrypt data. The key should be distributed before 
transmission between entities. Therefore key plays an important role in Symmetric key encryption. Strength of Symmetric key 
encryption depends on the size of key used. For the same algorithm, encryption using longer key is harder to break than the one 
done using shorter key. The representative Symmetric key cryptography algorithms include RC2, DES, 3DES, RC5, Blowfish, 
and AES, which use certain- or variable-length key. Asymmetric key encryption is used to solve the problem of key distribution. 
In Asymmetric key encryption, private key and public key are used. Public key is used for encryption and private key is used for 
decryption (E.g. RSA and Digital Signatures). However, public key encryption is based on mathematical functions, and is not 
very efficient for small devices [2]. 

There are a variety of different types of encryption methods, basically the methods of producing cipher text are stream 
cipher (such as RC4) and block cipher (such as DES, blowfish and so on). The two methods are similar except for the amount of 
data each encrypts on each pass. Most modern encryption schemes use some form of a block cipher. Other special encryption 
method is the one way encryption whose encrypting process is irreversible (for instance password encryption on UNIX systems), 
and systems by combining public and private key cryptosystems (such as Pretty Good Privacy (PGP)) [3]. 

In this paper, we study the algorithms of common AES, DES and Blowfish. All three are symmetric key encryption algorithms 
using block cipher. Referencing their encryption process methods, we analyze their security and do experiments to evaluate 
performance of three encryption algorithms using different memory sizes. From the experimental results, we find the relationship 
between encryption speed and computer memory utilization. 

II.  RELATED  WORKS 

Every security system must provide a bundle of security functions that assure the secrecy of the system [5]. These functions 
are usually referred to as the goals of the security system. These goals can be listed as following: 
Authentication: Authentication service is concern with making sure that the communication or exchange of data is done 
between authentic systems or intended devices. 
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Access Control: Access control is the ability to limit and control the access to host systems and applications via communications 
links. 
Data Confidentiality: Confidentiality is the protection to transmitted data from passive attacks. It means that only the 
authenticated people are able to interpret the message content and no one else. 
Data Integrity: Integrity means that the content of the communicated data is assured to be free from any type of modification 
between the end points (sender and receiver). The basic form of integrity is packet check sum in IPv4 packets. 
Non-Repudiation: This function implies that neither the sender nor the receiver can falsely deny that they have sent a certain 
message. 
Service Reliability and Availability: Since secure systems usually get attacked by intruders, which may affect their availability 
and type of service to their users. Such systems should provide a way to grant their users the quality of service they expect. 

III.  ENCRYPTION  ALGORITHM  ANALYSIS 

In this section, we have an overview and cryptanalysis for DES and Blowfish algorithms. 

1. DES Algorithm 

DES (Data Encryption Standard) was the first encryption standard to be recommended by NIST (National Institute of 
Standards and Technology). It was developed by an IBM team around 1974 and adopted as a national bureau of standard in 1997 
[6]. 

It is based on a symmetric-key algorithm that uses a 56-bit key. The algorithm was initially controversial with classified 
design elements, a relatively short key length, and suspicions about a National Security Agency (NSA) backdoor. DES 
consequently came under intense academic scrutiny which motivated the modern understanding of block ciphers and their 
cryptanalysis. Structure of DES is shown in figure1. 

 

 
Figure 1. The Data Encryption Process [6] 

Here in, “+” is addition on 32-bit words, and “⊕” represents XOR. 
Linear cryptanalysis is another type of cryptanalytic attack invented by Mitsuru Matsui. The attack uses linear 

approximations to describe the action of a block cipher 14]. 
Against full 16-round DES, this attack can recover the key with an average of 243 known plaintexts. Linear cryptanalysis is 
newer than differential cryptanalysis and it is efficient against reduced round DES variants. 

2. BLOWFISH Algorithm 

A. Introduction and Principle of Blowfish Cipher 
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Blowfish is a symmetric block cipher; encrypt a 64-bit block each time. It takes a variable-length key, from 32 bits to 448 bits, 
making it ideal for both domestic and exportable use. Fig. 2 shows a block diagram of an algorithm with the Feistel structure 
for encryption, with 16 rounds of confusion and diffusion [7]. 
Mathematically the functions can be expressed as below [15]: 
Take a block of 64 bits and divide it into two equal halves: L and R. Then define the iterated block cipher when the outputs Li 
and Ri of the i'th round are determined from the outputs Li-1and Ri-1of the previous round: 

Li = Li-1          (1) 
Ri = Li-1 ⊕F (Ri-1, Ki),          (2) 
Where Ki is the sub-key used in the ith round and F is specific to the particular algorithm. 

The structure of blowfish is given in the figure 2. The F Function, regarded as the primary source of algorithm security, 
combines two simple functions: addition modulo two (XOR) and addition modulo 232 [16]. Blowfish uses four S-boxes, each one 
has 256 entries, and each of the entries is 32 bits long as shown in figure.3. 
 

 
Figure 2. Structure of Blowfish Process 

 
Figure 3. Functions used by Blowfish 
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To calculate the F-function: use the first byte of the 32 bits of input to find an entry in the fast S-box, the second byte to find 
an entry in the second S-box, and so on. First dividing XL (left side of the 64-bit block of data to be encrypted) into four 8 bit 
quarters then calculate F(XL) as given by Eq. 3. 

F(XL) = ((S1[box1] + S2[box2]) + XOR S3[box3]) + S4[box4]                 (3) 

Data encryption occurs via a 16-round (commonly) network. Each round consists of a key-dependent permutation, and a key- 
and data-dependent substitution. All operations are XORs and additions on 32-bit words.  

IV.  EVALUATION  METHOD 

Encryption algorithm plays a very important role in network information security. It is essential to evaluate the performance of 
encryption algorithms. Usually the evaluation includes security analysis, encryption speed, power consumption, and so on. We 
analyzed the differential 
cryptanalysis and linear cryptanalysis resistance for both algorithms in section 2. In this section, we design the experimental 
method to evaluate encryption speed and power consumption of the algorithms. 
The related works [2-5] show that the encryption speed and energy consumption depends on not only the structure of algorithm, 
but also the size of block and key. Before evaluation, we select common DES and Blowfish for experiment. We unify both 
algorithms as the same structure: 
64-bit block input/output, 64-bit key and 16-round computation. 

A. Encryption Speed Evaluation 

Encryption algorithms are known computationally intensive, hence the encryption speed is considered as an important indicator 
of the encryption performance. The encryption speed is considered the computation quantity that an encryption algorithm takes 
to produce a cipher text from a plaintext. Encryption speed is used to measure the throughput per unit time of an encryption 
scheme. The encryption speed is calculated as the total plaintext in bytes 
divided by the encryption time [14]. The main work for encryption speed evaluation is to observe the performed encryption time 
for certain plaintext. For most of cryptographies, the decryption speed can be considered the same as encryption speed. Based on 
the scenario, we only choose encryption speed for the algorithm performance evaluation in this work. 

B. Power Consumption Evaluation 

Energy consumption is another important performance indicator of cipher, especially for application of portable wireless devices. 
Energy consumption has been extensively studied in previous work. An evaluation for power consumption of an Itsy pocket 
computer has been conducted in [11]. The study is only intended to evaluate power consumption of different parts of the pocket 
computer under normal operations. Another research about computational complexity of public key encryption has been studied 
on an embedded processor in [5]. The work quantified the energy cost of authentication and key exchange based on public-key 
cryptography on an 8-bit microcontroller platform. They showed the efficiency in their experimental results. They showed ECC 
to have a significant advantage over RSA as it reduces computation time and also the amount of data transmitted and stored [12]. 

In this work, we implement the encryption operation repeatedly for millions of times on a laptop without impressed power 
supply [13]. We calculate encryption speed and power consumption by observing encryption runtime and the remained battery 
power percentage after the encryption process. 

V. EXPERIMENTAL  RESULTS 

In order to compare the performance of the ciphers, both of the algorithms were implemented using a uniform program 
language, and were tested on a uniform platform. 
The algorithms are programmed in C language under Windows XP operating system. The test platform is a laptop (ASUS Z99) 
with 1.8GHZ AMD Athlon 64 X2 TK-55 CPU and 1GB memory.  

Prasithsangaree et.al has studied the distribution of packet sizes of packets typically transmitted and received by a wireless 
device over a wireless LAN. They used a wireless sniffer to capture 802.11 network packets over one hour and obtained their 
packet size distribution. It is shown that most of packets have a small size between 64-127 bytes [3]. In order to evaluate the 
performance in wireless network application for both algorithms, we randomly generated plaintext in 128-byte size block for the 
experiment. We implemented the program on the laptop without impressed power supply for millions of times to obtain the 
encryption speed and power consumption. The experimental result is shown in Table I. 

 

Algorithm Data 
Time  

(In Seconds) 
Average 

MB/Second 
Blowfish 256 3.5-4 64.386 

AES 
(256-bit key) 

256 5.001 51.229 

DES 256 10-11 22.340 
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Table 1. Comparison results using P4 2.1 GHZ CPU 

The first column shows the test algorithms: DES and Blowfish, AES. The second column shows total data on which test 
taken. The third column shows encryption runtime. We calculated the encryption speed and listed it in column four. As shown in 
the table, 

Blowfish run faster than DES and AES: about 64.386 Mbytes per second. The remained battery percentage of Blowfish and 
DES was almost the same. 
It is shown that Blowfish and DES consumed almost the same battery power in Fig.4, about 15% for 50M-cycles and about 35% 
for 100M-cycles. It is proved that Blowfish maybe more suitable for wireless network application which exchanges small size 
packets. 

VI.  CONCLUSION 

Encryption algorithm plays an important role for information security guarantee in recent growing internet and network 
application. In this paper, we studied two symmetric key encryption algorithms: DES and Blowfish. We first reviewed the basic 
algorithms and analyzed the security for both. We evaluated encryption speed and power Consumption for their performance. 
Experimental results show that Blowfish algorithm runs faster than AES, DES algorithm while all of them consume almost the 
same power. It is proved that Blowfish algorithm maybe more suitable for wireless network which exchanges small size packets. 

In our future research, we are looking to optimize the encryption algorithms to accommodate the wireless network 
application. Furthermore, we try to develop stronger encryption algorithm with high speed and minimum energy consumption. 

 
Figure 3. Encryption Speed Comparison 

 

 
Figure 4. Comsumed Battery Comparison 
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