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ABSTRACT  

      Virtualization is the creation of virtual resources from physical resources. It  combines resources of 

many computers into a pool of resources and then subdivide that pool of resources into many Virtual 

Machines(VMs) , has become an indispensable technology for today’s IT infrastructure. A clear understanding here 

is obviously critical to such networked virtualization system as cloud computing platforms. It is most known for 

improving efficiency and ease of management. However, it also provides a compelling approach to enhancing 

system security, offering new ways to rearchitect today’s systems and opening the door for a wide range of future 

security technologies. While this technology is meant to enhance the security of computer systems, some recent 

attacks show that VM technology has many weaknesses and becomes exposed to many security threats. 

                In this paper, modern virtualization solutions under Denial Of Service (DoS) attacks was presented, with 

the full spectrum of modern virtualization techniques, from paravirtualization, hardware virtualization to container 

virtualization, with a comprehensive set of benchmarks. 
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1. INTRODUCTION  

  Virtualization has recently become an indispensable technology in terms of both academic and 

industrial applications. A recent survey showed that 90% of organizations use Virtual Machines in some capacity in 

their IT infrastructures . A further 34% of organizations use virtualization to meet the majority of their server needs 

[2].Organizations were quick to uptake this technology due to promises of increased utilization of resources, 

increased server consolidation, and decreased costs [3].  
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           The aim of the Linux Virtual Servers(LVS) is to provide a basic framework to build highly scalable 

and highly available network services using a large cluster of valuable servers. This paper explores modern 

computer virtualization systems under a TCP based DoS attacks and some typical virtualization techniques under it. 

With the data gained, few clever modifications hypervisor-based virtualization systems can be made much more 

resistant to networked DoS attacks.  

2. LITERATURE REVIEW  

  There have been many works performed on different applications and scenarios in virtualized 

systems. The Xen Security Modules (XSM) policy model is based on SELinux [4], so VMM policies will be 

comprehensive, but determining whether a security goal is enforced correctly seems to be nontrivial for beginning 

users due to the complexity of policy rules organization. sHype [5] is one of the best-known security architecture for 

hypervisors : its primary goal was to control the information flows between VMs. In [6] [7], a role-based access 

control policy was introduced to VMMs by Hirano et al.  

  Researchers from the University of Michigan and HP conducted a performance evaluation 

comparing different virtualization techniques for use in server consolidation [8]. They compared Xen, a hypervisor-

based paravirtualization technique, and OpenVZ, a container-based virtualization technique. The results showed that 

OpenVZ had better performance and lower overhead than Xen. Soltesz et al. [9] compared Xen and Linux 

VServerin terms of performance and architectural design. Matthews et al.[10] tested HVM, PVM and Container 

Virtualization for performance isolation. Recently, Ostermann et al. conducted a performance analysis on Amazon 

EC2 to determine its suitability for high performance scientific computing [11].  

 

3. METHODOLOGY 

 

3.1 VIRTUALIZATION OVERVIEW  

Broadly speaking, all current virtualization solutions can be classified into three main categories. 

3.1.1 Paravirtualization(PVM)  

PVM is the first version which requires no special hardware to realize virtualization, instead relying on special 

kernels and drivers. Typical PVM solutions include Xen and User Mode Linux.  

3.1.2 Hardware Virtual Machine (HVM) 

 It is the lowest level which requires special hardware capabilities to trap privileged calls from guest domains. It has 

been noticed however that HVMs can also have the highest virtualization overhead and as such may not always be 

the best choice for a particular situation[8][12]. Yet paravirtualization I/O drivers can alleviate such overhead; one 

example of a paravirtualization driver package is the open source VirtIO[13]. Representative Virtualization solutions 

that are HVM include VMware Server, KVM, and Virtual-Box. 

 

 

3.1.3 Container Virtualization  
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Container Virtualization, also known as OS-level virtualization, creates multiple secure containers to run different 

applications in. Typical container virtualization implementations include OpenVZ, Linux-VServer and Solaris 

Zones. It doesn’t use Hypervisor because the hypervisor acting as a gatekeeper to the underlying hardware generally 

improves performance isolation between guests on a host. 

 

3.2 DENIAL OF SERVICE (DOS) OVERVIEW  

 

DoS attacks are attempts by an non legitimate user to degrade or deny resources to legitimate users. This paper 

focuses on networked DoS, In particular, TCP SYN flood attack was examined against a target machine, which is 

difficult to filter out before it reaches the end system. 

 

3.2.1 TCP SYN Flood 

As such some features of TCP can be exploited to perform DoS attacks. The TCP SYN flood is one of the simplest 

and most common attacks seen on the Internet. This attack takes advantage of the amount of resources that have to 

be allocated by a server in order to perform a 3-way handshake. This is done through sending many TCP SYN 

packets to the victim.  

 

3.2.2 TCP DoS Mitigation Strategy 

Many defenses have been proposed to combat the TCP SYN flood. The simplest is to use a firewall to limit the 

number of TCP SYN packets allowed from a single source. The case where multiple hosts are involved in an attack 

is often called a Distributed Denial of Service attack (DDoS). Network-based solutions include firewall proxies [14].  

 

3.3 ARCHITECTURE 

 To evaluate each virtualization technique, a small scale yet representative test network and system and a custom test 

system are created. 

 

3.3.1 Physical Hardware and Operating System 

                   A modern mid-range PC with an Intel Core 2 Q9500 quad core processor is used running at 2.83 Ghz 

enabling Intel VT-X in the bios as it is required for Hardware Virtual Machines (HVM) support.  

3.3.2 Network Setup 

    To emulate a DDoS attack against our servers, the network configuration is employed shown in the 

Figure 1 in next section. The attack emulator has been configured to have a link rate of only 10Mb/s using the 

ethtool configuration tool. The gateway is the default route for any host outside this directly connected subnet. When 

an attack is simulated, the gateway is configured to drop forwarded packets.  

 

3.3.3 Emulating a Denial Of Service Attack 
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     The DDoS attack simulated for our experiments is the standard TCP SYN flood. The choice of this 

attack was motivated by the fact that it is one of the most common DoS attacks seen on the Internet . The DoS traffic 

originates from our attack emulator, shown in Figure1. 

 

3.3.4 Virtualization Setup 

Xen System Setup: The Xen 4.0 Paravirtualization Hypervisor is installed on our test system following closely the 

Debian guide.  

OpenVZ System Set: The OpenVZ container-based virtualization package is installed from the Debian repository 

using its guide. We configured our container using the Debian Squeeze template.  

KVM System Setup: KVM is relatively simple to install since it only requires a kernel module instead of a special 

patched kernel. KVM version 0.12.5 compiled from the official source repository is used.  

Non-Virtualized ‘Vanilla‘ System Setup: Finally, as the baseline for comparison, there is Vanilla setup with no 

virtualization running, i.e., the system has direct access to the hardware. The same drivers, packages and kernel were 

used as in the previous setup.  

 

3.4 BENCHMARK SETUP 

 

3.4.1 CPU Benchmark 

 The SysBench CPU test is chosen to measure the CPU performance, which is well known and regularly used for 

gauging raw CPU performance.  

 

3.4.2 Memory Benchmark 

For memory benchmarking, SysBench memory bandwidth test was chosen. It allocates a segment of either global or 

thread local memory and performs read or write operations on it, outputting the total time taken as well as the 

memory bandwidth in MB/s.  

 

3.4.3 File System Benchmark 

The file system performance was tested using the SysBench ’fileio’ test, which creates a specified set of files on the 

disk and performs read and write operations on them. For our experiments, 2 GB worth of files is created and 

performed random read and write operations on the files.  

 

TABLE-1 :  CPU Usage While Under Attack – System Idle 
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3.4.4 Network Benchmark 

To test network performance, use Iperf, which attempts to find the maximum TCP or UDP bandwidth (in Mb/s) 

between two network hosts.  

 

3.4.5 Comprehensive Benchmark - Web Application 

It is based on a simple 2-tier Web Server and Database was devised, using the Debian repositories to install the 

Apache 2.2 Web Server and the MySQL Server 5.1. To create a web application representative of a real-world 

service, the RuBBoS bulletin board benchmark is installed. PHP version of the RuBBoS was chosen and install the 

necessary Apache extensions for PHP and then install the RuBBoS data into our MySQL database .  

 

 

 

 

 

 

Fig-1: Network Setup and Traffic Flow 

3.5 CAUSES OF DEGRADATION 

                     

  In order to better understand the causes of the performance degradation that take a closer look at these hypervisor-

based virtualization systems.  

 

3.5.1 KVM Profiling 

KVM was chosen as our representative hypervisor-based virtualization system in these tests, for several reasons. 

The first is that KVM runs on the unmodified Linux kernel, and is compatible with the standard performance 

profiling tools. 

TABLE-2 : Performance Metrics Under DoS – System Idle 
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Fig-2: KVM Network Architecture And Modification 

As can be seen in TABLE 2, the samples showed considerable difference in these metrics between the Vanilla 

system and KVM. Figure 2 illustrates the path a received packet must traverse and the figure also shows a 

performance modifications . 

 

3.6 REDUCING DOS OVERHEAD KVM  

 

3.6.1 Modifying KVM and VirtIO: To accomplish this, the VirtIO driver was examined and modified how KVM 

notifies the virtual machine that there is a packet to be received. When the packet rate is high, instead of 

immediately notifying the virtual machine that it has received a packet, the KVM hypervisor sets a timer. When the 

timer expires, the virtual machine is notified of the initial packet, and every other packet that has arrived during the 

length of the timer.  

4. CONCLUSION 

 

         Despite the fact that modern virtualization has many attractive features, it is clear from our experiments 

that it is more vulnerable under TCP SYN DoS attack. Despite these pioneer works, the performance of 

virtualization under networked DoS attacks remains largely unexplored. Although defenses such as SYN-cookies 

and SYN-caches have been very effective at fortifying non-virtualized systems, These measures do not provide 

adequate protection for VMs. It is also important to note that even though the deployment of anti IP address 

spoofing technology such as ingress filtering (BCP 38) has reached the majority of autonomous systems. 

Hypervisor-based virtualization is significantly more expensive to use on systems exposed to DoS traffic. 
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