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Abstract:- In recent years, cloud computing has become a major part of IT industry. It is envisioned as a next 
generation in It. every organizations and industries generates a large amount of data daily. Such data can be stored 
and shared between the organizations using cloud storage. The major obstacle to this process of data sharing is 
secure access of the data. This paper proposes a secure data storage and retrieval in cloud system using AES and 
RSA Algorithm. The data is encrypted using AES algorithm and the key which is encrypted by AES is encrypted 
using a powerful cryptographic algorithm RSA. The encrypted data and the key is embedded into a single unit and 
stored in the cloud. By using the corresponding private key, the embedded data and the key can be extracted 
successfully from the cloud. This scheme ensures the confidentiality and data integrity over the cloud. 
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1. INTRODUCTION 
Cloud computing is a paradigm that focuses on sharing data and computations over a scalable network of nodes. 

Such nodes could be end user computers, data centers and web services.  Networks of such nodes are termed as 
cloud. An application based on such cloud is taken as a cloud application. Basically cloud is a metaphor for internet 
and is an abstraction for the complex infrastructure it conceals. A cloud can be defined as a large pool of easily 
accessible virtualized resources such as hardware, development platforms and services. 

Cloud computing provides convenient on-demand network access to a shared pool of configurable computing 
resources that can be rapidly deployed with great efficiency and minimal management overhead. One fundamental 
advantage of the cloud paradigm is computation outsourcing, where the computational power of cloud customers is 
no longer limited by their resource-constraint devices. To be effective, cloud data security depends on more than 
simply applying appropriate data security procedures and countermeasures. 

Cloud computing is a technology that uses the internet and central remote severs to maintain data and 
applications. Cloud computing allows consumers and businesses to use applications without installation and access 
their personal files at any computer with internet access. This technology allows for much more efficient computing 
by centralizing data storage, processing and bandwidth. Cloud computing service provider should make sure that the 
server is well secured from all the external threats it may come across, cloud storage is good only when a good level 
of security is provided by the service provider to the user. Therefore in recent days providing security has become a 
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major challenging issue in cloud computing. To ensure the security of data, we proposed a method by implementing 
AES and RSA Algorithm. 

1.1 Types of Clouds 
The various types of clouds are: 

i. Private Cloud: 
This kind of cloud infrastructure dedicated to a particular organization. Private clouds are specifically designed for 
organizations that do not want to distribute their internal work information to third parties. It is not shared with other 
organizations, whether managed internally or by a third-party, and it can be hosted internally or externally. 

ii. Public Cloud: 
A public cloud infrastructure enables users to distribute and access data from anywhere at any given points in time. 
this means that public cloud computing systems are incredibly accessible and can be shared with third parties. 

iii. Community Cloud: 
The community cloud infrastructure is shared among several organizations and that is governed, managed and 
secured commonly by all the participating organizations or a third party managed by service provider. 

iv. Hybrid Cloud: 
This kind of cloud infrastructure is a composition of two or more clouds that remain unique entities but are bound 
together by standardized or proprietary technology that enables data and application portability. 
 

2.  DATA SECURITY ISSUES IN THE CLOUD 
i. Data Integrity: 

Data stored in the cloud storage are resides in the shared environment. Anyone can access the data and information 
which is to be stored in the cloud. The cloud does not differentiate a sensitive data from a common data and thus, 
enables anyone to access the sensitive data. The cloud computing service providers make sure that the private and 
sensitive data is well secured from other providers and users. 

ii. Data Availability: 
Customer data is normally stored on different servers often residing in different locations or in different clouds. In 
this case, data availability has become a major issue in cloud storage. 

iii. Data Loss: 
Data loss is a common problem in cloud computing. A malicious hacker can wipe out or destroy the data from the 
cloud. This leads to a major problem in cloud computing. In such cases, having an offline copy is of great 
importance. 

iv. User level security: 
In order to closely monitor resources for unauthorized activities or accesses, cloud customers should verify that 
proper security coding practices are utilized in cloud architecture. 

v. Backup and Recovery: 
In cloud computing, the service providers are able to provide options on backup services which are certainly 
important for those businesses that run cloud based applications so that in the event of hardware failure they can roll 
back to an earlier state. 
 

3. PROPOSED WORK 
3.1 AES Algorithm (Advanced Encryption Standard) 

The advanced Encryption Standard (AES) is an Encryption algorithm for securing sensitive data 
established by U.S National Institute of Standards and Technology (NIST) in January of 1997. This technique is 
developed by the Belgian cryptographers Joan Daemen and Vincent Tijmen. 
 The algorithm described by AES is a Symmetric-Key algorithm, which is the same key is used for both 
encrypting and decrypting the data. AES is an iterated block cipher with a fixed block size of 128 and a variable key 
length. The different transformations operate on the intermediate results, called states. 
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AES uses a variable number of rounds, which are fixed: 
A key of size 128 has 10 rounds. 
A key of size 192 has 12 rounds. 
A key of size 256 has 14 rounds. 

During each round, the following operations are applied on the state. 
i. SubBytes: Every byte in the state is replaced by another one, using the Rijndael S-Box. 
ii.  ShiftRow: Every row in the 4×4 array is shifted a certain amount to the left. 
iii.  MixColumn: A linear transformation on the columns of the state. 
iv. AddRoundKey: Each byte of the state is combined with a round key, which is a different key for each round 

and derived from the Rijndael key schedule. 

 
 

Fig 1: Structure of each round at the encryption side. 
 

AES Operations: 
1) SubBytes Operation: 

 The SubBytes operation is a non-linear byte substitution, operating on each byte of the state independently.     
 The substitution table(S-Box) is invertible and is constructed by the composition of two transformations: 

i. Taking the multiplicative inverse in Rijndael’s finite field. 
 ii. Then applying an affine transformation which is documented in the Rijndael documentation. 

Since the S-Box is independent of any input, pre-calculated forms are used, if enough memory (256 
bytes for one S-Box) is available. Each byte of the state is then substituted by the value in the S-Box whose 
index corresponds to the value in the state 

    a (i, j) = SBox [a (i,j)]  
2) ShiftRow Operation:  

In this operation, each row of the state in cyclically shifted to the left, depending on the row index. 
  The first row is shifted 0 positions to the left. 
  The second row is shifted 1 position to the left. 
  The third row is shifted 2 positions to the left. 
  The fourth row is shifted 3 positions to the left. 
3) MicxColumns Operation: 
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The MixColumns transformation operates at the column level it transforms each column of the state to a 
new column. The four bytes of each column of the state are combined using an invertible linear transformation. 

 
 
4) The AddRoundKey Operation: 

In this operation, a Round key is applied to the state by a simple bitwise XOR. The Round Key is derived 
from the Cipher key by the means of the key schedule. The Round Key length is equal to the block key length 
(=16 bytes.) 

 

3.2 RSA ALGORITHM 
RSA is a widely used Public-key cryptographic algorithm. RSA stands for Ron Rivest,Adi Shamir and Len 

Adlemen, who was first described in 1977. RSA is a block cipher, in which every message is mapped to an integer; 
RSA consists of both Public-key and Private-key. According to this the Public key is known to everyone whereas 
the Private-key is known only to the user who is originally owns the data. 
 
RSA Algorithm involves three steps: 
1. Key Generation 
2. Encryption  
3. Decryption 
 
Key Generation: 
The process of key generation has to be done before the data is encrypted. This technique is done between the cloud 
service provider and the user. Easy implementation and modification is one of the advantages of RSA algorithm. 
Steps: 
1. Choose two distinct prime numbers x and y. the integers x and y should be chosen at random for security 
purposes, and it should be of similar bit length. 
2. Compute n=x*y. 
3. Compute Euler’s totient function, Ø(n)=(x-1) * (y-1). 
4. Choose an integer e, such that 1 < e < Ø(n) and greatest common divisor of e. Ø(n) is 1. Now e is related as 
Public-key exponent. 
5. Now determined d as follows: d = e(mod Ø(n)). That is d is multiplicative inverse of e mod Ø(n). 
6. d is as Private-key component, 
 So, that d * e = 1 mod Ø(n). 
7. The Public-key consists of modulus n and the public exponent e. 
 8. The Private-key consists of modulus n and the private exponent d, which must be kept secret. i.e., (d, n). 
 
Encryption: 
Encryption is the process of converting plain text into cipher text (data). 
Steps: 
1. Cloud service provider should transmit the Public-key (n, e) to the user who wants to store the data. 
2. User data is mapped to an integer by using an agreed upon reversible protocol,, known as padding scheme. 
3. Data is encrypted and the encrypted data (Cipher text) C is 
                         C = me (mod n). 
4. Now the encrypted data is stored in the cloud. 
 
Decryption: 
Decryption is the process of converting the encrypted text into the original text (plain text) 
Steps: 
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1. The cloud user requests the cloud service provider for the data. 
2. Cloud service provider checks the authenticity of the user and gives the encrypted data. i.e., C 
3. The user decrypts the data by computing, 
 m = Cd (mod n). 
4. By finding the value of m the user can get back the original data by reversing the padding scheme. 

3.3 PROPOSED WORK 
 

The description of the proposed system is given in Figure 2 and 3.In our proposed work, sender encrypts 
the original data using AES Symmetric-Key algorithm to produce an encrypted data. And then the secret key which 
is generated by AES is encrypted using a powerful cryptographic algorithm RSA, now the encrypted data and the 
key is to be  
 

           
Fig 2: Encryption model using AES and RSA. 

 
 

 
Fig 3: Decryption technique using dual algorithm. 
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Embedded into a single unit and then stored in the cloud to provide security for the data. So that, only the concerned 
user can accesses it. Unauthorized persons or third parties are not allowed to access the data. By using the 
corresponding private key the receiver can successfully extract the embedded data and key to recover the original 
plain text from the cloud. This scheme ensures the confidentiality and data integrity over the cloud. 
 
 

4. CONCLUSION 
In this paper, the secure cloud storage scheme consists of data and key encryption, embedding, data and key 
decryption phases. In our proposed work the user data and the generated key is encrypted and then it is stored in the 
cloud. When required, user places a request for the data to the cloud service provider. Cloud provider authenticates 
the user and delivers the data. So that, only authorized persons can access the data. The unauthorized persons gets 
the data intentionally also, they could not decrypt it and get back the original data from it. hence the data security 
and confidentiality over the cloud is provided by implementing AES and RSA algorithm. 
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