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Abstract-Most of the people uses internet and get attacked by phishing. In which the illegitimate authority takes the user’s 
personal information and uses illegally. Our system provides the strong approach to detect whether the website is phishing or not. 
Our system uses the Naïve Bayes and the Support Vector Machine, these two algorithms. First the url of the website get analyzed 
and gives to NB classifier for classification. Also the detecting web page is parsed and creates a DOM tree and classified by the 
SVM classifier. The checking the result obtained from the NB classifier and check the strength of NB after result and apply the 
SVM classifier which gives the appropriate result. Because of these two classification algorithms gives the appropriate and the 
strong result that the website is phishing or not. 

Keywords: Naive Bays, SVM (Support Vector Machine),CSV(Comma Separated Value).

I.INTRODUCTION 

Now a days there is huge growth and widely usage of the internet in all the areas like from marketing, advertising to 
banking areas. People working with these very interestingly but along all the secure internet providence there are  
some web sites that acts as a legitimate web sites that takes the users all personal details and used it illegally and its 
harmful for the users image. This theft is called the Phishing. There are many phishing sites where the users may 
visit, but they can’t predict or judge that whether the site is phishing or not and being harmed with these sites. Our 
system is to avoid these phishing attacks by identifying the sites that are phishing or not. 

 There are other many approaches to phishing detection by using URL features with determining the URL 
of the web site including contents of the url’s[8] such as number of slashes,dots ,occurrences of the suspicious 
characters etc.are observed and determines the site is phishing or not,but its not an efficient approach.Our system 
provides a strong approach of determination of phishing web sites,by using the combination of  NB and the SVM 
classifiers.First obtain the result of NBclassifier and then by checking the result strength of NB and depending on 
that apply SVM  classifier that gives the result that is the web site is phishing or not. The detailed explanation is 
given in our proposed system section. 
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II.PREVIOUS SYSTEM 

A. A Content Based Approach To Detect Phishing Web Sites 

Yue Zhang, Jason Hong , Lorrie Cranor states that to detect the phishing web sites by using the algorithm TF-
IDF.Which is an algorithm often used in information retrieval and text mining.By calculating the TF-IDF scores of 
each term in that web page,which generates the lexical signature by taking the five terms with highest TF-IDF 
weights.And feed this lexical signature with the search engine such as google. 
If the domain name of  the current web page matches the domain name of the N top search results,the web page is 
legitimate otherwise its illegitimate.[1]. 
 
B. Layout Similarity Based Approach  
 
Angelo P. E. Rosiello_, Engin Kirda,Christopher Kruegel,and Fabrizio Ferrandi gives the technic of phishing 
detection by accepting the After DOMAntiPhish is installed, every time the user successfully logs into a new web 
site, the browser will automatically store the hash of the entered password, 
using SHA-1, along with the DOM-Tree representation of the web site. That is, every time a password is entered, it 
is implicitly associated with the domain where it is used for the first time. This is in contrast to the old system, 
where passwords have to be explicitly and manually associated with domains.Whenever the password is reused, a 
similarity check then determines whether the reuse is legitimate (thepages are different) or a phishing attempt (the 
pages are similar).[2]. 
  
C. Textual And Visual Content Based Approach 
 
Haijun Zhang, Gang Liu, Tommy W. S. Chow, Senior Member, IEEE, and Wenyin Liu, Senior Member, IEEE 
gives the approach by using the textual and visual contents to measure the similarity between the protected web page 
and suspicious web pages. A text classifier, an image classifier, and an algorithm fusing the results from classifiers 
are introduced.Also uses the Bayesian model to estimate the matching threshold. This is required in the classifier for 
determining the class of the web page and identifying whether the web page is phishing or not. 
 
In the text classifier, the naive Bayes rule is used to calculate the probability that a web page is phishing. In the 
image classifier,the earth mover’s distance is employed to measure the visual similarity, and  Bayesian model is 
designed to determine the threshold. In the data fusion algorithm, the Bayes theory is used to synthesize the 
classification results from textual and visual content. The effectiveness of our proposed approach was examined in a 
large-scale dataset collected from real phishing cases.[3].  
 
D. Detection of Phishing Attacks: A Machine Learning Approach 
 
Ram Basnet, Srinivas Mukkamala, and Andrew H. Sung states the approach of  phishing detection by identifying the 
various features such as HTML Email, IP-based URL, no of domains used,age of domain used,sub domain used, 
presence of JavaScript etc are the  fatures are required and the data like more numbers of the emails and sites for 
testing are the phishing or legitimate.Then the machine learning approach is used to find out that the site is phishing 
or not.[4]. 
 
E. Classifying Phishing Emails Using Confidence-Weighted Linear Classifiers 
 
In this paper they stated that to detect the phishing emails they use the contents of that email and use the CWLC. 
CWLCa new class of online learning method designed for Natural Language Processing(NLP) problems based on 
the notion of parameter confidence. Online learning algorithms operate on a single instance at a time,  
and make few assumptions about the data, and perform well in wide range of practical settings.[5]. 
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III.PROPOSED SYSTEM. 
 

There are many disadvantages in the system studied in the literature so we developed a system that gives the 
accurate and the efficient result that the particular site is phishing or not. 
A. CONCEPT OF SYSTEM 
 

 
 

Fig1. Basic Layout of System 
 

The above figure shows the simple approach to detect phishng by providing the features of the URL and the contents 
of the parsed page as a manual entry to the system and also the CSV (Comma Seperated Values) file as a input to the 
system.The process part of the system does the processing in the form by applying the algorithms Naïve Bayes and 
the Support Vector Machine these two classifiers are applied on the data input called the training data sets and which 
will then obtains the accurate result that the given site is phishing site or not. 
 
B. CSV 
Comma-separated values (CSV) (also sometimes called character-separated values, because the separator character 
does not have to be a comma) file stores tabular data (numbers and text) in plain-text form. Plain text means that the 
file is a sequence of characters, with no data that has to be interpreted instead, as binary numbers. A CSV file 
consists of any number of records, separated by line breaks of some kind; each record consists of fields, separated by 
some other character or string, most commonly a literal comma or tab. Usually, all records have an identical 
sequence of fields. 
In our case the CSV contains the data sets or trained data sets of the parsed page. 
 
C. Features Of URL 
The input to the NB classifier is the features of the URL.The features are numbers of slashes, numbers of dots and 
the numbers of the suspicious characters in the URL.[6]. 
 
D. NB Classifier 
Naïve Bayes classifiers assume that the effect of variable value on a given class is independent of the values of the 
other variables.This assumption is called conditional independence.It is made to simplify the computation and In this 
sense considered to be “Naive”.However Bayes in estimating probabilities often may not make a difference in 
practice.It is the order of the probabilities ,not their exact values,that determine the classifications. 
Eg.Suppose your data consist of fruits,described by their color and shape Bayesian classifiers operate by saying”If 
you see a fruit that is Red and Round,which type of fruit is it most likely to be,based on the observed data sample. 
E. Algorithm 
Let X be the data record whose class label is unknown.Let H be some hypothesis such as “data record X belongs to a 
specified class C”.For classification, we want to determine P(H|X) The probability that the hypothesis H holds given 
the observed data record X. 
 P(H|X) is  the posterior probability of H conditioned on X.For example ,the probability that a fruit is an 
apple,given the condition that it is red and round.in constrast,P(H) is the prior probability, of H.In this example P(H) 
is the probability that any given data record is an apple, regardless of how the data record looks.The posterior 
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probability,P(H|X),is based on more information(such as background knowledge) than the prior 
probability,P(H),which is independent of X. 
    Similarly (X|H) is posterior probability of X conditioned on H.That is,it is the  
Probability that X is red and round given that we know it is true that X is apple.P(X) is the prior probability of X,i.e 
iiit is the probability that a data record from our set of fruits is red and round.Bayes theorem is useful in that it 
provides a way of calculating the posterior probability,P(H|X),from P(H),P(X) and P(X|H). 
Bayes theorem is- 
P(H|X)=P(X|H) P(H)/P(X).[9] [11]. 
 
F. Features of Webpage 
The  input to the SVM is consisting the web page features such as numbers of the blank references called the Nil 
anchores,numbers of the foreign references called Foreign anchors and whether it is http or https. These are all 
features are input to the SVM .[6] 
 
G. SVM Classifier 
In machine learning, support vector machines are supervised learning models with associated learning algorithms 
that analyze data and recognize patterns, used for classification and regression analysis. Given a set of training 
examples, each marked as belonging to one of two categories, an SVM training algorithm builds a model that 
assigns new examples into one category or the other, making it a non-probabilistic binary linear classifier. An SVM 
model is a representation of the examples as points in space, mapped so that the examples of the separate categories 
are divided by a clear gap that is as wide as possible. New examples are then mapped into that same space and 
predicted to belong to a category based on which side of the gap they fall on. 
In addition to performing linear classification, SVMs can efficiently perform a non-linear classification using what 
is called the kernel trick, implicitly mapping their inputs into high-dimensional feature spaces.[7][10][12]. 
 

   
Fig2 .SVM classification example. 
 
3.2 Architecture 

 
Fig3. Architecture of system 
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Above fig shows the simple architecture that detect the web site is phishing or not.It shows that the first URL of the 
web page is fetched and the features of the URL are get extracted and stored into the database. In this case we uses 
the concept of the serialization in java as a storage database to save the amount of the memory required.Then this is 
input to the Naïve Bays classifier.It then gives output as less than 0.5 or greater(in our case 0.5 is an threshold 
value),if it is less then apply the SVM classifier by parsing the contents of the webpage and extracting its features 
and stored into the database.The SVM gives the rerult as a phishing or not because it’s a binary classifier and gets a 
very efficient result that is website is phishing or not.  
 

IV. CONCLUSION 
 
We proposed a strong approach to detect the website is phishing or not,by using the prediction algorithm NB 
classifier and the binary classifier SVM classifier. Because of these two algorithms the estimated result of the 
detection of the phishing is very accurate and hence getting the accurate information about the website and the 
security is achieved. The system compromises two steps 
1. Extarct URL features and applies NB classifier and observe the result 
2. Extract the URL features and apply the SVM classifier to get result. 
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