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Abstract 
Most data hiding methods are vulnerable to steganalytic attacks. This paper presents a new method where the pixel 
values of the cover image are not altered. Instead, a relation between the cover image and the data to be hidden is 
created, and sent to the receiver along with the cover image in a compressed format. The design issues of data hiding 
methods include security of hidden data and embedding capacity. The proposed method integrates cryptographic 
techniques to secure the hidden data. This method is not only free from steganalytic attacks, but also provides good 
security for the hidden data, authentication, good quality stego image, and high data embedding capacity. 
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1. Introduction 

Data hiding in images is a technique, which embeds data imperceptibly into a cover image, so that people 
cannot perceive the existence of the hidden data in the resulting stego-image. Data hiding in images 
presents a variety of challenges that arise due to the way the human visual system (HVS) works and the 
typical modifications that images undergo. Usually, images provide relatively small data hiding capacity, 
i.e., an 8-bit picture of resolution 200X200 pixels provides approximately 40 kilobytes (kB) of data hiding 
capacity. 
 
Data hiding methods [1] on images can broadly be classified into two categories. 
 

• Spatial Domain Techniques 
• Transform Domain Techniques 

 
Spatial domain techniques modify the image intensity values directly to hide the secret information. The 
most common spatial domain technique is the least significant bit[2] (LSB) manipulation technique, where 
the LSB of the each intensity value is replaced with one bit of the secret data.  Transform domain 
techniques modify the transform coefficients of the image. The transform coefficients are obtained by 
applying transforms, such as the Fourier transform, discrete cosine transform to the image. 
 
 Usually data hiding methods hide data in the image by altering the pixel values. The resulting stego-image 
quality is a great problem in hiding. Also the data hiding capacity is limited to image resolution. Using 
these observations we have developed this method. 
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2. Proposed Method 

This method deals with some of the main problems in data hiding, including security of the hidden data, 
authentication, quality of stego-image, embedding capacity and security from steganalytic attacks. Here, a 
relation between cover image and the data to be hidden is created without altering the pixel values of the 
cover image. The relation is created using the LZW dictionary obtained from the cover image. This relation 
and the cover image are compressed together and sent to the receiver by encrypting with the receivers 
public key. The compression is achieved using Bzip2, while RSA algorithm is used for encryption. An 
image based user registration scheme is also introduced here. 

2.1 User Registration Scheme 

During registration the user must provide username, password and must select an image. Then the system 
will randomly select a pixel position in the image. Place a 3X3 window with the  pixel at  that position as  
center and concatenate the pixel values that coincide with that window to the password to obtain the new 
password and we will apply MD5 algorithm to this newly generated password to generate the message 
digest. This message digest along with username and pixel position is added to the data base. In order to 
login the user must provide username, password and must select the same image i.e., used for registration. 
Then the system will generate a new password and apply MD5 algorithm [5] to generate a 32 digit hexa 
decimal key. It then checks whether this message digest matches the one in the data base to grant access. 
 
______________________________________________________________________________ 
 Algorithm 1 User Registration 
______________________________________________________________________________ 
 Input   : Username, Password, Selected Image. 

 
 1:  Select a position in the image randomly. 
 2:  Select a window size (3 × 3). 
 3:  Place the window over the pixel located at the selected position in such a way that the pixel is 
centered on the window. 
 4:  Identify the pixels that coincide with the window. 
 5:  Concatenate the pixel values with password. 
 6:  Apply the MD5 algorithm to convert the password to a message digest. 
 7:  Add username, position and message digest to the data base. 
______________________________________________________________________________ 
 
______________________________________________________________________________ 
 Algorithm 2 User Login 
______________________________________________________________________________ 
 Input   : Username, Password, Selected Image. 

 
 1:  Check whether the ”Username” is registered. 
 2:  if User is registered then 
 3:       Select a position in the image randomly. 
 4:       Select a window size (3 × 3). 
 5: Place the window over the pixel located at the selected position in such a way that the 
pixel is centered on the window. 
 6:       Identify the pixels that coincide with the window. 
 7:       Concatenate the pixel values with password. 
 8:       Apply the MD5 algorithm to convert the password to a message digest. 
 9:       if the message digest matches the one in the database then 
10:            Grant access. 
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 11:       else 
 12:            Deny access. 
 13:       end if 
 14:  end if 
______________________________________________________________________________ 

2.2 Data Hiding Process 

Two keys are employed in this method, one shared key exchanged between sender and the receiver and 
second receivers public key. During data hiding process a relation between the cover image and the data to 
be hidden is created. This relation is a collection of dictionary indices. Dictionary is created from the input 
cover image, while relation is created by binarizing the message and then finding the longest match entries 
in the dictionary and writing the corresponding dictionary indices. LZW algorithm [6][7][8] is used for 
building the dictionary. 
 

Data hiding process can be divided in to four stages- selection of image part for creating dictionary, 
building dictionary, encoding the message using dictionary, compressing and encrypting the cover-image 
with relation. The algorithm is detailed in algorithm 3. 
 
  For compressing the stego image and relation bzip2 algorithm [9][10] is used, and for asymmetric 
encryption RSA algorithm [11][12][13] is used. The keys are generated at the time of user registration 
phase, and the public key is made available to all the registered users. The shared key is exchanged 
between the sender and receiver using Diffie-Hellman key exchange [11][12][13]. 
 
______________________________________________________________________________________ 
 Algorithm 3 Data Hiding 
______________________________________________________________________________________ 
 Input   : Cover Image, Secret Key k, Public Key of Receiver, Message M 
 Output: Encrypted Data. 

 
 1: Convert the message to binary and randomize the message using key k. 
 2: Select one of the three planes R,G or B using key k. 
 3: Select one of the quadrants of the selected plane using key k. 
 4: Convert the quadrant to a binary string and randomize using key k to form string Str. 
 5: Apply LZW algorithm to the string str to form a dictionary, Use the key k to determine the starting 
index of the dictionary. 
 6: Encode the binary message using this dictionary by finding the longest match entries and writing the 
indices in a string Relation. 
 7: Randomize the Relation using key k. 
 8: Compress the Relation and Stego Image. 
 9: Send this compressed data to the receiver by encrypting it with the public key of receiver. 
_______________________________________________________________________ 
 

2.3 Data Extraction Process 

Data extraction is carried out at the receiver side.  Receiver will have the encrypted data as input.  Two 
keys are used receivers private key and a shared key. The input is first decrypted using the receivers private 
key and then decompress the result to obtain the stego-image and relation. The dictionary creation 
procedure is same as the one used during hiding process. After creating the dictionary the secret message is 
obtained by identifying the entries at the dictionary indices specified in the relation and converting the 
result to character form. 
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Data extraction process can be divided in to four stages- decrypting and decompressing the input data to 
obtain stego-image and relation, selection of image part for creating dictionary, building dictionary, and 
decoding the message. The proposed algorithm for data extraction is detailed in algorithm 4. 
 
______________________________________________________________________________________ 
 Algorithm 4 Data Extraction 
______________________________________________________________________________________ 
 Input   : Secret Key k, Private Key of Receiver, Encrypted Data.            
 Output: Cover Image, Message M. 

 
 1:  Decrypt the data using private key of receiver to obtain compressed stego image and relation. 
 2:  Decompress the compressed Stego Image and Relation. 
 3:  Select one of the three planes R, G or B using key k. 
 4:  Select one of the quadrants of the selected plane using key k. 
 5:  Convert the quadrant to a binary string and randomize using key k to form string Str. 
 6:  Apply LZW algorithm to the string str to form a dictionary, Use the key k to determine the starting 
index of the dictionary. 
 7:  Derandomize the Relation using key k. 
 8:  Using LZW dictionary and the indices in the Relation decode the binary string Msg. 
 9:  Derandomize Msg using key k. 
 10: Convert the Msg back to character form. 
______________________________________________________________________________________ 

3. Correctness and Effectiveness of the method 

Looking at the algorithms for data hiding and data extraction, it can be seen that at both the sender and 
receiver sides, the LZW dictionary formation process is the same. Here, the dictionary is formed by 
selecting one of the color planes, then selecting a quadrant in that plane, binarizing the pixels in that 
quadrant to form a binary string and, finally, applying the LZW algorithm. Hence, it can be said that same 
dictionary is constructed on both sides. And in that dictionary there will be exactly one entry for each 
index. 

For checking whether the hidden message can be reconstructed, how the algorithm hides the message needs 
to be looked into. Here the algorithm does not hide the message, but instead, creates a relationship between 
the message to be hidden and the cover image. This relation is formed by binarizing the message and 
encoding it by writing the indices of the dictionary to which it forms the maximum match. So the relation 
will be a collection of dictionary indices. This set of dictionary indices will be transmitted to the receiver. 
Since there will be only one entry in the dictionary for an index, the message can be reconstructed. Hence 
the correctness of the algorithm can be verified. 

4. Results 

The method is implemented in CPP with the use of opencv library, while GUI is developed using Qt. 
During user registration the user provides his username, password and selects the image as shown in figure 
1 to generate a new password as in figure 2. Figure 3 shows user data base entries after registration. 
 
Figure 4 shows the denial of access due to invalid entries, while figure 5 shows successful login. 
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Fig. 1: User Registration 

 

 
Fig. 2: User Registration Details 

 

 
Fig. 3: User Data base 

 

 
Fig. 4: Login Failure 
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Fig. 5: Login Success 

By using the proposed algorithm, data is hidden and extracted. The test images are lena.jpeg, icecream.jpg 
and mixedfruit.bmp. Relation is created using each of these test images with the same message as input. 
Table 1 shows the size of relation for different test images. Size of the relation depends on the cover image 
from which the dictionary is created. 

The size of the image remains unchanged after the data hiding process, since nothing is hidden in the 
image. Table 1 shows the size of the image before and after the data hiding process. Usually data hiding 
algorithms are evaluated based on PSNR values. Since the pixel values of the image remain the same, 
histograms of both the images will be same, which will result in an MSE value of zero, thereby making the 
PSNR value infinity. 

Table 1 
 
 

Image 

 
 

    

Relation Size 90 bytes 83 bytes 85 bytes 
Cover image size 8.2kB 318.9kB 3.7MB 
Stego image size 8.2kB 318.9kB 3.7MB 

PSNR ∞ ∞ ∞ 
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The relation created will be of the form as in figure 6. Figures 7, 8 and 9 show the data hiding and 
extraction processes. 

 

Fig. 6: Relation 

 

Fig. 7: Data Hiding 

 

Fig. 8: Data Extraction: - Providing Keys 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 544- 553 
 
 

Rathin R, IJRIT  551 
 

 

Fig. 9: Data Extraction: - Extracted Message 
 
Let’s see the data hiding process with an example. Suppose the binarized message is. 
Message: 10101101 
And the dictionary constructed from the image is as given here. 
Dictionary: 

 
The message is encoded using this dictionary to form the relation as 
Relation: 6 4 6 
This relation is transmitted to the receiver along with the stego image. Since the cover image and stego 
image are identical, same dictionary will be constructed. So extracting the secret message will be a 
mapping of the dictionary indices in the relation to the dictionary entries. So the reconstructed message will 
be 
Message: 10101101 
This will be converted to character form. 
The proposed method solves some of the challenges of data hiding as follows 
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4.1 Challenges 

1)  Security of Hidden Data:  The security of the proposed method is based on two keys, private key of 
the receiver and a shared key. So in order for an attacker to identify the hidden data he must have the 
receivers private key and the shared key. 

Here seven mechanisms are provided for ensuring security of the hidden data. 

(i) The message is converted to binary and randomized[14] using a key. 

(ii)  One of the planes of the image is selected using the key. 

(iii)  One of the quadrants of the image is selected using the key. 

(iv) Pixel values in the quadrant are converted to binary and randomized using the key. 

(v) The starting index of the dictionary is chosen based on the key. 

(vi) Randomizing the relation using key. 
(vii)  Compressing and encrypting the relation using the receivers public key. 
 
2) Authentication: This paper provides a new image based authentication scheme.  The user must first 
register before using this system. During registration, the user must provide correct password and image for 
valid registration, otherwise registration will be invalid. Then a new password is generated on the basis of 
the password and image provided during registration. The message digest of the new password is added to 
the database along with this username. For valid login, the provided password and image should be correct. 
If either one fails, the entry is not permitted. So, it will definitely provide a two level authentication and is 
much more secure. 
 
3) Quality of stego image: Most of the data hiding methods hide data in the image by altering the pixel 
values. The resulting stego image quality is an area of concern. In this method the pixel values are not 
altered, so the stego image and the cover image are identical. Hence there is no loss of quality when the 
data is hidden. So the quality of the resulting stego image will be same as that of the cover image. 
 
4) Embedding capacity:  In this method the cover image is identical to the stego image, i.e., the pixel 
values of the cover image are not altered. Instead of that, a relation between the cover image and the data to 
be hidden is created, and sent to the receiver in a compressed format along with the image. The main 
advantage of the proposed approach is that the stego image will be the cover image itself; not even a minute 
portion of the cover image is changed. Also, the embedding capacity is very high; it can be higher than the 
cover image, as there is no limit. 
 
5) Free from steganalytic attacks:  In the case of most data hiding methods the cover image is to be 
modified. Though the change is invisible to human vision, it might be visible to some other visions. i.e., 
there are many steganalytic attacks which can identify the hidden data. Most of them are histogram based. 
In this method the cover image and stego image are exactly same. So there is no chance for steganalytic 
attacks. 

4. Conclusion and Future Scope 

Data hiding in images is the process of hiding information in a cover image. Methods that exist today hide 
message by altering the pixel values. The main problems with these methods are limited embedding 
capacity, quality of stego image and security of hidden data. The advantage of the proposed data hiding 
method is that the cover image is same as the stego-image. and also the embedding capacity is not limited 
to image resolution, it can be larger than the cover image. The method provides good security for the 
hidden data, good quality stego image, high data embedding capacity and free from steganalytic attacks. 
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The main problem of this method is that the size of the relation depends on the dictionary created. If longer 
matches are found smaller will be the relation. This can be eliminated in future by choosing appropriate 
cover image for the message. 
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