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Abstract 
In crypto-application circuits S-Box (Substitution box) is considered as the most critical component in AES crypto-
circuits since it consumes the most power and leaks the most information against side-channel attacks. The proposed 
NCL S-Box based on a delay insensitive logic paradigm known as Null Convention Logic (NCL) provides considerable 
benefits over existing designs since it consumes less power therefore suitable for energy constrained mobile crypto-
applications. It also emits less noise and has flatter power peaks therefore leaks less information against side-channel 
attacks (SCA) such as differential power/noise analysis. This proposed null-conventional logic (NCL) based 
substitution box design essentially matches all the important security properties. Here normal mix column is replaced 
by light weight mix column transformations. Variations to S – box and Mix Column transformations of Rijndael 
substitution box are discussed in this paper. Analog simulation and functional verification of NCL S-Box has been done 
using Mentor Graphics EDA (Electronic Design Automation) tools to assure low-power side-channel attack resistant 
operation of the proposed clock-free AES S-Box.  
Keywords: Advanced Encryption Standard (AES), Field Programmable Gate Array (FPGA), Null 
Conventional Logic (NCL), Side Channel Attacks (SCA), Substitution Box(S-Box). 

1. Introduction 

The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data 
[1] established by the U.S. National Institute of Standards and Technology (NIST) in 2001.It is based on 
the Rijndael cipher developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen, who 
submitted a proposal to NIST [2] during the AES selection process.Rijndael is a family of ciphers with 
different key and block sizes. For AES, NIST selected three members of the Rijndael family, each with a 
block size of 128 bits, but three different key lengths: 128, 192 and 256 bits. Advanced Encryption 
Standard (AES) was announced with the intention of being a faster and more secure encryption algorithm 
over others since its algorithm is comprised of multiple processes used to encrypt information with supports 
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of up to 256-bit key and block sizes, making an extensive search impossible to check all 2256 possibilities. 
Unfortunately, AES is still vulnerable to SCAs. The Side Channel Attacks [3] include simple power 
analysis (SPA), differential power analysis (DPA), correlation power analysis (CPA), collision attacks, and 
leakage power analysis. Among them, DPA and CPA are the most popular and effective attack that has 
been reviewed by numerous researchers on a range of cryptosystems during these years. In the meantime, 
many countermeasures for resisting SCAs were proposed as well. Most of the countermeasures designed 
for hardware implementation of AES are based on securing the logic cells to balance the power 
consumption [4] of the system and to make it independent of the processing data. This process of adjusting 
the basic units of the system makes the overall design less vulnerable to attacks. Usually, the hardware AES 
implementation has higher reliability than software since it is difficult to be read or modified by attackers 
[5] and less prone to reverse engineering. NCL is a delay-insensitive (DI) asynchronous (i.e. clock less) 
paradigm, which means that NCL circuits will operate correctly regardless of when circuit inputs become 
available; therefore NCL circuits [6] are said to be correct by- construction (i.e. no timing analysis is 
necessary for correct operation). NCL is a self-timed logic paradigm in which control is inherent in each 
datum. NCL follows the so-called weak conditions of Seitz’s delay insensitive signaling scheme. Like other 
delay insensitive logic methods, the NCL paradigm assumes that forks in wires are isochronic.Various 
aspects of the paradigm, including the NULL (or spacer) logic state from which NCL [7], [8] derives its 
name, have origins in Muller’s work on speed independent circuits in the 1950s and 1960s. Our proposed 
null-conventional-logic-based (NCL) substitution box (S-Box) design essentially matches all these 
important security properties: asynchronous, dual rail encoding [9] and an intermediate state (i.e., NULL). 
Unlike other asynchronous designs, NCL adheres to the monotonic transitions between DATA (i.e., data 
representation) and NULL (i.e., control representation), which utilizes dual-rail and quad rail signaling 
methods [10] to achieve the delay insensitivity. This would significantly reduce the design complexity. 
With the absence of a clock, the NCL system is proved to reduce the power consumption, noise, and 
electromagnetic interference. The rest of the paper contains AES S-Box architectural design and 
implementation of null conventional logic. Finally, the simulated output and functional verification of the 
proposed NCL S-Box design was described. This paper provides an extension to what has been presented 
in [11] existing methods. 

2. AES S-Box Design 

Advanced Encryption Standard (AES) is a symmetric encryption algorithm [12] based on a design 
principle known as a substitution-permutation network. The AES cipher is a series of transformations that 
convert the plaintext to cipher text by using secret keys. The AES algorithm consists of a number of rounds 
that are dependent on the key size. For both cipher and inverse cipher of the AES algorithm, each round 
consists of linear operation (i.e., ADDROUNDKEY, SHIFTROWS, and MIXCOLUMNS steps) and 
nonlinear operation (i.e., SUBBYTES step). 

         

Fig. 1(a)Combinational S-Box architecture and (b) Block diagram of multiplicative inversion over 
the GF (28) module, where MM is modular multiplication and XOR is EXCLUSIVE XOR operation 
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The AES algorithm’s operations are performed on a two-dimensional array of bytes called the 
State, which consists of four columns and four rows of bytes. In the following Mix Columns step, a linear 
transformation operates on each column of the state. The last step, AddRoundKey, it add a round key to the 
state by doing the bitwise XOR operation in an AES round. Since AES has become a FIPS standard in 
November 2001, various attempts of attack against the AES have been made. By meticulous search, with 
256-bit keys, 2256 possibilities must be checked, which lead apparent impossibility of attacks under such 
method. A block diagram of the combinational AES S-Box architecture is shown in Fig. 1.SubBytes step is 
the first step of AES round. Each byte in the array is restructured by an 8-bit substitution box (S-Box), 
resulting from the multiplicative inverse over GF (28). The AES S-Box is constructed by combining the 
inverse function with an invertible affine transformation in order to avoid attacks based on mathematics. 
The S-Box is one of the most critical implementation of AES hardware. It consumes the majority of power 
and is also the most vulnerable component to SCAs the AES S-Box algorithm adapted in this research 
follows the combinational logic circuit architecture. Asynchronous clock [13] fewer circuits require less 
power, generate less noise and produce less electromagnetic interference compared to their synchronous 
counterparts. Modular multiplication plays a significant role in public key cryptographic systems. In mobile 
appliances, very proficient implementations are needed to meet the cost constraint while preserving good 
computing performance. The modular multiplicative inverse has many applications in algorithms, 
particularly those related to number theory, since many such algorithms rely heavily [15],[16] on the theory 
of modular arithmetic. The multiplicative inversion in GF (28) follows the procedure shown in Fig.2.First, 
map operation converts the 8-bit input into elements of GF (24) (i.e., ah and al).Second, calculate the square 
of ah and al. It should be noticed that multiplication in GF (24) is done by multiplying the polynomial ah(x) 
ah(x) followed by a modular reduction. Third, a series of multiplication and XOR operations were 
implemented to extend the field GF (24) to the field GF (28).In this field, modular multiplication has 
acknowledged immense attention and abundant research papers [14] have been available. 

3. NCL Implementation in S-Box 

Null Convention Logic (NCL) is a delay insensitive logic which belongs to the asynchronous circuit’s 
categories. NCL circuit utilizes dual-rail and quad-rail logic to achieve this delay insensitivity [17]. A dual-
rail signal [18] can Represent [one of available three states, DATA0, DATA1 and NULL, which 
corresponds to Boolean logic 0 (i.e., DATA0), Boolean logic 1(i.e., DATA1) and control signal NULL for 
asynchronous handshaking, respectively. The affine transformation and inverse affine transformation 
Components follow a series of Boolean equations given in Table I, where i and Q represents the 8-bit input 
and output, respectively. Unlike Boolean logic, NCL has 27 Fundamental threshold gates to realize 
arbitrary logic. 

Table 1: Affine and Inverse Affine Transformations 

Q=aff_trans(i) Q=aff_trans-1(i) 

Q0=(i0⊕i4) ⊕(i5+i6) ⊕(i7⊕1) Q0=i2⊕i5⊕i7⊕1 

Q1=i1⊕i5⊕i6⊕i7⊕i0⊕1 Q1=i0⊕i3⊕i6 

Q2=i2⊕i6⊕i7⊕i0⊕i1 Q2=i1⊕i4⊕i7⊕1 

Q3=i3⊕i7⊕i0⊕i1⊕i2 Q3=i2⊕i5⊕i0 

Q4=i3⊕i7⊕i0⊕i1⊕i2 Q4=i1⊕i3⊕i6 

Q5=i1⊕i5⊕i2⊕i3⊕i4⊕1 Q5=i2⊕i4⊕i7 

Q6=i6⊕i2⊕i3⊕i4⊕i5⊕1 Q6=i0⊕i3⊕i5⊕1 
Q7=i7⊕i3⊕i4⊕i5⊕i6 Q7=i1⊕i4⊕i6 
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As shown in the Table 1, the affine transformation and inverse affine transformation components 
require many XOR gates. The multiplicative inversion in GF (28) follows the procedure shown in Figure 
1(b). Map, square, multiplication operations also require significant amount of XOR gates of which the 
sum is 95. To convert the conventional S-Box into NCL, replacing the Boolean XOR and AND operation 
into a dual-rail NCL gate is required. Besides a series of XOR gates with AND gates, two NCL 
multiplexers are needed for switching between encryption and decryption process.. In order to achieve the 
input-completeness and observability. To implement this conventional S-Box using NCL, the XOR, AND, 
and MUX operations in dual-rail NCL gates are required. NCL has a total of 27 threshold gates [16] to 
realize various logic functions. In order to achieve the input completeness and observability, it is important 
to choose appropriate threshold gates. In order to achieve clock-free operation, two delay insensitive 
registers on both sides of the combinational NCL circuit with local handshaking signals [19],[20]are 
needed. In this research, dual-rail signals substitutes for corresponding conventional Binary signals in the 
NCL S-Box. For example, in the design of a 2:1 multiplexer, according to the Karnaugh map, in Fig.3 

 
Fig. 2 K-Map for NCL Multiplexer 

The sum-of-product (SOP) functions can be simplified as follows: 

Z0 =A0S0 + S1B0         (1) 

Z1 =A1S0 + S1B1         (2) 

After modifying both functions for input completeness, new SOP functions are obtained as follows, 

Z0 =A0S0 (A0 + A1) (B0 + B1) + S1B0 (A0 + A1) (B0 + B1)    (3) 

Z1 =A1S0 (A0 + A1) (B0 + B1) + S1B1 (A0 + A1) (B0 +  B1)    (4) 

           

Fig. 3 Optimized NCL multiplexer and Input complete NCL XO R and NCL AND functions 

Therefore both of them can be mapped to a NCL circuit with a TH24comp gate, a THand0 gate, 
and a TH22 gate. The finalized NCL MUX logic diagram is shown in Fig.4.Likewise, in the Fig.5.,two 
TH24comp gates can be used to implement an XOR logic function, and THand0,TH22 gates are used to 
implement an AND logic function. 
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4. Results and Discussions 

The proposed NCL S-Box has been implemented in very high- speed integrated circuits (VHSIC) 
hardware description language (VHDL) and simulated with Model Sim 6.3f by Mentor Graphics. By 
referring to the waveform shown in Fig.6, the initial value of the input and that of the output are NULL and 
DATA0, respectively, as previous input registers are reset to NULL and output registers are reset to 
DATA0.The input is changed to the waiting input signal 01 01 01 01 01 01 01 01 in dual rail signaling, 
which means 00000000 in binary and 0x00 in hexadecimal. The output arrives later due to the propagation 
delay; the output becomes 01 10 10 01 01 01 10 10 in NCL, which means 01100011 in binary and 0x63 in 
hexadecimal. The input signals are cumulative from 0 to 255, with increment by 1 in each cycle. The 
results are matching with the standard S-Box announced by the National Institute of Standards and 
Technology. The data flow table shows the encryption and decryption simulation results for both the 
synchronous S-Box and the NCL.S-Box using ten arbitrary sample inputs, with five for encryption and five 
for decryption, respectively. 

TABLE 2 

SIMULATION RESULTS FOR FOUR SAMPLES FROM THE SYNCHRONOUS S-BOX AND THE PROPOSED NCLS-
BOX.NOTE THAT NCL S-BOX OUTPUTS ARE DUAL-RAIL ENCODED 

 
MODE 

 

 
INPUT 

 

OUTPUT 

S-BOX NCL S-BOX 

 
ENCRYPT 

9 00000001 0101010101010110 

26 10100010 1001100101011001 

 
DECRYPT 

20 10011011 1001011010011010 

32 01010100 0110011001100101 

On the NCL S-Box output column, the results are shown as 16 bits, which are the extended dual-
rail signals. For example, for input 26, the NCL S-Box output is 10, 01,10,01,01,01,10,01, and this dual-rail 
encoded data word is equivalent to 10100010 in binary, which is equal to the output of the conventional 
synchronous S Box. 

 

Fig. 4 Encryption and Decryption 
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As every bit of the output signal changes from NULL to DATA, ‘sel’ (selection line) falls to 0, 
which means that the output register has received the proper output DATA wave. Every single component 
(i.e., affine and inverse affine transformation and multiplicative inversion) has been separately verified. All 
the input/output data were extracted using the VHDL textio package, then, a scripting program was written 
to verify each of the output ensuring the function correctly. 

5. Conclusions 

In this, a software implementation and functional verification of the proposed low-power SCA resistant 
asynchronous S-Box design for the Advanced Encryption Standard (AES) cryptosystem has been revealed 
to be successfully. The asynchronous S Box design is based on self-time logic referred to as NCL, which 
supports beneficial properties for resisting clock free, dual-rail signal, and monotonic transitions. These 
beneficial properties make it difficult for an attacker to decipher secret keys embedded within the 
cryptographic circuit of the FPGA board. It can be revised and used for studying side channel attacks 
(SCA’s) on other devices. Thus, with the absence of a clock, the NCL system is proved to reduce the power 
consumption, noise, and electromagnetic interference. Furthermore, that NCL can also resist SCAs without 
worrying about the glitches and power supply variations.  

Lower total power consumption during regular operation as well as lesser area is required for the 
whole Implementation. The proposed NCL AES S-Box has been implemented in VHDL and simulated 
with Mentor Graphics EDA tool set. The proposed design has been compared with the existing 
conventional combinational logic AES S-Box design and both reduced power consumption and improved 
DPA-resistance has been verified. 
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