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ABSTRACT 

 Many applications of wireless sensor networks require precise knowledge of the locations of constituent 

nodes. In these applications, it is desirable for the nodes to be able to autonomously determine their locations 

before they start sensing and transmitting data. Most localization algorithms use anchor nodes with known 

locations to determine the positions of the remaining nodes. However, these existing techniques often fail in 

hostile environments where some of the nodes may be compromised by adversaries and used to transmit 

misleading information aimed at preventing accurate localization of the remaining sensors. In this project, a 

computationally efficient secure localization algorithm that withstands such attacks is described. The proposed 

algorithm combines iterative gradient descent with selective pruning of inconsistent measurements to achieve 

high localization accuracy. Results show that the proposed algorithm utilizes fewer computational resources and 

achieves accuracy better than or comparable to that of existing schemes. The proposed secure localization 

algorithm can also be used in mobile sensor networks, where all nodes are moving, to estimate the relative 

locations of the nodes without relying on anchor nodes. Simulations demonstrate that the proposed algorithm can 

find the relative location map of the entire mobile sensor network even when some nodes are compromised and 

transmit false information. 

Index Terms—Wireless sensor networks, security, key management, network scalability, secure connectivity 

coverage. 

 

INTRODUCTION 

Now a days, wireless sensor networks (WSNs) are increasingly used in critical applications within several fields 

including military, medical and industrial sectors. Given the sensitivity of these applications, sophisticated 

security services are required. Key management is a corner stone for many security services such as 
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confidentiality and authentication which are required to secure communications in WSNs. The establishment of 

secure links between nodes is then a challenging problem in WSNs. Because of resource limitations, symmetric 

key establishment is one of the most suitable paradigms for securing exchanges in WSNs. On the other hand, 

because of the lack of infrastructure in WSNs, we have usually no trusted third party which can attribute pair 

wise secret keys to neighboring nodes, that is why most existing solutions are based on key pre-distribution. 

EXSISTING SYSTEM 

In existing system is sensitivity of the possible WSN application and because of supply limits, key 

organization emerges as a demanding issue for WSNs. One of the most important concerns a key organization 

scheme is the set of connections scalability. Indeed, the procedure should hold up a large number of nodes to 

enable a large scale deployment of the network. A new scalable key organization scheme for WSNs it’s 

providing good secure connectivity coverage.   We give you an idea about that the basic mapping from unitals to 

key pre-distribution allows us to achieve high network scalability. Nonetheless, this naive mapping does not 

guarantee a high key sharing probability. Therefore, improved unital-based key pre-distribution scheme as long 

as high network scalability and good key distribution probability just about lower bounded.. We conduct 

estimated analysis and simulation and contrast our answer to persons of existing method for dissimilar criteria 

such as storage space in the clouds, network scalability, network connectivity, average protected path length and 

system resiliency. 

 

PROPOSED SYSTEM 

In propose system we develop an iterative technique for secure localization that is applicable to both static 

and sensor networks. In terms of the vector interpretation for iterative updates, the proposed algorithm has 

similarities to the robust localization algorithm inspired by self organizing maps proposed. The algorithm 

considered noise, but was not designed to withstand attacks by active adversaries, whereas we develop an 

algorithm for localization that can filter out malicious measurements obtained from nodes compromised by 

adversaries. The main idea behind the algorithm is to minimize a suitable cost function involving the position of 

the localizing node and the available measurements using an iterative gradient descent approach. The cost 

function is dynamically updated to remove inconsistent measurements arising from malicious nodes. 

 

MODULE’S DESCRIPTION 

1. Wireless Channel Design 

This module is developed to wireless network requirements wireless equipments Transmitter and receiver 

one node another node between calculate the distance. Wireless sensor transmission ranges cover all nodes. 

2. Wireless Topology Design 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 219- 222 

 

P. Sindhupriya, IJRIT  221 

 

This module is developed to wireless Topology based tree design all node place particular distance. Without 

using any cables then fully wireless equipment based transmission and received packet data. Node and wireless 

sensor between calculate distance and transmission range then physically all nodes interconnected. 

3. Node Creating 

This module is developed to node creation and more than 20 nodes placed particular distance. Wireless 

sensor placed intermediate area. Each node knows its location relative to the sink. Each node is programmed 

with the total number of nodes in the network. 

 

4. Node Configuration Setting 

Node configuration setting is used to particular node set the properties. Node based interface length, 

transmission range, defined using protocols and routing; agent based trace and set the channel. 

5. Secure Localization In Static Sensor Networks 

In this module, we consider the secure localization problem for sensor networks where direct measurements 

of the distance between the localizing node and the anchor nodes are available. These measurements may be 

obtained through different techniques such as hop count and ToA measurements. When ToA is used to obtain 

the distance measurements, each anchor node transmits a beacon signal that includes a timestamp and its own 

location. 

 

6. Grade Based Approach Applied To TDOA Measurements 

We assumed that a direct measurement of the distance between the localizing node and the anchor nodes is 

available. This distance measurement may be obtained using ToA of the beacon signals, and requires 

synchronization between the transmitter and the receiver. A small synchronization error can cause a large error in 

the spatial localization as time is multiplied by the speed of light or sound. Time difference of arrival (TDoA) is 

used as one way to mitigate these synchronization issues. 

7. Secure Localization For Mobile Sensor Networks 

In this module, we consider in this section a more challenging case where all the nodes are moving and the 

network may not have any anchor nodes. Our proposed algorithm operates in a fully distributed manner so that 

each node can localize itself, without the need for centralized processing. 

8. Graph Design Based Result  



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 219- 222 

 

P. Sindhupriya, IJRIT  222 

 

  Graph is an essential part of display a result, so we plot a graph to show a various result comparison with 

packets, traffic, throughput, Power consumption and etc. 

CONCLUSION 

We proposed, in this work, Designing computer output should proceed in an organized, well throughout 

manner; the right output must be developed while ensuring that each output element is designed so that 

candidates will find the system easy to use effectively. A secure and the computational efficient algorithm for 

localization in wireless sensor networks and the algorithm utilizes a gradient descent approach combined with a 

pruning stage that filters out inconsistent measurements to determine the location of nodes. We demonstrated the 

effectiveness of the algorithm when distance estimates between anchor nodes and non-anchor nodes are obtained 

using time of arrival and time difference of arrival measurements. Simulation results show that under coordinated 

attacks the proposed method has localization. The term output refers to any effect produced by a system whether 

displayed or executed. When we design an output we must identify the specific output that is needed to meet the 

system. The usefulness of the new system is evaluated on the basis of their output. The output from the computer 

systems is required primarily to communicate the results of processing to users. 
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