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Abstract 
This paper presents a robust model to face sleep attacks, vampire attacks which try to weaken a wireless sensor network 
by knowingly attacking nodes which are vulnerable. We introduce the behavior of the attacker with high malicious 
intent and the EWMA Algorithm which faces these attacks. We propose a modified model obtained from the basic 
principle involved in EWMA algorithm and conclude finally with a comment on future work in this regard. 
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1. Introduction 

A wireless sensor network (WSN) is a wireless network subsisting of spatially distributed autonomous 
devices using sensors to monitor physical or environmental predicaments. Wireless Sensor Network (WSN) 
subsists of mostly tiny, resource-constraint, simple sensor nodes, which communicate wirelessly and form 
ad hoc networks in order to perform some unique operation. Due to dispensed nature of these networks and 
their deployment in obscure areas, these networks are vulnerable to multifarious security threats that can 
adversely affect their qualified functioning. Monotony in WSN with resource constrained nodes makes 
them very much vulnerable to variety of attacks. The attacker can send out false data into the network, 
maybe facade as one of the sensors, with the objectives of corrupting the collected sensors’ reading or 
disrupting the internal control data (Message Injection). Securing the WSN demands to make the network 
support all security properties: authenticity, confidentiality, opportunity and   integrity. 
 
 
Attackers may deploy a few malicious nodes with similar or more hardware capabilities as the legitimate 
nodes that might collude to attack the system collusively. The attacker may attain upon these malicious 
nodes by purchasing them separately, or by "turning" a few legitimate nodes by capturing them and 
physically overwriting their memory. Also, in few cases colluding nodes might have high-quality 
communications links available for coordinating their attack. As a result, WSN has to face multiple threats 
that may easily hinder its functionality and nullify the benefits of using its services. 
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Routing and data forwarding is a crucial service for enabling communication in sensor networks. 
Unfortunately, existent routing protocols suffer from many security vulnerabilities. For instance, an 
attacker might dispatch denial of-service attacks on the routing protocol, precluding communication. The 
mildest attacks involve injecting malicious routing information into the network, terminating in routing 
inconsistencies. Transparent authentication might guard against injection attacks, but few routing protocols 
are susceptible to replay by the attacker of legitimate routing Messages. The wireless medium is inherently 
minus secure because its broadcast nature makes eavesdropping facile. Any transmission can slightly be 
altered, intercepted, or replayed by an adversary. The wireless medium concedes an attacker to easily 
intercept valid packets and easily inject malicious ones. Although this issue is not solitary to sensor 
networks, traditional solutions must be fitted to efficiently execute on sensor networks. 
 
 
Most devastating sleep deprivation torture comes in the form of sending useless control traffic and forces 
the nodes to forgo their sleep cycles so that they are completely exhausted and hence control working. This 
type of attack is upstream to detect because of its apparently innocent nature. In resource constrained 
wireless sensor network, traditional security mechanisms fail to provide the necessary protection for sensed 
data. The absence of infrastructure also makes it difficult to detect security threats. Therefore security 
mechanisms have to be designed with efficient resource utilization, especially power. In wireless sensor 
network, maximum security can only be achieved by designing an effective detection model whose purpose 
is to provide alert about doable attacks, ideally in time to stop the attack or to mitigate the damage. It 
attempts to differentiate abnormal activities from normal ones, and identify malicious activities. Generally 
anomaly based detection mechanism has the intelligence to detect variations from normal behaviors and 
respond to new intrusions, whereas pattern based detection mechanisms have the capability to identify all 
known intrusions accurately.  
 
 
The adversary sends a packet with a route composed as a series of loops, such that the identical node 
appears in the route various times. This strategy can be used to raise the route length beyond the number of 
nodes in the network, only limited number of entries are allowed in the source route is called the Carousel 
attack. Another attack in the same vein is the stretch attack, where a malicious node organizes artificially 
long source routes, causing packets to traverse a bulkier than optimal number of nodes. The honest path 
shown with thick lines and adversary or malicious path with thin lines. The honest path is very fewer 
distant but the malicious path is very long to make more energy consumption. 

2. Existing Algorithms to Counter Attacks 

This section focuses on the design details of protocol EWMA (Energy Weighted Monitoring Algorithm). 
Where energy of a node gets to threshold level it plays a vital role by performing energy intensive tasks 
there by bringing out the energy efficiency of the sensors and rendering the network endurable. This pattern 
located on the energy levels of the sensors. 

2.1 EMWA Algorithm 

Subheadings should be as the above heading “2.1 Subheadings”. They should start at the left-hand margin 
on a separate line. The top of this paragraph illustrates a sub-subheading. 
EWMA functions in   two phases namely: 
 
1. Network configuring phase: The goal of this phase is to establish an optimal routing path from source to 
destination in the network. The vital factors considered as balancing the load of the nodes and minimization 
of energy consumption for data communication. 
 
In this phase the node with threshold level energy (attacked node) sends ENG_WEG message to all its 
surrounding nodes. Subsequently receiving the ENG_WEG packets the surrounding nodes sends the 
ENG_REP message that encapsulates information regarding their geographical position and current energy 
level. 
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The node upon receiving this stored in its routing table to facilitate further computations. Now the node 
establishes the routing path, early traces the next node by computing the energy required to transmit the 
required data packet that is suitable energy node and less distant node selected as the next forwarding node 
in this way it establishes the route from source to destination with suitable energy and less distant. 
 
Thus energy spent by the allotted node suitable to the data packet sent from the node in this way this 
algorithm avoids data packet dropping and this allotted forwarding node transmits the packets safely to the 
destination. This algorithm gives prime importance to achieve balancing of load in the network. The 
suitable energy node will be assigned as a forwarding node as long as this node as this node has the 
capacity to handle. In this way a multi hop minimal less distant path is established to bind the network 
damage from vampire attack. 
EWMA avoids the collapsing of entire network by dropping the packets in the network. The load is evenly 
balanced depending upon the capacity of the nodes. In this technique multi hop load balanced network is 
achieved. 
 
2. Communication Phase: The main job of communication phase is to avoid the same data packets 
transmitting through the same node repeatedly to deplete the batteries fastly and leads to network death 
because of vampire attacks. The process of repeating the packets is eliminated by aggregating the data 
transmitting within the forwarding node and route the remaining packets safely to the destination. The data 
aggregation is acquired by first copying the content of the packet that is transmitting through the node. This 
transcribed content compares with the data packet that is transmitting through the node if the transmitted 
packet is same the node stops the data packet transmitting through them. In this technique it avoids the 
redundant packets transmitting through the same node again and protects the depletion of batteries lastly. 
Then send the required data packets through the established node safely to the destination. 
 

 

Fig. 1 EWMA flow chart 
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3. Proposed Model 

Our model modifies the way in which a optimal routing path is chosen to forward the packets from source 
and destination. In this approach the base station takes into account   2 aspects. The first one is the 
maximization of the network lifetime and second one is the minimization of energy required to transfer a 
packet. We compute the energy level values following the two aspects and the node with minimum energy 
value is chosen as the node to which the packet is to be transferred. 
 
Formula used to compute energy cost for a transmission from node m to node n: 
 
  Ec(m,n) = (emn)En 

-1  +  (enm) Em
-1                      (1) 

 
Where emn is  the transmission energy required for node m to transmit a bit to its neighboring node n, En, Em 

are residual energy of node  m ,n respectively. 
 
From the second aspect, we indicate the value as a power aware metric, Cmn, 

 

  Cm,n = [em,n + r0]
x
1[Em/ ]x

2          (2) 
 
em,n- energy spent in transmitting 
r0- energy spent in receiving 
 
So, we consider the minimum value of Emn, Cmn to forward it the packet. The subsequent node uses the 
same approach to route to the destination. 
 
In this way we achieve a dual purpose of saving overall network energy and efficient routing. 
 

 
 
In network configuration phase the source node sends packets to enquire regarding the status of each of the 
neighbor nodes, consequently the neighbor nodes reply back in a proper information format which is 
extremely useful for the source node. The source node stores the information present in this reply packets 
and proceeds with its mechanism of energy level calculations and further comparisons.  
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In communication phase, our proposed model tries to avoid energy depletion of the nodes by using the 
mechanism of data aggregation .The contents of a node are copied when packets are forwarded and then 
when a new packet arrives at that node comparison is performed. In this way redundant packets are stopped 
by each forwarding node which helps in energy conservation of the node. 

4. Advantages of the Proposed Model 

1. The optimal routing path is obtained to forward the packets from source and destination easily with 
minimum energy and maximum life time in proposed model.  
 
2. Accurate Efficient routing path with less usage network energy between the communication phase and 
network configuration phase can be produced. 
 
3. Easy to compute energy cost for a transmission from source node m to destination node n. 

5. Conclusion 

This paper discusses the basic concept used by the malicious entities to attack and deplete the energy level 
of a wireless sensor networks. The intensity with which the attackers try to misroute the message 
transmission is elaborated. The EWMA algorithm is modified in our proposed model so that inherent 
advantages are obtained. Experimental verification of the model is to be conducted in future work to 
counter any threats of validity arising from the proposed model. 
 
References 
 
[1]  H. Chan and A. Perrig, “Security and Privacy in Sensor Networks”, computer, vol. 36, no. 10, pp. 103-
105, Oct.2003. 
 
[2]  H. Chang and L. Tassiulas, “Maximum Lifetime Routing in Wireless Sensor Networks,” IEEE/ACM 
Trans. Networking, vol. 12,no. 4, pp. 609-619, Aug. 2004. 
 
[3] J. Deng, R. Han, and S. Mishra, “Defending against Path-Based DoS Attacks in Wireless Sensor 
Networks”, Proc. ACM Workshop Security of Ad Hoc and Sensor Networks, 2005. 
 
[4] L.M. Feeney, “An Energy Consumption Model for Performance Analysis of Routing Protocols for 
Mobile Ad Hoc Networks”, Mobile Networks and Applications, vol. 6, no. 3, pp. 239-249, 2001. 
 
[5] Bhattasali. T, Chaki.R.: “A Survey of Recent Intrusion Detection Systems in Wireless Sensor 
Network”, Advances in Network Security and Applications: Conference Proceedings of Fourth 
International Conference on Network Security and Applications (CNSA 2011), Chennai, July 15-17, 2011, 
pp. 268-280. 

[6] Eludiora, S.I., Abiona, O.O., Oluwatope, A.O., Bello, S.A., Sanni, M.L., Ayanda, D.O., Onime, C.E., 
Adagunodo, E.R., Kehinde, L.O.: “A distributed intrusion detection scheme for wireless sensor networks”, 
IEEE International Conference on Electro/Information Technology (EIT 2011),Mankato, MN , pp 1-5, 
ISBN: 978-1-61284-465-7 DOI: 10.1109/ EIT.2011. 5978609.  

[7] Mostarda L., Navarra A.: “Distributed Intrusion Detection Systems for Enhancing Security in Mobile 
Wireless Sensor Networks”, International Journal of Distributed Sensor Networks, Special Issue: Advances 
on Heterogeneous Wireless Sensor Networks, 2008, Vol. 4, No. 2, pp. 83-109.  
 
[8] Brownfield M. , Gupta Y., Davis N. ,“Wireless Sensor Network Denial of Sleep Attack”, Proceedings 
of the 2005 IEEE, Workshop on Information Assurance, United States Military Academy, West Point, NY, 
June 2005, DOI:10.1.1.133.8865.  


