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Abstract 
 
Cisco Systems gained competitive advantage in the networking industry through the use of information systems and key 
business strategies. Cisco Systems routing and switching equipment occupy a large market share, so their security is critical 
for network. Network equipment industry profile and examines the different competitive strategies within this industry. 
Cisco is the primary company for routers and has a large market share in such services as switches, cables and network 
software. Other products they offer are remote access servers, Internet Protocol telephony equipment for transmitting data 
and voice over the same network, optical networking components, and network service and security systems. 
This paper analyzes the security mechanisms of  Cisco IOS Intrusion Prevention System (IPS) and Cisco IOS, such as the 
integrity, memory protection mechanism, authentication, access control and how to strengthen the anti-attack capability of 
Cisco IOS. Identification of security threats to enterprise networks, Methods to mitigate security threats, use the Cisco auto-
secure or SDM one-step lockdown features. And then, research the vulnerability of these security mechanisms when 
resisting attack. 
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1. Introduction 
 
Networks are easy targets for any type of attack like viruses, worms, any kind of malicious program, etc. 
Network Intrusion Prevention provides self-defending solutions that offer network wide protection and 
mitigation techniques. It has the intelligence to accurately detect, analyze, classify, and mitigate malicious 
traffic in real-time, offering comprehensive protection for a wide range of network intrusions and attacks. 
Therefore, Intrusion Prevention System (IPS) need to design a network which is highly equipped with 
sophisticated intelligence to diagnose and mitigate threats in real-time. 
Networks today have grown both in size and complexity while the environment has remained highly exposed 
and vulnerable. Because of the evolving network landscape, networks require a security solution that works 
throughout the network in collaboration with all the network devices, servers, and endpoints within the network. 
Security incidents and evolving threats are on the rise and are increasing exponentially. Complexity and 
sophistication of malicious codes and network exploits continues to rise. The potential impact resulting from 
these attacks is significant. It is an integral part of the Cisco Self-Defending Network strategy that provides 
network intelligence to identify and prevent malicious traffic including network viruses, worms, spyware, 
adware, and application abuse. Solution offers comprehensive threat prevention and protection for a wide range 
of network intrusions and attacks. 
 
Routers and switches are important network infrastructure. So the security of these equipments is an important 
guarantee for network security. Cisco Systems routers and switches gear are currently the most widely used 
network equipment. Cisco IOS (Internetwork Operating System) is the software used on the vast majority of 
Cisco network equipment. At present, almost all Cisco routers and switches are running Cisco IOS. With in-
depth study of Cisco IOS, new attack technologies against Cisco IOS are constantly emerging, and pose a great 
threat to network equipments and networks.  
 
The research above is from the attacking aspect, mainly analyzes the vulnerability of the Cisco devices. This 
paper will introduce the Cisco IOS security mechanisms comprehensively, and how we can mitigate some of the 
more common security threats using cisco IOS firewalls, Intrusion detection through deep packet inspection tool 
that lets your monitor intercept and respond to abuse the real time and intusion detection signatures as well as 
analyze its vulnerability when resisting attack. 
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2. Cisco IOS IPS 

 
The Cisco IOS Intrusion Prevention System (IPS) feature set provides an integrated inline deep-packet 
inspection solution within the router software architecture. IOS IPS enables the network to be able to defend 
itself with the intelligence to monitor, detect, identify, classify, and mitigate malicious traffic in real-time and 
stop malicious traffic close to its entry point. 
Cisco IOS IPS when deployed in inline mode, enables you to stop the attack at the point of origin. The IOS IPS 
solution can be deployed at various network points within the network and can be ideally situated at the network 
edge to protect the network from malicious traffic entering into the network. The IOS IPS provides a single 
point of protection at the network perimeter. IOS IPS offers unparalleled intrusion security, reliability, 
scalability, and multilevel performance. 
 
Key features in IOS IPS : 
 

� Protects against network viruses, worms, and a large variety of network threats and exploits. 
� Eliminates the need for a standalone IPS device. 
� Provides integrated inline deep-packet inspection. 
� Supports about 2,000 attack signatures similar to those available on a regular Cisco IPS sensor 

appliance. 
� Uses Cisco IOS routing capabilities to deliver integrated functionality. 
� Enables distributed network wide threat mitigation. 
� Sends a syslog message or an alarm in Secure Device Event Exchange (SDEE) format upon detecting 

an attack signature. 
� Complements Cisco IOS Firewall and VPN solutions for superior threat protection at all entry points 

into the network.  
 
 
2.1 Deploying IPS: 
 
Cisco offers a wide range of IDS/IPS solutions that can be deployed in various network segments throughout the 
network architecture as required. These comprehensive deployment methods offer solutions from small- and 
medium-sized to large-scale network environments.  
 

  
                
                                Figure 2.1 : Cisco IDS/IPS Network wide Deployment 
 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 570- 580 

AMIT, IJRIT  572 

 
2.1.1 Cisco IPS Sensor OS Software: 
 
Cisco IPS Sensor software version 6.0 is a comprehensive, end-to-end protection solution for network-based 
sensors that delivers the latest IPS capabilities, enhanced performance, security improvements, and a range of 
new enhanced features. This software supports both the IDS and IPS capabilities for hybrid operation, acting 
simultaneously as an IDS sensor and an IPS sensor. 
The IPS sensor software is an end to end protection solution for network based sensors delivering IPS 
capabilities, increased performance and security. IPS Sensor Software offers intrusion detection and prevention 
capabilities to shield the network from multiple threats and safeguard it from both known and unknown attacks 
before they can affect the network. It can act simultaneously as an IPS sensor and IDS sensor.  
 
The Cisco IPS Sensor OS Software runs on the Linux operating system. The underlying Linux OS has been 
secured and hardened by removing unnecessary packages from the OS, disabling unused services, restricting 
network access, and removing access to the shell. This has different components such as– MainApp, CLI 
(Command Line Interface), SensorApp, Event Store.  
 

 
 
                                     Figure 2.2 Cisco IPS Sensor Software System Design 
 
Components of Cisco IPS Sensor Software 
 

� MainApp  
� Event Store 
� SensorApp (Analysis Engine)  
� Command Line Interface (CLI)  

 
MainApp: it is the core engine of the sensor operating system. It is responsible for all major functions, 
including managing the system processes, configuring the system, starting and stopping other applications, and 
performing routine maintenance. 

Event Store: It is the storage place for all sensor events such as – system messages, errors, alerts.  

SensorApp (also known as Analysis Engine): It provides the packet capturing and analyzing capability when 
monitoring the traffic. 

CLI: The command-line interface is the interface through which a user can manage and configure the sensor. 
CLI can be accessed by using various methods, including direct sensor console, Telnet, or SSH connections. 

2.2 Sensor Software-Communication Protocols:  

The sensor OS applications communicate with each other through a common API called IDAPI. External 
remote applications (such as other sensors, management applications, and third-party software) communicate 
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with the sensor through RDEP2 and SDEE protocols. This section describes the various communication 
protocols used by the Cisco IPS sensor software.  

IDAPI: The IPS applications use a interprocess communication API called IDAPI to communicate with each 
other. IDAPI is used to handle internal communications within the software architecture. Each application 
registers to the IDAPI to send and receive events and control transactions. IDAPI is the binding interface 
through which all the applications communicate. 

RDEP2: RDEP2 is another communication protocol used in the IPS sensor software, primarily for external 
communications. RDEP2 is an application-level communications protocol used to exchange IPS events, IP logs, 
configurations, and control messages between IPS clients and IPS servers. RDEP2 communications consist of 
request and response messages between RDEP2 clients and RDEP2 servers.  

IDIOM: IDIOM is a data format standard that defines the event messages reported by the IPS, as well as the 
operational messages which are used to configure and control intrusion-detection systems.  

IDCONF: Cisco IPS sensor software manages its configuration by using XML documents. IDCONF specifies 
the XML schema including IPS control transactions. 

SDEE: It is the extension of RDEP2 protocol. 

CIDEE: Extension to SDEE protocol.  

 

2.3 Sensor Software-IPS Interface Modes: 

Promiscuous mode: Packets in promiscuous mode do not flow through the sensor. The sensor depends on a 
mirrored copy of the packet sent to the sensor. The sensor analyzes the copy of the packet rather than the actual 
packet on the wire. The packets are copied using network taps, the traffic mirroring SPAN feature, or selective 
mirroring using the VACL feature on the switch. 

 

                                      Figure2.3: Cisco IDS Sensor in Promiscuous Mode 

This is the command and control interface, which has an IP address. This is the promiscuous interface having no 
IP address. The data is being exchanged between client and server. This data is captured using SPAN, TAP, 
VACL capture, etc. There is no effect on transmission of data between client and server. 

Monitoring traffic in promiscuous mode can be seen as an advantage because the sensor does not affect the 
packet flow with the forwarded traffic. However, the disadvantage is that the sensor cannot stop malicious 
traffic from reaching its intended target for certain types of attacks, such as atomic attacks (single-packet 
attacks). 
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Inline interface mode: This type of mode is the most effective method for detecting and preventing network 
intrusion. Inline interface mode puts the sensor directly in the middle of the traffic flow. The inline mode will 
affect packet-forwarding rates by making them slower and adding latency. 

 

Figure2.4: Cisco IPS Sensor in Inline Interface Mode 

Inline mode gives the IPS sensor the capability to drop malicious traffic and stop attacks before they reach the 
intended target, thus providing a preventive protection service. 

Inline mode analyzes traffic not only on Layer 3 and 4, but it also inspects upper layers within the payload of the 
packet for more sophisticated embedded attacks (Layers 3 to 7). 

In inline interface pair mode, a packet comes in through the first interface of the pair on the sensor and goes out 
the second interface of the pair. The packet is sent to the second interface of the pair unless that packet is being 
denied or modified by a signature. 

A Layer 2 segmentation is required for inline mode to work; that is, the client and the first interface are on a 
separate VLAN, whereas the server and the second interface are on a separate VLAN. The Layer 3 network 
remains unchanged.  

Inline VLAN pair mode: Inline VLAN pair mode is also known as Inline-on-a-Stick. This mode is similar to 
the inline interface mode, with an extended enhanced capability to associate VLANs in pairs on a physical 
interface. Therefore, it is known as inline VLAN pair mode. 

 

                                              Figure2.5: Cisco IPS Sensor in Inline VLAN Pair Mode 
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The sensing interface in the inline VLAN pair mode acts as an 802.1q trunk port, and the sensor performs 
VLAN bridging between pairs of VLANs on the trunk port. 

Packets received on one of the paired VLANs are analyzed and then forwarded to the other VLAN in the pair. 
The sensor bridges VLANs together on the same physical interface by creating, in effect, subinterfaces that 
allow the sensor to bring packets incoming on VLAN X and outgoing on VLAN Y. 

The sensor inspects the traffic it receives on each VLAN in each pair and can either forward the packets on the 
other VLAN in the pair or drop the packet if an intrusion attempt is detected. The IPS sensor can be configured 
to simultaneously bridge up to 255 VLAN pairs on each sensing interface. 

The advantage of inline VLAN pairing mode is that multiple VLAN pairs per physical interface reduce the need 
to have many physical interfaces per chassis. 

VLAN group mode: In VLAN Group mode, each physical interface or inline interface can be divided into 
VLAN group subinterfaces, each of which consists of a group of VLANs on that particular interface. VLAN 
Group mode provides the capability of applying multiple policies to the same sensor.  

VLAN Group mode, each physical interface or inline interface can be divided into VLAN group subinterfaces, 
each of which consists of a group of VLANs on that particular interface. With the introduction of multiple 
virtual sensors, the sensor can monitor one or more of these interfaces. It provides the capability of applying 
multiple policies to the same sensor. This allows the sensor to emulate multiple interfaces; with only a few 
interfaces, the sensor can seem to have many interfaces. 

 
3. Integrity check mechanism 

 
In order to protect the integrity and security of its products, Cisco added integrity check mechanism in the IOS 
image file. This approach makes the attacker can not tamper with the IOS image file or embed malicious code in 
the file easily, thus ensuring network security. Image integrity check is the first security barrier to protect the 
Cisco IOS. 
 
3.1. Image file structure: 
 
Cisco IOS is a monolithic system, A software system is called "monolithic" if it has a monolithic architecture, in 
which functionally distinguishable aspects (for example data input and output, data processing, error handling, 
and the user interface), are not architecturally separate components but are all interwoven. IOS image file 
contains a lot of information which is used for system debugging. This information makes the IOS image 
become very large. In order to save storage space, Cisco has used a specific compression method to compress 
the IOS image. At start-up phase, the equipment first extracts IOS image through the self-extracting code, and 
then loads the decompressed IOS image. 
 
3.2. Integrity check mechanism: 
 
IOS file is the ELF file structure. The compressed IOS image is in a separate section of the IOS file. Header 
contains the information that is used for integrity check. The compressed IOS image is after the Header. 
Header's structure can be shown as figure 3.1. 
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                                  Fig. 3.1. Structure of an IOS image file and it's Header 
 
The contents of Header are a Magic Number “0xFEEDFACE”, uncompressed image length, compressed image 
length, compressed image checksum, and uncompressed image checksum. Checksum values of image are 
calculated through the contents of the compressed and uncompressed IOS image. Cisco calculates the Length 
values and checksum values of compressed image and uncompressed image, and saved them in the Header. By 
this header structure, IOS can protect an image's Integrity and security. Contents of a Header taken from a 2600 
router image as shown in figure 3.2. 
 

 
 
                                 Fig.3.2. Header of an 2600 router image 
 
Once the IOS image file is tampered, no matter how many modifications, it will result in the change of the 
checksum values and the compressed image length value, which can not pass the integrity check. Therefore, the 
integrity check mechanism can effectively protect the integrity of Cisco IOS image, and improve the system 
security. The integrity check mechanism plays an important role in protecting the Cisco IOS. But the integrity 
check algorithm is not secure, and the information of the header structure is also easy to get. In [7], Muniz has 
broken the integrity check mechanism by the weakness of the integrity check algorithm. Finally he has tampered 
with the IOS image and embedded rootkit code successfully. 
 
 
4. Memory protection mechanisms 

 
4.1. Memory Management: 
 
For the operating system, memory management is an important component. Cisco IOS maps the entire physical 
memory into a large flat virtual address space. IOS divides the address space into different areas called regions, 
which mostly correspond to the various types of physical memory, and regions also can be nested in a parent-
child relationship. IOS command „show region‟ can be used to display regions defined on a particular system as 
demonstrated in figure 4.1 (taken from a Cisco 2600 router). 
 

 
                          Fig. 4.1. Output of the command “show region” from an 2600 router 
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Every process of IOS has its own stack, which is an allocated heap block. The heap of IOS is shared by all 
processes. In Cisco IOS, memory blocks of all processes are linked together one after another by a doubly 
linked list. This is visible when inspecting the memory allocation on a router. You can obtain information of 
IOS blocks by using the „show memory‟ command as demonstrated by figure 4.2 
 

 
 
                                       Fig.4.2. Part of memory block taken from an 2600 router 
 
4.2. Memory protection mechanisms: 
 
4.2.1. Address space protection: 
 
In the space of IOS virtual address, the address space is not continuous, and there are intervals. As shown in 
figure 3 and figure 4, you can see that the Iomem's address is from 0x01B00000 to 0x01FFFFFF, and the Flash's 
address start from 0x60000000. There is an address interval from 0x02000000 to 0x5FFFFFFF. Intervals in IOS 
virtual address space are not system errors. These address intervals are critical for system security. There are 
two main effects of these intervals. First, the address interval facilitates the expansion of regions. When a region 
needs to expand the address space, it can be extended directly on the base of the original address, and other 
regions' address space will not be impacted. Second, intervals of these virtual addresses will prevent damage to 
memory caused by thread errors. If a running thread over its address space in the region and reached an address 
interval between the regions, an address error occurs and it will be forced to stop. 
 
4.2.2. 
Cisco IOS doesn't employ a full virtual memory scheme. To reduce overhead, Cisco IOS do not take any 
effective mechanism to isolate processes' address space. Thus, though each process has its own memory space, 
but other processes can also access other's memory space. It means that all processes share the same memory 
space, and can arbitrarily change the data in memory [10]. This makes the software vulnerabilities debugging 
and memory leak vulnerability detection becomes very difficult. For security reasons, a process named Check 
heaps is used to overcome the weakness of IOS memory 
management. Check heaps walks the heap lists on a regular basis and verifies the integrity of them. If an error is 
found, Check heaps will force the device to reboot in order to protect the security of the system. Check heaps 
performs roughly the following : 
 
Verify that the MAGIC value is “0XAB1234CD” 
If the block is in use, verify that the REDZONE value is “0xFD0110DF” 
Verify that the Prev is not NULL 
Verify that the Prev pointer's Next pointer points to this block 
If the Next is not NULL, verify it points exactly behind the REDZONE field of this block 
If the Next is not NULL, verify that the block it points to has a Prev ptr point          back to this block 
If the Next is NULL, verify that it does end on a memory boundary. 
 
IOS sets a Boolean variable crashing already. The initial value of crashing already is “0”. Once Check heaps 
found exceptions of memory block, it will first check the value of crashing already, if the value of rashing 
already is a non-positive value, Check heaps will change the value of crashing already to a positive value, and 
reboot the system. However, if the value of crashing already is a positive value, Check heaps will simply return 
to the caller without performing any operation . The crashing already can prevent unpredictable errors that 
generated by two current processes from crashing simultaneously. Check heaps can also provide useful 
information to administrators; this information can help tracking reasons of IOS memory leaks and buffer 
overflow. 
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By examining the memory block, Check heaps has the ability to detect heap overflow. However, there is still 
weakness in Check heaps, so that an attacker can use specially crafted data to bypass it. FX successfully 
deceived Check heaps process with fake memory block header, and achieved the purpose of embedding 
arbitrary code and executing it . Though crashing already can be used to protect IOS, its weaknesses also pose a 
threat to the security of the system. Gyan Chawdhary introduced the method of preventing system to reboot by 
change the value of crashing already to a positive value .When the Check heaps detects a memory corruption, it 
tries to reboot the device. But as crashing already has been changed to a positive value, Check heaps would 
simply return to the caller. 
 
5. Authentication mechanism 

 
Authentication mechanism is the most basic security mechanism of all operating system. In complex networks 
with a large number of network devices, a centralized authentication server should be deployed for 
authentication. But in fact, most of Cisco Systems' device running IOS stores a configuration file in its 
nonvolatile memory (NVRAM), and the configuration file contains all user names and passwords. Cisco IOS 
uses two types of passwords: user password and privilege password (enable password). User password is used 
for user to login authentication, and Privilege password is used to enter privilege mode. In the configuration file, 
the password can be stored in 3 types: plain text password, type 7 password and type 5 password. Type 7 
password and type 5 password are cipher text passwords. Type 7 password's encryption algorithm is designed 
by Cisco Systems, and this encryption algorithm is reversible. Type 5 password is encrypted by salt and MD5 
algorithm which is a one-way hash algorithm and almost impossible to illegal crack. Type 5 password provides 
a strong protection for sensitive information. Type 7 password can be used for user password and privilege 
password, and type 5 password can only be used for privilege password. Administrators are allow to choose the 
form of a password that is stored in configuration file, either in plain text form, or in cipher text form. 
An encrypted password makes the password can not be obtained easily, which prevents malicious operation 
from attackers. However, the configuration file, we often find that privilege password are stored both in the 
form of type 5 and type 7, or both in the form of type 5 and plain text, as shown in figure 5.1. Priority of type 5 
is higher than type 7 and plain text, which lead to the invalidation of the latter 
. 
 

 
 
                                          Fig. 5.1. Fragment of an configuration file 
 
 
Administrators of Cisco Systems' devices may change the type of password for some reason. For example, IOS 
can re-encrypt the original plain text password or type 7 password with MD5. Although the encryption method 
changed, in the configuration file, plain text or type 7 password will not be automatically removed. The 
existence of this defect, allow an attack to easily gain access to the system by cracking a type 7 password or read 
a plain text password from the configuration file. Therefore, for security reasons, administrators should try not 
to use plain text password, and privilege password show be stored in the form of type 5. Privilege password in 
the form of type 7 and plain text should be removed from the configuration file, to prevent attackers' stealing 
and cracking it. 
 
6. Access control mechanism 

 
In most multi-user operating systems (such as Linux, UNIX, etc.), the administrator has 
privileges, the user does not have privileges. A process or have privileges (super-user 
process), or does not have any privilege (non-root user process). Such access control 
mechanism brings convenience to management and maintenance of the system, but it is not 
conducive to system security. 
For Cisco equipments security, Cisco IOS adopts principle of least privilege (POLP) to 
manage user's privileges. POLP requires that in a particular abstraction layer a computing 
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environment, every module (such as a process, a user or a program on the basis of the layer 
we are considering) must be able to access only such information and resources that are 
necessary for its legitimate purpose. Such as super-user privileges are divided into a set of 
fine-grained privileges and are granted to different system user / administrator. This strategy 
give the system user / administrator only the required permissions to complete its work, 
Thereby reducing the loss due to malicious action, privileged user's password is lost or 
caused by misuse. 
Cisco IOS provides the user with level 0 to level 15 total of 16 different privilege levels, to 
restrict user's access to the system. In Cisco IOS, the higher the level of the user's privileges, 
the more operation can be carried out. In all 16 levels, level 1 and level 15 are the most 
commonly used. In the default configuration, log on Cisco routers, the user will enter the 
privilege level 1. At this level, the user can view the router information, such as interface 
status, but can not make any changes or view the running configuration file. Enter the 
“enable” command and verify the password, if the password is verified successfully, the user 
would enter the privilege level 15. In Cisco IOS, level 15 is equivalent to UNIX's root 
authority or the administrator rights of Windows, so you can fully control the system. For the 
principle of POLP, in the case of several operators, Cisco IOS will give different privilege to 
different operator base on their management authority. In Cisco IOS, there are two ways to 
define user's privilege level: One is to set a specific password for each privilege level, when 
log in, users first enter the level 1, and then they can use appropriate password to enter other 
corresponding privilege levels. For example, command „enable secret level 5 cisco5‟ will set 
“cisco5” as level 5's password. Another is defining user's privilege when the user is defined, 
with its user name and password, the user can enter its privilege level directly. For example, 
with command "username anna privilege 5 password cisco5”, user anna's privilege will be set 
at level 5 and its password is “cisco5”. Cisco IOS can also set its command can only be used 
in a special level, other levels that are lower than this level can not use this command. 
Cisco IOS control user's access to the system through different privileges. The POLP strategy 
provides effective access control restriction for Cisco IOS, it limits user's misuse and 
malicious operation, and prevent the possible threat posed to the system, and protect the 
security of the Cisco Systems' device. 
 
7. Exception handling mechanism 

 
Windows, Linux and other operating systems have perfect exception handling mechanism, when the system 
exception occurs, these systems allow the exception handler for exception processing, and allow part functions 
of the system to be rebooted. Cisco IOS has no complicated exception handling mechanism, and part of system 
functions reboot is forbidden. The only exception handling mechanism of Cisco IOS is to reboot the system 
completely, because an exception of system is probably a mis-operation of a process, and this mis-operation 
may have written some data in the writable memory section. Therefore the only safe handling of the exception is 
rebooting the system completely. 
This exception handling mechanism does nothing except to force the system to reboot directly. This not only 
simplifies the Cisco IOS exception handling, but also a system security protection mechanism. In the Windows 
operating system, use CPU exception handling to trigger malicious code execution is already a very mature 
technology, but in Cisco IOS, this approach is not feasible, because any CPU exception will result in a system 
reboot, resulting in failure of the attack. 

 
8. Conclusion 
 
Networks today are becoming increasingly vulnerable to hostile attacks and infections such as viruses and 
worms that spread rapidly, crippling the entire network. With this growing threat, networks need to be designed 
and equipped with the sophisticated intelligence to diagnose and mitigate these threats in real-time. This 
research examined the core concepts for the Cisco IPS Sensor OS Software, such as the sensor system 
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architecture, sensor communication protocols, signature and signature engines, IPS events and event actions, 
IPS Virtualization, and load-balancing techniques.  
Cisco IOS security mechanisms plays a significant role in protecting the security of Cisco IOS. However, these 
security mechanisms, there are still weaknesses that allow attackers to take advantage of, resulting in threats to 
the security of the system, thus threatening the security of the network. Doing research on Cisco IOS security 
mechanism will enable us to have an in-depth understanding of Cisco IOS security, and know more about 
security vulnerabilities of Cisco IOS. Mastered these, we will be able to predict where the attacker might have to 
attack, and what methods can be used to attack, so that we can effectively prevent malicious attacks, and protect 
the security of networks.  
For now,  researches on Cisco IOS mechanisms are all one-sided and crude, There is not an improved research 
system. In future, more comprehensive and in-depth research on Cisco IOS mechanisms will be introduced. We 
will analyze possible methods that may be used to attack Cisco IOS by malicious attackers, and put forward a 
sound response strategy to protect network security 
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