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Abstract 

Wireless sensor networks (WSNs) are large-scale wireless networks that consists of distributed, autonomous, low-power, low-
cost, small-size tiny devices using sensors to cooperatively collect information through infrastructure less ad-hoc wireless 
network. These small devices used in wireless sensor nodes are called sensor nodes. They are envisioned to play an important 
role in a wide variety of areas ranging from critical military surveillance applications to forest fire monitoring and building 
security monitoring in the near future. In these networks, a large number of sensor nodes are deployed to monitor a vast field, 
where the operational conditions are most often harsh or even hostile. Since these networks are usually deployed in remote places 
and left unattended, it should be equipped with security mechanisms to defend against attacks such as node capture, physical 
tampering, eavesdropping, denial of service etc. As, traditional security mechanisms with high overhead are not feasible for 
resource constrained sensor nodes. 
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1. INTRODUCTION 

1.1 Design factors of Wireless Sensor Networks: 

A sensor network design is influenced by many factors, which includes fault tolerance, scalability, 

production costs, operating environment, sensor network topology, hardware constraints, transmission 

media etc. 

• Fault Tolerance: Individual nodes are prone to unexpected failure with a much higher probability 

than other types of networks. The network should sustain information dissemination in spite of 

failures. 

• Scalability: Number in the order of hundreds or thousands. Protocols should be able to scale to 

such high degree and take advantage of the high density of such networks. 
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• Production Costs: The cost of a single node must be low, much less than $1. 

• Hardware Constraints: A sensor node is comprised of many subunits. All these units combined 

together must consume extremely low power and be contained within an extremely small volume. 

• Sensor Network Topology: Must be maintained even with very high node densities. 

• Environment: Nodes are operating in inaccessible locations either because of hostile environment 

or because they are embedded in a structure. 

• Transmission Media: RF, Infrared and Optical [1]. 

 

2. Topology used in Wireless Sensor Networks: 

• Star Network (Single Point-to-Multipoint):  In star network a single base station can send 

and/or receive a message to a number of remote nodes. The remote nodes can only send or 

receive a message from the single base station; they are not permitted to send messages to each 

other. 

 

     Figure 1.4: Star Topology 

• Mesh Network: In this type of network all the nodes connected each other; any node can send 

data to any node directly. In this network if any node disconnected from the range of the sensor 

network, other nodes not getting problem of data transportation. This type of network allows 

multi-hop communications that means if any nodes try to send data to another node and at that 

time this node not available in radio communication range, it will take another intermediate node 

for send data to this particular node [2]. 

 

Figure 1.5: Mesh topology 

• Hybrid Star – Mesh Network  A Hybrid - star mesh network provides robust and multipurpose 

communication network. This type of network has ability to consume minimum sensor nodes 

power. In this type of network when any sensor node having less battery power then it will not 

able to send messages to the other nodes. This allows to every sensor nodes consume minimum 

power [3]. 
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3. Security Requirements in Wireless Sensor Networks:    

A Wireless Sensor Network is a special type of network. It shares some commonalities with a typical 

computer network, but also exhibits many characteristics which are unique to it. The security services in a 

Wireless Sensor Network should protect the information communicated over the network and the 

resources from attacks and misbehavior of nodes. The most important security requirements in Wireless 

Sensor Network are listed below:-  

 

3.1 Data confidentiality: In wireless sensor network data confidentiality is very important when data is 

send over the network. Cryptography mechanisms are used to send data in the network. In the network 

lots of attackers continuously watch the network, if data is not confidential means not encrypted then 

hacker can easily hack the data. In the wireless sensor network data confidentiality is very important to 

protect data against attackers. 

3.2 Data integrity:  The mechanism should ensure that no message can be altered by an entity as it 

traverses from the sender to the recipient. Sensor network monitors environment changes, in wireless 

sensor network data integrity is very important, because multiple object moving on the field. Attackers 

only see physical environment, they retrieve data about where the sensors located. If attacker can retrieve 

and alter the data then Wireless sensor network not able to knowing what actually attacks generated. Data 

integrity is very important to protect the data [4]. 

 

3.3 Availability:  Availability is not concern about data being sent in the network, it’s related to check 

network availability for data packet sending, or network functionality not working properly. These 

problems created because of many problems that is wrong routing information is given or data packets 

flooding in the network. Another type of attack is the homing attack, in this home attack attacker finds 

network traffic and detects critical sensor node and disables this node physically.   

 

3.4 Data freshness: It implies that the data is recent and ensures that no adversary can replay old 

messages. This requirement is especially important when the WSN nodes use shared keys for message 

communication, where a potential adversary can launch a replay attack using the old key as the new key 

is being refreshed and propagated to all the nodes in the WSN[5]. 

 

3.5 Self-organization: Each node in a WSN should be self organizing and self-healing. This feature of a 

WSN also poses a great challenge to security. The dynamic nature of a WSN makes it sometimes 

impossible to deploy any preinstalled shared key mechanism among the nodes and the base station . A 

number of key pre-distribution schemes have been proposed in the context of symmetric encryption  
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3.6 Secure localization: In many situations, it becomes necessary to accurately and automatically locate 

each sensor node in a WSN. For example, a WSN designed to locate faults would require accurate 

locations of sensor nodes identifying the faults. A potential adversary can easily manipulate and provide 

false location information by reporting false signal strength, replaying messages etc. if the location 

information is not secured properly [6]. 

 

3.7 Authentication:  It ensures that the communicating node is the one that it claims to be. An adversary 

can not only modify data packets but also can change a packet stream by injecting fabricated packets. It 

is, therefore, essential for a receiver to have a mechanism to verify that the received packets have indeed 

come from the actual sender node. 

4. Security Vulnerabilities in Wireless Sensor Networks 

Wireless Sensor Networks are vulnerable to various types of attacks. These attacks are mainly of three 

types: 

 

4.1 Attacks on secrecy and authentication: standard cryptographic techniques can protect the secrecy 

and authenticity of communication channels from outsider attacks such as eavesdropping, packet replay 

attacks, and modification or spoofing of packets. 

 

4.2 Attacks on network availability: attacks on availability of WSN are often referred to as denial-of-

service (DoS) attacks. 

 

4.3 Stealthy attack against service integrity: in a stealthy attack, the goal of the attacker is to make the 

network accept a false data value. For example, an attacker compromises a sensor node and injects a false 

data value through that sensor node. In these attacks, keeping the sensor network available for its intended 

use is essential. DoS attacks against Wireless Sensor Networks may permit real-world damage to the 

health and safety of people. The DoS attack usually refers to an adversary's attempt to disrupt, subvert, or 

destroy a network. However, a DoS attack can be any event that diminishes or eliminates a network's 

capacity to perform its expected functions. 

 

4.4 Denial of Service (DoS) attacks: Wood and Stankovic have defined a DoS attack as an event that 

diminishes or attempts to reduce a network's capacity to perform its expected function. Some of the 

important types of DoS attacks in Wireless Sensor Networks are discussed below. 
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4.5 Physical layer attacks: The physical layer is responsible for frequency selection, carrier frequency 

generation, signal detection, modulation, and data encryption. As with any radio-based medium, the 

possibility of jamming is there. In addition, nodes in Wireless Sensor Networks may be deployed in 

hostile or insecure environments where an attacker has the physical access. [6] 

Two types of attacks in physical layer are: 

• Jamming: It is a type of attack which interferes with the radio frequencies that the nodes use in a 

Wireless Sensor Network for communication. A jamming source may be powerful enough to 

disrupt the entire network.  

• Tampering: Sensor networks typically operate in outdoor environments. Due to unattended and 

distributed nature, the nodes in a WSN are highly susceptible to physical attacks. The physical 

attacks may cause irreversible damage to the nodes. 

 

4.6 Link layer attacks: The link layer is responsible for multiplexing of data streams, data frame 

detection, medium access control, and error control. Attacks at this layer include purposefully created 

collisions, resource exhaustion, and unfairness in allocation [7]. 

 

4.7 Network layer attacks: The network layer of Wireless Sensor Networks is vulnerable to the different 

types of attacks such as: 

• Spoofed routing information: the most direct attack against a routing protocol is to target the 

routing information in the network. An attacker may spoof, alter, or replay routing information to 

disrupt traffic in the network. 

• Selective forwarding: in a multi-hop network like a Wireless Sensor Network, for message 

communication all the nodes need to forward messages accurately. An attacker may compromise 

a node in such a way that it selectively forwards some messages and drops others 

• Sinkhole: In this attack, a malicious node acts as a blackhole  to attract all the traffic in the sensor 

network. Especially in a flooding based protocol, the attacker listens to requests for routes then 

replies to the target nodes that it contains the high quality or shortest path to the base station.  

• Wormhole: Wormhole attack  is a critical attack in which the attacker records the packets (or 

bits) at one location in the network and tunnels those to another location. The tunneling or 

retransmitting of bits could be done selectively. Wormhole attack is a significant threat to 

wireless sensor networks, because; this sort of attack does not require compromising a sensor in 

the network rather, it could be performed even at the initial phase when the sensors start to 

discover the neighboring information. 
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Figure 2.3: Wormhole attack 

 

• Hello flood: most of the protocols that use Hello packets make the naive assumption that 

receiving such a packet implies that the sender is within the radio range of the receiver. An 

attacker may use a high-powered transmitter to fool a large number of nodes and make them 

believe that they are within its neighborhood.  

• Acknowledgment spoofing: some routing algorithms for Wireless Sensor Networks require 

transmission of acknowledgment packets. An attacking node may overhear packet transmissions 

from its neighboring nodes and spoof the acknowledgments thereby providing false information 

to the nodes. 

 

4.8 Transport layer attacks: 

The attacks that can be launched on the transport layer in a Wireless Sensor Network are: 

• Flooding: Whenever a protocol is required to maintain state at either end of a connection, it 

becomes vulnerable to memory exhaustion through flooding. An attacker may repeatedly make 

new connection request until the resources required by each connection are exhausted or reach a 

maximum limit. In either case, further legitimate requests will be ignored. 

• De-synchronization: De-synchronization refers to the disruption of an existing connection. An 

attacker may, for example, repeatedly spoof messages to an end host causing the host to request 

the retransmission of missed frames. If timed correctly, an attacker may degrade or even prevent 

the ability of the end hosts to successfully exchange data causing them instead to waste energy 

attempting to recover from errors which never really exist [9]. 

 

4.9 Attacks on Secrecy and Authentication: 

There are different types of attacks under this category as discussed below: 

• Node replication attack: In a node replication attack, an attacker attempts to add a node to an 

existing WSN by replication the node identifier of an already existing node in the network. A 

node replicated and joined in the network in this manner can potentially cause severe disruption 

in message communication in the Wireless Sensor Network by corrupting and forwarding the 

packets in wrong routes.  
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• Attacks on privacy: since Wireless Sensor Networks are capable of automatic data collection 

through efficient and strategic deployment of sensors, these networks are also vulnerable to 

potential abuse of these vast data sources. Privacy preservation of sensitive data in a Wireless 

Sensor Network is particularly difficult challenge.  

• Eavesdropping and passive monitoring: This is most common and easiest form of attack on 

data privacy. If the messages are not protected by cryptographic mechanisms, the adversary could 

easily understand the contents. Packets containing control information in a WSN convey more 

information than accessible through the location server, Eavesdropping on these messages prove 

more effective for an adversary. 

• Traffic analysis: In order to make an effective attack on privacy, eavesdropping should be 

combined with a traffic analysis. Through an effective analysis of traffic, an adversary can 

identify some sensor nodes with special roles and activities in a WSN [10]. 

5. SECURITY PROTOCOLS FOR WIRELESS SENSOR NETWORKS 

5.1 Security Goals in Wireless Sensor Networks: 

Security goals in sensor networks depend on the need to know what we are going to protect. Four main 

security goals in wireless sensor networks are Message confidentiality, Message Integrity, Message 

Authentication and Availability (CIAA). 

• Message confidentiality is used to keep information secret from unauthorized parties. 

Normally, confidentiality is achieved through encryption. A good encryption technique 

prevents an adversary from recovering an encrypted message and prevents leaking of partial 

information about the data.  

• A malicious node may add some fragments or manipulate the data within a packet. Message 

integrity ensures message is not altered in transit. Message integrity is usually provided by 

Message Authentication Code (MAC). Computing a MAC requires both sender and receiver 

share a secret key. The sender computes the MAC over the packet using the secret key and 

the receiver re-computes the packet [15, 17]. 

• Message authentication ensures a receiver is capable of identifying the authenticity of the 

message. Since an adversary can easily inject a message, the receiver needs to ensure that 

data used in decision making process comes from authentic sources. In two party 

communications, message authentication can be achieved through MAC. 

• The goal of security protocol is to consume less processing and communication power which 

ensure more availability [16]. Besides, node compromise and DOS attack is usually common 

in large WSN, which results in data unavailability. Therefore, WSN should have mechanisms 
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to tolerate the interference of malicious nodes. Techniques such as in-network processing, en-

route filtering can be used to minimize the impact of unavailability.  

 

5.2 Layering based Security Approach: 

5.2.1 Application layer: Data is collected and managed at application layer therefore it is important to 

ensure the reliability of data. Wagner has presented a resilient aggregation scheme which is applicable to 

a cluster based network where a cluster leader acts as an aggregator in sensor networks. However this 

technique is applicable if the aggregating node is in the range with all the source nodes and there is no 

intervening aggregator between the aggregator and source nodes.  

 

5.2.2 Network Layer: Network layer is responsible for routing of messages from node to node, node to 

cluster leader, cluster leaders to cluster leaders, cluster leaders to the base station and vice versa [13]. 

 

5.2.3 Data Link Layer: Data link layer does the error detection and correction, and encoding of data. 

Link layer is vulnerable to jamming and DoS attacks. TinySec has introduced link layer encryption which 

depends on a key management scheme. However, an attacker having better energy efficiency can still 

rage an attack [14]. 

 

5.2.4 Physical Layer: The physical layer emphasizes on the transmission media between sending and 

receiving nodes, the data rate, signal strength, frequency types are also addressed in this layer. Ideally 

frequency hopping spread spectrum (FHSS) is used in sensor networks [11, 12]. 

 

6. CONCLUSION AND FUTURE SCOPE 

This framework covers single sensing as well as multi sensing algorithm. These algorithms are used for 

attack detection in homogeneous and heterogeneous wireless sensor network. We create simulation of the 

wireless sensor networks, for network creation we used mesh topology which is very beneficial for 

wireless sensor network. In mesh topology every node is connected to another node. In the network field 

when any attack is generated, in last algorithm it will not detected by single sensing algorithm, only few 

types of attack will be detected by this algorithm. To overcoming this problem multi sensing algorithm is 

being implemented which is having capability to detect any type of attacks in the wireless sensor network. 

Every sensor node has battery power for attack detection. When any intruder detected by any sensor node 

then it will generates data packets to alert the other nodes in the network. Generally when attack will 

generates sensor node send packets to the downstream nodes for alert. For attack detection sensor node 

consumes some battery power. In multi sensing any type of network attack will detected within the sensor 
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node range. Attack detection range means how much area covered by particular sensor node for attack 

detection, generally sensor node will work effectively in minimum sensor range, if sensor nodes attack 

detection range will increases then efficiency of the attack detection is automatically decreases.  
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