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Abstract 
Data hiding is a secret delivery method where the data is embedded into a signal, to generate a slightly 
distorted stego signal. Multimedia act as a good cover medium for concealing the secret data, as they 
contain more redundant space. Visual cryptography is a secret sharing method for images where the secret 
image can be shared among many users in encrypted form and identification is possible without any 
computations or high level knowledge of cryptography. Both these methods often lead to degradation of 
visual quality of the images. Security of the system along with the size of images shared are issues that 
need serious consideration. This paper deals with such a secret sharing mechanism where an image is 
encrypted using visual cryptography, and the shares generated are hidden within separate cover images. 
Security is enhanced using an image based authentication system while the size of images transmitted is 
kept in check using an efficient image compression method, the Error Diffusion based Block Truncation 
Coding. The performance of this method depends on many features such as the visual quality of the images, 
security, and the compression achieved. 
Keywords: Authentication, Block Truncation Coding,Data Hiding,  Error Diffusion, Visual 
Cryptography. 

1. Introduction 

Data hiding is a vast improving field in today's world. It plays an important role in security related 
applications such as intellectual property rights protection of digital contents and also non security related 
issues such as broadcast monitoring. Military and medical applications are two such areas that depend on 
data hiding to a large degree. The secrecy of the message or data sent is of very high importance in such 
applications. Data hiding methods in images embed the secret data into another image to generate a slightly 
distorted stego image. The stego image is then sent to the receiver, and the authorized receiver will be able 
to extract the secret data using some predefined data extraction procedure that will be known only to the 
sender and the receiver. Data hiding methods are mainly divided into "irreversible" and "reversible" data 
hiding methods depending on whether the cover image can be reconstructed fully.  While data hiding is a 
secret delivery method, visual cryptography schemes are used as secret sharing mechanisms where a 
particular secret image can be shared among a group of users.  Visual cryptography schemes provide high 
level of security to confidential information, as the image remains unidentifiable after processing. An 
advantage of visual cryptography schemes is that the image can be regenerated without any major 
computations or any specific knowledge about cryptography. The properties of the human visual system are 
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used to recognize the secret image. However, in traditional visual cryptography schemes, the identity of the 
different shares may be difficult to understand. Extended visual cryptography schemes[1] solve this issue. 
Meaningful cover images are added to the different shares in these schemes. However, the removal of these 
cover images may lead to the degradation of the quality of the hidden shares and also produces extra noise. 
When a process involves transmission of a large number of images, the bandwidth and storage 
requirements are a huge concern. Image compression allows for such costs to be reduced. Image 
compression methods are mainly divided into "lossy" and "lossless". In lossy compression, some data may 
be lost because the main concern here is to reduce the size of the image as much as possible. Image quality 
is not a main concern of lossy image compression methods. However, in lossless image compression, the 
compressed image will not suffer from data loss. Visual quality of the images is a prime concern of these 
compression methods. Lossy compression methods include BTC, JPEG compression etc. In situations 
where the compression ratio achieved is of higher priority, lossy image compression schemes are used. In 
order to reduce the level of degradation of visual quality of the images upon compression, error diffusion 
methods prove helpful. 

2. Related Work 

Data hiding methods are mainly categorized into reversible[2] and irreversible data hiding[3]. In the 
former, the secret data is embedded into the cover in such a way that extraction of the secret data from the 
cover does not degrade the cover, and helps preserve the quality of the same. While in the latter, it will be 
very difficult to retrieve the cover once the secret data is extracted out of it. Reversible data hiding 
methods[4] are usually used for distortion free embedding of the secret data. They are mainly categorized 
into Compression-embedding framework, where a two value feature is calculated from the cover image and 
the secret data is embedded in the extra space left by the loss-less compression, Difference expansion based 
reversible data hiding, where the differences of pixel groups are expanded to create extra space to embed 
the secret data, and Histogram shifting based reversible data hiding[5], where a host sequence with small 
entropy is generated first and then the secret message is reversibly embedded into the host sequence by 
modifying the histogram using difference-expansion or histogram shifting. Some of the commonly used 
methods for reversible data hiding include Histogram Shifting, Difference Expansion, Residue Histogram 
Shifting and Prediction-Error Expansion[6]. Methods using difference expansion provide high data hiding 
capacity. However, such methods are unsuitable for complex images. Methods based on histogram shifting 
provide good image quality but less data hiding capacity. 
 
Visual cryptography[7] based methods are used to secure data transmission in multimedia networks and 
mobile public networks which are used for exchange of private images such as scanned documents and 
personal photographs. Visual cryptography schemes provide significance to pixel expansion and the 
number of shares generated. Smaller pixel expansion results in smaller size of shares generated. Naor and 
Shamir came up with a visual cryptography scheme to share a binary image into two shares. Spatial domain 
hiding schemes embed two secret shares into two gray level cover images. Threshold visual secret sharing 
scheme mixes XOR and OR operations to embed and reveal the secret image. However, these methods 
allow only one set of confidential message to be embedded. Multiple secret sharing schemes use various 
methods to share large amounts of confidential information. Colored secret images can be shared with the 
concept of arcs to construct a color visual cryptography scheme[8]. Here, one pixel is subdivided into many 
sub-pixels and each sub-pixel is divided into different colored shares. However, the shares generated can be 
meaningless. Methods were developed to generate meaningful shares along with sharing colored images, 
by making use of colored index tables. Visual cryptography schemes can be achieved using one of the 
following access structures: The (2,2)-threshold visual cryptography scheme, the simplest of all schemes, 
which takes a secret message and encrypts it into two shares that reveal the secret image when they are 
stacked up or overlaid; The (2,n)-threshold visual cryptography scheme, where the secret image is 
encrypted into 'n' random shares and overlaying of 2 or more of the shares will reveal the secret 
information; The (n,n)-threshold visual cryptography scheme, where the secret image is encrypted into 'n' 
shares and only if all 'n' shares are available and overlaid, can the secret image be revealed; and finally, the 
(k,n)-threshold visual cryptography scheme, where the secret message is divided into 'n' random shares and 
availability and stacking up of any 'k' allowed shares will reveal the secret information. 
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In methods where data is being transmitted via a medium, the size of the image sent can be an issue. 
Because of pixel expansion and other such issues, the large size of the image being sent can lead to high 
cost of image transmission, bandwidth and storage. Image compression techniques are used to save such 
costs. Image compression based data hiding is a prevalent methodology in today's world. Image 
compression methods are mainly divided into "lossless" and "lossy" compression schemes. Lossless image 
compression methods preserve the visual quality of the image. Lossy compression schemes try to reduce 
the size of the image as much as possible, without giving much importance to image quality. BTC is an 
efficient image compression technique with extremely low computational complexity. The standard 
procedure in Block Truncation Coding[9] is to divide the image into non overlapping blocks, with every 
pixel in the block being represented by either high or low mean of the block according to a bitmap. While 
BTC based image compression methods provide low computational complexity, the method also has the 
issue of degradation of the image quality when compared to other compression techniques. However, BTC 
based image compression also suffers from two major issues, namely, blocking effects and false contours. 
Various advancements in BTC have been researched upon to help eliminate such issues[10]. BTC based 
data hiding is currently being employed in half toned images[11]. Halftone images are binary images that 
represent a gray scale image when viewed from a distance because of the low pass nature of the human 
visual system. Some of the major half-toning methods that have been developed thus far include Ordered 
Dithering, Error Diffusion and Dot Diffusion. Error diffusion based BTC offers an improved image quality. 
Ordered dithering based BTC is used when the main requirement is performance efficiency. Dot 
diffusion[12] based methods provide a balance of the above two requirements. They also use only fewer 
computations compared to the traditional method. 

3. Proposed Method 

This paper approaches some of the main issues with traditional data hiding and visual cryptography 
schemes, such as preservation of the visual quality of images, providing better compression of images 
while dealing with blocking effects and false contours, and providing enhanced security. During the user 
registration and login phase, an image based authentication[13] based on (2,2)-threshold based VCS is used 
to enhance the security. Sharpening and noise removal filters are used for eliminating any noise present in 
the secret image while also sharpening it. The enhanced secret image is then divided into shares using the 
(n,n)-threshold based VCS and each share is then hidden inside separate cover images. Error Diffusion 
based Block Truncation Coding provides efficient compression of the cover image before the secret image 
is hidden in it. The regenerated secret image can be enhanced further by the receiver using image 
enhancement methods such as histogram equalization. 
 

3.1 User Registration & Login 

 
This method is intended to be used among a trusted group of users. This is done using an user registration 
and login system along with an image based authentication system[14] to provide enhanced security. The 
process is implemented in two phases. During the initial phase, any user who wishes to use the system is 
required to register with his username and a password. This password is encrypted using the MD5 
algorithm. The MD5 algorithm converts the password into a 32 digit hexadecimal key, which is saved 
along with the username. From the hash key generated, a substring is selected and written onto an image. 
This image is further divided into two unidentifiable shares using the (2,2)-threshold based visual 
cryptography scheme. One of these generated shares is saved in the server while the other is sent back to 
the user for later use. 
 
 
 
 
 
Fig 1: 
Block 

Diagra
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m for User Registration 
 
During the second phase, ie., the Login phase, the user will be asked to enter his username and password. 
The password entered is again converted into the hash key using the MD5 algorithm. The username and 
hash key corresponding to the password are compared with the entries made during the registration phase. 
If they are found to be a match, the user is provided with the share that is saved in the server. This share 
along with the share that the user was provided with during the registration phase can be used to retrieve 
the image with the text. The user is then requested to enter the text seen in the image. Comparisons are 
made with the text that was used during the registration phase and authentication is provided or denied 
according to a match or none, respectively. The (2,2)-threshold based visual cryptography scheme is 
implemented using pixel expansion. Here, the shares are generated by representing each pixel in the 
original image as a group of sub-pixels, each of which are assigned black or white colors at random. The 
shares are then formed in accordance to the total number of black or white sub-pixels corresponding to each 
pixel of the original image. Regeneration of the secret image from the shares can be done by superimposing 
them using basic operations such as OR or XOR. 
 

 
 

Fig 2: Block 
Diagram for 
Login Phase 

 
 
 
3.2 Secret 
Sharing & 

Data 
Hiding 
 
Once we 
have a 
trusted group 

of users registered into the system, any one of those users can share a secret image among all the other 
users. The procedure followed for secret sharing can be explained in two phases. 
 
Sender side 
 
Step 1: Select the secret image. 
 
Step 2: Use either the (n,n)-threshold visual cryptography scheme or the (k,n)-threshold visual 
cryptography scheme to divide the secret image into 'n' shares, where 'n' denotes the number of users the 
secret image is to be shared with. 
 
Step 3: Select 'n' cover images within which the shares generated in Step 2 are embedded or hidden. 
 
Step 4: Once the shares are properly hidden within the cover images, these stego images are shared among 
the other users. 
 
 
Receiver side 
 
Step 1: Once each user receives the stego image containing the hidden share, they can extract their 
respective shares using the predefined extraction procedure. 
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Step 2: Any user who wishes to view the secret image, communicates with the sender about the number of 
shares needed to regenerate the secret. 
 
Step 3: After proper communication with the sender, the user must communicate with the other users in the 

system to obtain their shares as well. 
 
Step 4: Once the required number of shares have been collected ('n' if (n,n)-VCS is used and 'k' if (k,n)-
VCS is used), the user can regenerate the secret using simple mathematical calculations. 
 
The (k,n)-threshold based visual cryptography scheme[15] is based on the traditional secret sharing method  
formed by Naor and Shamir[16]. However, before the secret sharing method is applied to the image, the 
image is to be converted into halftone. This is done by first separating the color image into its three  
constituent color planes. Halftoning  is performed on these color planes separately, and finally, the results 
are combined to obtain the halftone image corresponding to the original. Partial shares are then generated 
and shared among the users in the system. For image regeneration, Lagrange's interpolation is applied on 
the 'k' shares[17]. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3: Data Flow Diagram 
 
In the (n,n)-threshold based visual cryptography scheme, the secret image is divided into 'n' separate shares, 
which are shared among the users. All 'n' shares must be retrieved for image regeneration to be successful. 
Here, simple mathematical operations such as modulus and multiplicative inverse are used for share 
generation and image regeneration. Irrespective of which VCS method is followed, it is quintessential for 
the users to be able to communicate among each other regarding the number of shares needed to regenerate 
the secret image. This communication is made possible using the Diffie-Hellman Key Exchange method. 
The number of shares needed is communicated only between the sender of the secret and the user who 
wishes to regenerate it. 
 
 
Algorithm for (n,n)-threshold VCS: Share Generation 
 
Input: Image 'I' and Number of shares 'n' 
Output: 'n' shares of the image 'I' 
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Step 1: Select 'n' prime numbers m1, m2, m3...mn such that their product is greater than 255 and gcd of the 
selected numbers is 1. 
Step 2: Calculate 
residue1=I(m,n) mod m1 
 
residue2=I(m,n) mod m2 
residue3=I(m,n) mod m3 etc 
 
Step 3: Represent the residues as i’th pixel of shares 1, 2, 3 etc respectively. 
Step 4: Repeat Steps 2 and 3 until all pixels are processed. 
 

 
Algorithm for (n,n)-Threshold VCS: Image Regeneration 
 
Input: 'n' shares 
Output: Regenerated Secret Image 
Step 1: Calculate the dynamic range, M 
M=m1.m2.m3...mn 
Step 2: Calculate Ai = M/mi 
Step 3: Find the solution of congruence’s  
Ai.Ti mod mi 
Where Ti is the multiplicative inverse of Ai 
Step 4: The original pixel value 'x' can be retrieved using  
x=Summation(Ai.Ti.residuei mod M) 
Step 5: Repeat Step 4 until all pixels of the shares are processed. 
 
 
Algorithm for Data Hiding : Data Hiding part 
 
Input: Secret Image share and Cover Image 
Output: Stego Image 
Step 1: Read in the image to be hidden and the cover image 
Step 2: Size of the cover image should be larger than that of the secret image 
Step 3: If (size(cover image) < size(secret image)) 
Display "Cannot hide the image" 
Else 
Convert the secret image into a row matrix 
Step 4: Convert the 8-bit unsigned pixel values of the secret image into binary values 
Step 5: Convert the cover image into a matrix such that the values of the binary matrix corresponding to the 
secret image can be added to it 
Step 6: Convert the obtained image back to the original dimensions and save the stego image. 
 
Algorithm for Data Hiding: Secret Image Extraction 
 
Input: Stego Image 
Output: Hidden Image 
Step 1: Read in the stego image 
Step 2: Convert the stego image into a matrix 'a' with the required dimensions 
Step 3: The secret image can be extracted using the following computations: 
sizeim(1,1)=sum([a(2:end,x);a(:,x+1)].*(2^(0:14))') 
sizeim(1,2)=sum([a(:,x+2);a(:,x+3)].*(2^(0:15))') 
sizeim(1,3)=a(1,x)*2+1  
Step 4: secretim=sum(a(:,i+next).*(2^(0:7))') 
Step 5: Convert “secretim” into the required dimensions to obtain the secret image 
 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 525- 538 

Harikrishnan M, IJRIT  531 
 

Once the visual cryptography schemes are applied to divide the secret image into shares, these shares are 
hidden within separate cover images and shared among the users in the system. Because of this reason, the 
data hiding method employed must be able to hide the entire share as it is. Only then can the share be 
extracted and later used for the secret image regeneration. Any loss in the share values cannot be tolerated. 
Hence, the following data hiding method has been proposed, where, the pixels of the image are converted 
into corresponding binary values which are then embedded into the cover image. During the extraction 
procedure, the below mentioned method is followed to be able to extract the share without any loss of 
information. 
 
3.3 Preserving the Visual Quality of the Secret Image 
 
One of our main aims is to preserve the visual quality of the secret image once the data hiding and visual  
cryptography schemes have been applied to it. This is done in two phases; One before the image is divided  
into shares using either of the two visual cryptography schemes discussed in the previous section, and the  
other after the secret image is regenerated by the receiver. For the first phase, multiple image filtering and  
sharpening methods have been proposed to remove any noise already present in the image and also to  
sharpen the image. Laplacian filters and Unsharp Masking are proposed to help sharpen the image, while  
Averaging Filters and Min-Max filters are proposed for noise removal[18]. Averaging filters are used  
to eliminate Gaussian noise while Min-Max filters are used to remove any Salt & Pepper noise present in  
the image. Laplacian filtering is done by convolving the image with the Laplacian filter, while Unsharp  
Masking is performed by adding a weighted fraction of the difference between the original image and its  
blurred version to the original image. Similarly, filtering and sharpening, along with image enhancement  
using histogram equalization can be performed during the second phase, which is after the secret image is  
regenerated by the receiver. However, this phase is provided as an option depending on the requirements of  
the receiver. 
 
3.4 Error Diffusion based Block Truncation Coding 
 
Block Truncation Coding is a lossy compression scheme that is used to compress images in situations 
where the degree or amount of compression achieved is given a higher priority over the visual quality of 
the secret image. Because of this reason, the images compressed using this method suffer from degraded 
visual quality when compared to its original uncompressed version. In the proposed data hiding scheme, a 
large number of images have to be transmitted between the users. Also, since the secret image shares have 
to be properly hidden with the corresponding cover images, these cover images have to be of much larger 
sizes compared to the secret images. These cover images, when transmitted among the users lead to large 
bandwidth as well as storage space requirements. Hence, a variation of the Block Truncation Coding 
method is employed to compress these cover images before the shares are embedded in them. Also, to 
improve the quality of the cover images, Block Truncation Coding had to be modified using the Error 
Diffusion method. Error Diffusion[19] is typically performed using three different kernels: the Floyd-
Steinberg kernel, the Jarvis Kernel and the Stucki kernel. Here, a comparative study of the three kernels is 
being provided to illustrate which of the three provides a better quality of image.  
Traditional Block Truncation Coding method processes the image in blocks. It uses features such as the 
mean, mean square and variance to compress the images. However, this method is known to cause issues 
such as false contours and blocking effects in the compressed image. To avoid this issue, in Error Diffusion 
based Block Truncation Coding, a threshold based filtering method is employed to diffuse the errors within 
each pixel of the image. The additional variables used for this are calculated as shown in the flowchart. 

 
 
 

 
 
 
 
 
 

Fig 4: Flowchart of EDBTC (Image Courtesy: Reference[20]) 
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4. Experimental Results 

The proposed method was implemented and tested on different images of different formats. Different 
images were used to test the results at individual stages of the implementation as well. Also, the Peak 
Signal to Noise Ratio (PSNR) and Mean Square Error (MSE) values of the images at different stages of the 
implementation were computed and tabled. While PSNR values illustrate the ratio between the peak value 
of the signal to the average value of noise in the image, MSE illustrates the difference between the mean 
squares of pixel values. During the user registration phase, the (2,2)-threshold visual cryptography scheme 
divides the image containing the text(key) into two shares and superimposition of the two shares using a 
simple OR operation reveals the image with the text visible on it.  
 

 
 
 

 
 
 
 
 
 
 

 
Fig 5: Result of (2,2)-threshold VCS (a) Input Image (b) Shares (c) Regenerated Image  

 
The results obtained for the various filtering, sharpening and image enhancement methods proposed, reveal 
that while the Averaging filters provide a better result compared to Min-Max filters for noise removal, both 
Laplacian filters and Unsharp Masking provide similar results for sharpening the image. A combination of 
Laplacian filters and Averaging filters can be used before the image is divided into shares, in order to filter 
and sharpen the image. 
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Fig 6:  Results of (a) Unsharp Masking (b) Laplacian Filter (c) Min-Max Filter (d) Averaging Filter 

 
Also, is provided a table that lists the PSNR and MSE values obtained for the images after application of 
the different filtering and sharpening methods. The table shows that while the averaging filter and min-max 
filter shows varying results for the same image, laplacian filter and unsharp Masking provides similar 
results. From the table, it can be seen that the PSNR value for Min-Max filtering is very high. However, 
visually, the result is not as appealing as the result of averaging filter. 
 

Table 1: PSNR & MSE values for filtered & sharpened images 

Filtering & Sharpening 
Method 

PSNR MSE 

Averaging 70.629578 0.005625 

Min-Max 94.151404 0.000025 

Laplacian 82.110204 0.0004 

Unsharp Masking 84.608978 0.000225 

Combination of Averaging & 
Laplacian 

70.069004 0.0064 

Traditionally, Block Truncation Coding processes the image in blocks and compresses it. However, 
because it is a lossy compression scheme, application of BTC on images lead to significant degradation of 
the visual quality of the image. For this reason, the Error Diffusion based BTC was proposed. Three 
different kernels were available for Error Diffusion: Floyd-Steinberg kernel, Jarvis kernel and the Stucki 
kernel. The experiments conducted reveal that the Jarvis and Stucki kernels provide better visual quality 
compared to the Floyd-Steinberg kernel. Also, traditionally, BTC provides a compression ratio of around 
4:1.  
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Fig 7: Error Diffusion Kernels  (a) Floyd-Steinberg    (b) Jarvis    (c) Stucki 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 8: Result of EDBTC (Compressed Image) 
 
The table illustrates the PSNR and MSE values obtained for images belonging to three different formats 
(jpg, png and bmp), when the three error diffusion kernels were applied on them separately. From the table 
as well as through visual inspection of the result images, it can be seen that the Jarvis and Stucki kernels 
provide better visual quality compared to the Floyd-Steinberg kernel.  
 
 

Table 2: PSNR & MSE values for different error diffusion kernels 

Kernel (Image Format) PSNR MSE 

Floyd (JPG) 59.503528  0.0729 

Jarvis (JPG) 57.501225  0.1156 

Stucki (JPG) 57.501225 0.1156 

Floyd (PNG) 99 0 

Jarvis (PNG) 52.96266 0.3287111 

Stucki (PNG) 52.96266 0.3287111 
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Kernel (Image Format) PSNR MSE 

Floyd (BMP) 50.014886 0.648025 

Jarvis (BMP) 99 0 

Stucki (BMP) 99 0 

 
 
Another table, illustrating the compression achieved using the Error Diffusion based Block Truncation 
Coding, shows that the compression ratio is independent of the block size used. It, also, is independent of 
the type or format of the image. 
 

Table 3: Compression achieved using EDBTC 

Block Size Compression 

2 0.6103516 

4 0.6103516 

8 0.6103516 

16 0.6103516 

32 0.6103516 

 
The proposed data hiding method can hide an entire image (greyscale or color) and extraction of the image 
from the stego image produces little change in the quality of the image.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 9: Results of Data Hiding  (a) Input Image     (b) Extracted Image 
 
 
The visual cryptography schemes proposed, namely the (n,n)-threshold scheme and the (k,n)-threshold 
scheme, helps divide the secret image into multiple shares and acquisition of the required number of shares 
will reveal the shared secret. However, results show that the (n,n)-threshold scheme produces a regenerated 
image that is much better in visual quality compared to the latter. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 525- 538 

Harikrishnan M, IJRIT  536 
 

 
 
 
 
 
 
 
 
 

 
Fig 10: Result of Visual Cryptography   (a) Input Image    (b) Regenerated Image 

 
The table shows that the visual quality of the image is not degraded using the proposed data hiding and 
visual cryptography techniques. While the quality of images remains exactly the same after application of 
the data hiding scheme, it is only slightly affected after the application of the proposed visual cryptography 
scheme. 

Table 4: PSNR & MSE of image at various stages 

Image PSNR MSE 

Original Secret Image 99 0 

Original Cover Image 99 0 

Stego Image 99 0 

Extracted Image 99 0 

VCS Regenerated Image 91.652629 0.0000444 

 
 
Histogram equalization was proposed as a part of the image enhancement scheme after the secret image is 
regenerated by the receiver. It can be seen that this method significantly improves the visual quality of the 
image. 

 
 
 
 
 
 
 
 
 
 
 
 

Fig 11: Result of Histogram Equalization   (a) Original Image    (b) Histogram Equalized Image 

4. Conclusions 

This paper approaches some of the main issues with traditional data hiding and visual cryptography 
schemes, such as preservation of the visual quality of images, providing better compression using Block 
Truncation Coding along with elimination of blocking effects and false contours, and providing enhanced 
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security. Traditional data hiding & Visual Cryptography schemes often cause considerable loss in the visual 
quality of the decrypted secret image. Lossy image compression schemes used to reduce the size of the 
transmitted images efficiently, also leads to degradation of visual quality of the cover images. The proposed 
method enhances the visual quality of the secret image using filters and image enhancement procedures 
while sharing a secret image among a trusted group of users. Security is enhanced through the use of visual 
cryptography, and an image based authentication method. Also, efficient image compression will be made 
possible by using an Error Diffusion based Block Truncation Coding method. The proposed data hiding 
method enables embedding of an entire image within another image. The advantages of traditional data 
hiding, visual cryptography and block truncation coding are maintained. As documented in the 
experimental results, the proposed method preserves the visual quality of the secret image while providing 
enhanced security and compression ratio for the cover images. In future, the proposed data hiding method 
could be improved to be able to hide multiple images within a single cover image. Also, more efficient 
compression schemes could be applied to achieve higher compression rates.  
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