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                                                                              Abstract 
Distributed denial-of-service attacks (DDoS) pose an immense threat to the Internet, and consequently many defense mechanisms 
have been proposed to combat them. Attackers constantly modify their tools to bypass these security systems, and researchers in 
turn modify their approaches to handle new attacks. The DDoS field is evolving quickly, and it is becoming increasingly hard to 
grasp a global view of the problem. This paper strives to introduce some structure to the DDoS field by developing a taxonomy 
of DDoS attacks and DDoS defense systems. The goal of the paper is to highlight the important features of both attack and 
security mechanisms and stimulate discussions that might lead to a better understanding of the DDoS problem. 
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                                                                      1.INTRODUCTION 
Distributed denial-of-service attacks (DDoS) pose an immense threat to the Internet, and consequently many defense 
mechanisms have been proposed to combat them. Attackers constantly modify their tools to bypass these security 
systems, and researchers in turn modify their approaches to handle new attacks. The DDoS field is evolving quickly, 
and it is becoming increasingly hard to grasp a global view of the problem. This paper strives to introduce some 
structure to the DDoS field by developing a taxonomy of DDoS attacks and DDoS defense systems. The goal of the 
paper is to highlight the important features of both attack and security mechanisms and stimulate discussions that 
might lead to a better understanding of the DDoS problem. 
A Denial of Service attack is an attempt by a person or a group of persons to cripple an online service. This can have 
serious consequences, especially for companies like Amazon and eBay which rely on their online availability to do 
business. In the not so distant past there have been some large scale attacks targeting high profile internet sites [1,2 
,3,4 and5]. Consequently, there are currently a lot of efforts being made to come up with mechanisms to detect and 
mitigate such attacks. Even though the first denial of service attacks did not take place a long time ago (tools that 
automate setting up of an attack network and launching of attacks, started appearing in 1998), there are a multitude 
of denial of service attacks that have been used. Broadly speaking the attacks can be of three forms. Attacks 
exploiting some vulnerability or implementation bug in the software implementation of a service to bring that down.  
Attacks that use up all the   available resources at the target machine. Attacks that consume all the   bandwidth 
available to the  victim  machine. The third type of attacks is called bandwidth attacks. 
A distributed framework becomes especially suited for such attacks as a reasonable amount of data directed from a 
number of hosts can generate a lot of traffic at and near the target machine, clogging all the routes to the victim. 
Protection against such large scale distributed bandwidth attacks is one of the most difficult (and urgent) problem to 
address in today’s internet. CERT reports bandwidth attacks as increasingly being the most common form of Denial 
of Service attacks seen in the internet today. 
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                                                                    2. DDoS OVERVIEW 
A Distributed Denial of Service attack is commonly characterized as an event in which a legitimate user or 
organization is deprived of certain services, like web, email or network connectivity, that they would normally 
expect to have. DDoS is basically a resource overloading problem. The resource can be bandwidth, memory, CPU 
cycles, file descriptors, buffers etc. The attackers bombard scare resource either by flood of packets or a single logic 
packet which can activate a series of processes to exhaust the limited resource [6]. In the Fig.1 simplified 
Distributed DoS attack scenario is illustrated. The figure shows that attacker uses three zombie’s to generate highly 
volume of malicious traffic to flood the victim over the Internet thus rendering legitimate user unable to access the 
service. 

.  
      
                                                  Fig.1 A type of DDoS Attack e.g “ping of death” 
 
Extremely sophisticated, user friendly, automated and powerful DDoS toolkits are available for attacking any 
victim, so expertise is not necessarily required that attract naive users to perform DDoS attacks. Although DoS 
attacking strategies differ in time, studies show that attackers mainly target the following resources to cause damage 
on victim [7,8]. Network bandwidth resources: This is related with the capacity of the network links connecting 
servers to the wider Internet or connectivity between the clients and their Internet Service Providers (ISP). Most of 
the time, the bandwidth of client’s internal network is less than its connectivity with the external network. Thus the 
traffic that comes from the Internet to the client may consume the entire bandwidth of the client’s network. As a 
result, a legitimate request will not be able to get service from the targeted network. In a DoS attack, the vast 
majority of traffic directed at the target network is malicious; generated either directly or indirectly by an attacker. 
These attacks prevented 13,000 Bank of America ATM from providing withdrawn services and paralyzed such large 
ISPs as Freetel, SK Telecom, and Korea Telecom on January 25, 2003. 
 
1) System memory resources: An attack targeting system memory resources typically aims to crash its network 
handling software rather than consuming bandwidth with large volume of traffic. Specific packets are sent to 
confuse the operating system or other resources of the victim’s machine. These include temporary buffer used to 
store arriving packets, tables of open connections, and similar memory data structures. Another system resource 
attack uses packets whose structures trigger a bug in the network software, overloading the target machine or 
disabling its communication mechanism or making a host crash, freeze or reboot which means the system can no 
longer communicate over the network until the software is reloaded. 
 
2) System CPU resources/ Computational Capacity: An attack targeting system’s CPU resources typically aims 
to employ a sequence of queries to execute complex commands and then overwhelmed the CPU. The Internet key 
Exchange protocol (IKE) is the current IETF standard for key establishment and SA parameter negotiation of IPsec. 
However, IKE’s aggregate mode is still very susceptible to DoS attacks against both computational and memory 
resources because the server has to create states for SA and compute Diffie-Hellman exponential generation [9]. 
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                                                  3. DDoS ATTACK ARCHITECTURE 
 
Two types of DDoS attack networks have emerged: the Agent-Handler model and the Internet Relay Chat (IRC)-
based model.  
 
1) The Agent-Handler model of a DDoS attack consists of clients, handlers, and agents (see Figure 2). The client is 
where the attacker communicates with the rest of the DDoS attack system. The handlers are software packages 
located throughout the Internet that the attacker’s client uses to communicate with the agents. The agent software 
exists in compromised systems that will eventually carry out the attack. The attacker communicates with any 
number of handlers to identify which agents are up and running, when to schedule attacks, or when to upgrade 
agents. The owners and users of the agent systems typically have no knowledge that their system has been 
compromised and will be taking part in a DDoS attack. Depending on how the attacker configures the DDoS attack 
network, agents can be instructed to communicate with a single handler or multiple handlers. Usually, attackers will 
try to place the handler software on a compromised router or network server that handles large volumes of traffic. 
This makes it harder to identify messages between the client and handler and between the handler and agents. In 
descriptions of DDoS tools, the terms “handler” and “agents” are sometimes replaced with “master” and “daemons”, 
respectively. 

 
                                                     Fig. 2- DDoS Agent handler attack    model 
 
2)The IRC-based DDoS attack architecture is similar to the Agent-Handler model except that instead of using a 
handler program installed on a network server, an IRC (Internet Relay Chat) communication channel is used to 
connect the client to the agents. An IRC channel provides an attacker with additional benefits such as the use of 
“legitimate” IRC ports for sending commands to the agents [10]. This makes tracking the DDoS command packets 
more difficult. Additionally, IRC servers tend to have large volumes of traffic making it easier for the attacker to 
hide his presence. Another advantage is that the attacker does not need to maintain a list of the agents, since he can 
log on to the IRC server and see a list of all available agents [10]. The agent software installed in the IRC network 
usually communicates to the IRC channel and notifies the attacker when the agent is up and running. In an  IRC-
based DDoS attack architecture, the agents are often referred to as “Zombie Bots” or “Bots”. 
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                                                           Fig. 3 DDoS IRC based attack Model 
 
In both IRC-based and Agent-Handler DDoS attack models, we refer to the agents as “secondary victims” or 
“zombies”, and the target of the DDoS attack as the “primary victim”. Well-designed agent software uses only a 
small proportion of resources (memory and bandwidth) so that the users of secondary-victim systems experience 
minimal performance impact when their system participates in a DDoS attack. 
 
                                                             4. DDOS ATTACKS TOOLS 
 
Attackers follow trends in the network security field and adjust their attacks to defeat current defense mechanisms. 
We now provide a quick overview of the several well-known DDoS attack tools in order to illustrate the variety of 
mechanisms deployed. 
1)Trinoo [11] is a simple tool used to launch coordinated UDP flood attacks against one or many IP addresses. The 
attack uses constant-size UDP packets to target random ports on the victim machine. The handler uses UDP or TCP 
to communicate with the agents. This channel can be encrypted and password protected as well. Trinoo does not 
spoof source addresses although it can easily be extended to include this capability. 
 
2)Tribe Flood Network (TFN) [12] can generate UDP and ICMP echo request floods, TCP SYN floods and ICMP 
directed broadcast (e.g., Smurf). It can spoof source IP addresses and also randomize the target ports. 
Communication between handlers and agents occurs exclusively through ICMP_ECHO_REPLY packets 
. 
3)Stacheldraht [13] combines features of Trinoo (handler/agent architecture) with those of the original TFN 
(ICMP/TCP/UDP flood and Smurf style attacks). It adds encryption to the communication channels between the 
attacker and Stacheldraht handlers. Communication is performed through TCP and ICMP packets. It allows 
automated update of the agents using rcp and a stolen account at some site as a cache. New program versions will 
have more features and different signatures to avoid detection. 
 
4)TFN2K [14] is the variant of TFN that includes features designed specifically to make TFN2K traffic difficult to 
recognize and filter. Targets are attacked via UDP, TCP SYN, ICMP_ECHO flood or Smurf attack, and the attack 
type can be varied during the attack. Commands are sent from the handler to the agent via TCP, UDP, ICMP, or all 
three at random. The command packets may be interspersed with any number of decoy packets sent to random IP 
addresses to avoid detection. TFN2K can forge packets that appear to come from neighboring machines. All 
communication between handlers and agents is encrypted and base-64 encoded. 
 
5)The Mstream [15] tool uses spoofed TCP packets with the ACK flag set to attack the target. Communication is 
not encrypted and is performed through TCP and UDP packets. Access to the handler is password protected. This 
program has a feature not found in other DDoS tools. It informs all connected users of access, successful or not, to 
the handler(s) by competing parties. 
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6)Shaft [16] uses TCP, ICMP or UDP flood to perform the attack, and it can deploy all three styles simultaneously. 
UDP is used for communication between handlers and agents, and messages are not encrypted. Shaft randomizes the 
source IP address and the source port in 
 
                                                         5. DDOS PREVENTION MECHANISM 
 
Attack prevention methods try to stop all well known signature based and broadcast based DDoS attacks from being 
launched in the first place or edge routers, keeps all the machines over Internet up to date with patches and fix 
security holes. Attack prevention schemes are not enough to stop DDoS attacks because there are always vulnerable 
to novel and mixed attack types for which signatures and patches are not exist in the database. 
Techniques for preventing against DDoS can be broadly divided into two categories:  General techniques, which are 
some common preventive measures [17] i.e. system protection, replication of resources etc. that individual servers 
and ISPs should follow so they do not become part of DDoS attack process. Filtering techniques, which include 
ingress filtering, egress filtering, router based packet filtering, history based IP filtering, SAVE protocol etc. 
 
5.1. General Techniques 
1) Disabling unused services The less there are applications and open ports in hosts, the less there are chance to 
exploit vulnerabilities by attackers. Therefore, if network services are not needed or unused, the services should be 
disabled to prevent attacks, e.g. UDP echo, character generation services [17]. 
2) Install latest security patches Today, many DDoS attacks exploit vulnerabilities in target system. So removing 
known security holes by installing all relevant latest security patches prevents re-exploitation of vulnerabilities in the 
target system [17]. 
3) Disabling IP broadcast Defense against attacks that use intermediate broadcasting nodes e.g. ICMP flood attacks, 
Smurf attacks etc. will be successful only if host computers and all the neighboring networks disable IP broadcast 
[18]. 
4) Firewalls  
Firewalls can effectively prevent users from launching simple flooding type attacks from machines behind the 
firewall. Firewalls have simple rules such as to allow or deny protocols, ports or IP addresses. But some complex 
attack e.g. if there is an attack on port 80 (web service), firewalls cannot prevent that attack because they cannot 
distinguish good traffic from DoS attack traffic [19,20]. 
5) Global defense infrastructure 
A global deployable defense infrastructure can prevent from many DDoS attacks by installing filtering rules in the 
most important routers of the Internet. As Internet is administered by various autonomous systems according their 
own local security policies, such type of global defense architecture is possible only in theory [18]. 
6) IP hopping 
DDoS attacks can be prevented by changing location or IP address of the active server proactively within a pool of 
homogeneous servers or with a pre-specified set of IP address ranges [18]. The victim computer’s IP address is 
invalidated by changing it with a new one. Once the IP addresses change is completed all internet routers will be 
informed and edge routers will drop the attacking packets. Although this action 
leaves the computer vulnerable because the attacker can launch the attack at the new IP address, this option is 
practical for DDoS attacks that are based on IP addresses. On the other hand, attackers can make this technique 
useless by adding a domain name service tracing function to the DDoS attack tools. 
 
5.2. Filtering Techniques 
1) Ingress/Egress filtering 
Ingress Filtering, proposed by Ferguson et al. [21], is a restrictive mechanism to drop traffic with IP addresses that 
do not match a domain prefix connected to the ingress router. Egress filtering is an outbound filter, which ensures 
that only assigned or allocated IP address space leaves the network. A key requirement for ingress or egress filtering 
is knowledge of the expected IP addresses at a particular port. For some networks with complicated topologies, it is 
not easy to obtain this knowledge. 
One technique known as reverse path filtering [22] can help to build this knowledge. This technique works as 
follows. Generally, a router always knows which networks are reachable via any of its interfaces. By looking up 
source addresses of the incoming traffic, it is possible to check whether the return path to that address would flow 
out the same interface as the packet arrived upon. If they do, these packets are allowed. Otherwise, they are dropped. 
Unfortunately, this technique cannot operate effectively in real networks where asymmetric Internet routes are not 



 
 
 
 

IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 387- 393 

Karanpreet Singh, IJRIT  392 
 
 
 

uncommon. More importantly, both ingress and egress filtering can be applied not only to IP addresses, but also 
protocol type, port number, or any other criteria of importance. Both ingress and egress filtering provide some 
opportunities to throttle the attack power of DoS attacks. However, it is difficult to deploy ingress/egress filtering 
universally. If the attacker carefully chooses a network without ingress/egress filtering to launch a spoofed DoS 
attack, the attack can go undetected. Moreover, if an attack spoofs IP addresses from within the subnet, the attack 
can go undetected as well. 
Nowadays DDoS attacks do not need to use source address spoofing to be effective. By exploiting a large number of 
compromised hosts, attackers do not need to use spoofing to take advantage of protocol vulnerabilities or to hide 
their locations. For example, each legitimate HTTP Web page request from 10,000 compromised hosts can bypass 
any ingress/egress filtering, but in combination they can constitute a powerful attack. Hence, ingress and egress 
filtering are ineffective to stop DDoS attacks. 
2) Router based packet filtering 
Route based filtering, proposed by Park and Lee [23], extends ingress filtering and uses the route information to 
filter out spoofed IP packets. It is based on the principle that for each link in the core of the Internet, there is only a 
limited set of source addresses from which traffic on the link could have originated. If an unexpected source address 
appears in an IP packet on a link, then it is assumed that the source address has been spoofed, and hence the packet 
can be filtered. RPF uses information about the BGP routing topology to filter traffic with spoofed source addresses. 
Simulation results show that a significant fraction of spoofed IP addresses can be filtered if RPF is implemented in 
at least 18% of ASs in the Internet. However, there are several limitations of this scheme. The first limitation relates 
to the implementation of RPF in practice. Given that the Internet contains more than 10,000 ASs, RPF 
  
                                                             6. CONCLUSION 
 
In this paper, the numerous approaches have been proposed to counter the DDoS attack which is  a complex and a 
serious problem . The multitude of current attack and defense mechanisms obscures the global view of the DDoS 
problem. It is important to recognize and understand trends in attack technology in order to effectively and 
appropriately evolve defense and response strategies. In this paper the architecture of the DDoS  attacks , the various 
tools which are used to implement the  DDoS attacks has been presented . The prevention  mechanism of the DDoS  
attacks and its various techniques has also been represented .The DDoS attack and prevention  mechanism outlined 
in this paper are useful to the extent that they clarify the thinking and guide  to more effective solutions to the 
problem of DDoS. 
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