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Abstract 
 
In cloud computing, clients usually outsource their data to the cloud storage servers to reduce the management costs. In today’s 
generation storing data in cloud in the sense everyone feels like a hectic work in terms of security and protection. Cryptography 
is one of the way that where the data is going to be encrypted and later decrypted to provide the security for our user valuable 
and confidential information. those are something like paas,saas, Dpaas etc., In this paper, we present a scheme, termed efficient 
information retrieval for ranked query (EIRQ), based on an aggregation and distribution layer (ADL), to reduce querying 
overhead incurred on the cloud. In EIRQ, for each and every data rank is going to give be given based on that particular rank 
only values are going to be retrieve and will produce the results. A user can retrieve files on demand by choosing queries of 
different ranks. This feature is useful when there are a large number of matched files, but the user only needs a small subset of 
them. In this way we are going to provide the better security for retrial of images by following concerns. 

 
Index Terms—Cloud computing, cost efficiency, Data sharing & Security,  
 
1 Introduction 
 
96% of common people used to think that cloud is the best place to store and retrieve the values virtually, and 62% 
of business entrepreneurs used to think that cloud is the best place to store the content but the case about security 
from hackers. To make use of these resources we need search mechanisms that distill the information relevant to 
each user. Normally, such mechanisms require the user to provide a server with a query such as a textual keyword 
that the server will compare against the documents in some large data set. This model becomes problematic for 
applications in which the user would like to hide the search criteria. A user might want to protect the privacy of his 
search queries for a variety of reasons, including protection of commercial interests and personal privacy. Such 
privacy issues were brought into the spotlight in 2005 when the U.S. Department of Justice subpoenaed records of 
search terms from popular web search engines.  
 

Trivially, search privacy may be obtained by down- loading the entire remote resource to the client machine and 
performing the search locally. However, this is typically infeasible due to the large size of the data to be searched, 
the limited bandwidth between the client and a remote entity, or the unwillingness of a remote entity to disclose the 
entire resource to the client. 
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To make private searching applicable in a cloud environment, previously so many things would be there which 
won’t be worked out properly those details are given as  (COPS), where a proxy server, called the aggregation and 
distribution layer (ADL), is introduced between the users and the cloud. The ADL deployed inside an organization 
has two main functionalities: aggregating user queries and distributing search results.  
 
Under the ADL, the computation cost incurred on the cloud can be largely reduced, since the cloud only needs to 
execute a combined query once, no matter how many users are executing queries. Furthermore, the communication 
cost incurred on the cloud will also be reduced, since files shared by the users need to be returned only once. Most 
importantly, by using a series of secure functions, COPS can protect user privacy from the ADL, the cloud, and 
other users. 
 
 
2. Workflows 
 
A workflow is a depiction of a sequence of operations, declared as work of a person, work of a simple or complex  
mechanism,  work  of  a  group  of  persons,  work  of  an  organization  of  staff,  or  machines. Workflow may be 
seen as any abstraction of real work, segregated in work share, work split or whatever types of ordering. For 
control purposes, workflow may be a view on real work under a chosen aspect, thus serving as  a  virtual  
representation  of  actual  work.  The flow being described often refers to  a document that is being transferred from 
one step to another .  
A  workflow  is  a  model  to  represent  real  work  for  further  assessment,  e.g.,  for  describing  a  reliably 
repeatable  sequence  of  operations.  More  abstractly,  a  workflow  is  a  pattern  of  activity  enabled  by  a 
systematic organization of resources, defined roles and mass, energy and information flows, into a work process 
that can be documented and learned. Workflows are designed to achieve processing intents of some sort, such as 
physical transformation, service provision, or information processing. A workflow can be represented by a directed 
graph that represents data-flows that connect loosely and tightly coupled (and often asynchronous) processing 
components. One such graph is shown in Figure 1. It illustrates a Workflow as a part of Experiment Builder in 
Lead Project.   
 
3. Cloud Computing 
 
Cloud computing is a paradigm that focuses on sharing data and computations over a scalable network of nodes. 
Examples of such nodes include end user computers, data centres, and Web Services. We term such a network of 
nodes as a cloud. An application based on such clouds is taken as a cloud application [9].  Basically  cloud  is  a  
metaphor  for  internet  and  is  an  abstraction  for  the  complex  infrastructure  it conceals. The main idea is to use 
the existing infrastructure in order to bring all feasible services to the cloud and make it possible to access those 
services regardless of time and location.  Whether it’s called Cloud Computing or On-demand Computing, 
Software as a Service, or the Internet as Platform,  the  common  element  is  a  shift  in  the  geography  of  
computation.  When  you  create  a spread sheet  with  the  Google  Docs  service,  major  components  of  the  
software  reside  on  unseen computers, whereabouts unknown, possibly scattered across continents. The shift from 
locally installed programs to cloud computing is just getting under way in earnest. Shrink- wrap  software  still  
dominates  the  market  and  is  not  about  to  disappear,  but  the  focus  of  innovation indeed  seems  to  be  
ascending  into  the  clouds.  Some substantial fraction of computing activity  is migrating away from the desktop 
and the corporate server room. The change will affect all levels of the computational  ecosystem,  from  casual  user  
to  software  developer,  IT  manager,  even  hardware manufacturer. 
 
 
4 Related Works 
 
There are several problems related to private searching, including searching on encrypted data (in this case the data 
is encrypted and the query is unencrypted) [3, 4], single-database private information retrieval (PIR) [5, 6], and 
oblivious transfer [7, 8, 9], with the most closely related problem. 
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Additionally, their scheme the keywords of each query to be selected from a public, unencrypted dictionary. In 
many applications, including a user's search keywords in the public dictionary. 
 
Our previous work [7] was the first to make private searching techniques applicable to a cloud environment. 
However, Ref. [7] requires the cloud to return all of the matched files, which may cause a waste of bandwidth when 
only a small percentage of files are of interest. To alleviate the problem, we introduced the concept of differential 
query services in [14]. The main difference between this work and [14] is that we provide two extensions to 
address different aspects of the problem, and we conduct extensive experiments on a real cloud to verify the 
effectiveness of the proposed schemes. 
 
5. Problem Statements 
 
In this section we review the problem of private searching. In a private searching scheme a client will create an 
encrypted query for the set of keywords that he is interested in. The client will give this encrypted query to the 
server. And that key will be handled and taking care by the admin or else any tpa(trusted third party). 
 
 

6. Proposed System 

To save the data from unauthorized users we have come to know about new salvation that is adl systems through 
we could be provide necessary information as per user requirements. The staff members, as the authorized users, 
send their queries to the ADL, which will aggregate user queries and send a combined query to the cloud. Then, the 
cloud processes the combined query on the file col- lection and returns a buffer that contains all of matched files to 
the ADL, which will distribute the search results to each user. To aggregate sufficient queries, the organization may 
require the ADL to wait for a period of time before running our schemes, which may incur a certain querying 
delay. In the supplementary file, we will discuss the computation and communication costs as well as the querying 
delay incurred on the ADL. 
 

 
 

Fig1.  System model. 
 
To further reduce the communication cost, a differential query service is provided by allowing each user to retrieve 
matched files on demand. Specifically, a user selects a particular rank for his query to determine the percentage of 
matched files to be returned. This feature is useful when there are a lot of files that match a user’s query, but the 
user only needs a small subset of them. 
 
7. Implementation 

Implementation is the stage of the project when the theoretical design is turned out into a working system. Thus it 
can be considered to be the most critical stage in achieving a successful new system and in giving the user, 
confidence that the new system will work and be effective. 

The implementation stage involves careful planning, investigation of the existing system and it’s constraints on 
implementation, designing of methods to achieve changeover and evaluation of changeover methods. 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 4, April 2014, Pg: 374- 377 

                          M. Nagaraju , IJRIT                                                                                                                                        377 

 

Main Module Code:- 

   public class Login extends HttpServlet { 

    String username=""; 

    String uid=""; 

    public void doPost(HttpServletRequest req, HttpServletResponse res) throws IOException,ServletException { 

        uid = req.getParameter("uid"); 

        username=req.getParameter("uname"); 

 

        password = req.getParameter("pass"); 

  //department=req.getParameter("department"); 

  HttpSession sn = req.getSession(true); 

        sn.setAttribute("uname",username); 

        System.out.println(username); 

        //sn.setAttribute("dpm",department); 

  RequestDispatcher rd; 

        try { 

 

8. Conclusions 

In our paper we are mainly focussing on how to get the exact result from the cloud previously we used to get the 
data as per user requirement but not accurately that drawback is been achieved now, in order to establish the private 
search, the client has a onetime cost of approximately 10 MB to 100 MB in upload bandwidth, based on various 
trades. Several times per day they download about 500 KB to 7 MB of new search results, allowing up to about 500 
articles per time interval. After receiving the encrypted results. However, in the EIRQ schemes.    
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