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ABSTRACT 

Passwords are used for – 

• Authentication (Establishes that the user is who they say they are). 

• Authorization (The process used to decide if the authenticated person is allowed to access specific 

information or functions) 

• Access Control (Restriction of access includes authentication & authorization). 

Mostly user select password that is predictable. This happens with both graphical and text based passwords. 

Users tend to choose memorable password, unfortunately it means that the passwords tend to follow predictable 

patterns that are easier for attackers to guess. While the predictability problem can be solved by disallowing user 

choice and assigning passwords to users, this usually leads to usability issues since users cannot easily 

remember such random passwords. Number of graphical password systems have been developed, Study shows 

that textbased passwords suffers with both security and usability problems. According to a recent news article, a 

security team at a company ran a network password cracker and within 30 seconds and they identified about 

80% of the passwords. It is well know that the human brain is better at recognizing and recalling images than 

text, graphical passwords exploit this human characteristic. 

Click cued points is a click-based graphical password scheme, a cued-recall graphical password technique. 

Users Click on one point per image for a sequence of images. The next image is based on the previous click-

point. Performance was very good in terms of speed, accuracy, and number of errors. Users preferred CCP to 

PassPoint, saying that selecting and remembering only one point per image was easier, and that seeing each 

image triggered their memory of where the corresponding point was located. CCP also provides greater security 

than PassPoints because the number of images increases the workload for attackers.  
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1. Introduction 

 
Various graphical password schemes have been proposed as alternatives to text-based passwords. Research 

and experience have shown that text-based passwords are fraught with both usability and security problems that 

make them less than desirable solutions. Psychology studies have revealed that the human brain is better at 
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recognizing and recalling images than text. Graphical passwords are intended to capitalize on this human 

characteristic in hopes that by reducing the memory burden on users, coupled with a larger full password space 

offered by images, more secure passwords can be produced and users will not resort to unsafe practices in order 

to cope.  

In this paper, I propose a new click-based graphical password scheme called Cued Click Points (CCP). It 

can be viewed as a combination of PassPoints , Passfaces , and Story. A password consists of one click-point per 

image for a sequence of images. The next image displayed is based on the previous click-point so users receive 

immediate implicit feedback as to whether they are on the correct path when logging in. CCP offers both 

improved usability and security.  

Users could quickly create and re-enter their passwords. Another feature of ccp is the immediate implicit 

feedback telling the correct user whether their latest click-point was correctly entered. Each click results in 

showing a next-image, in effect leading users down a “path” as they click on their sequence of points. A wrong 

click leads down an incorrect path, with an explicit indication of authentication failure only after the final click. 

Users can choose their images only to the extent that their click-point dictates the next image. If they dislike the 

resulting images, they could create a new password involving different click-points to get different images. In 

the proposed work we have integrated sound signature to help in recalling the password. No system has been 

devolved so far which uses sound signature in graphical password authentication. Study says that sound 

signature or tone can be used to recall facts like images, text etc. In daily life we see various examples of 

recalling an object by the sound related to that object. My idea is inspired by this novel human ability. 

 

2. Existing System 

In the existing system, Brostoff and sasse carried out an empirical study of pass faces, which illustrates 

well how a graphical password recognition system typically operates. Blonderstyle passwords are based on cued 

recall. A user clicks on several previously chosen locations in a single image to log in. As implemented by 

Passlogix Corporation, the user chooses several predefined regions in an image as his or her password. To log in 

the user has to click on the same regions in effect, cued click points (ccp) is a proposed alternative to pass 

points. In ccp, users click one point on each of 5 images rather than on five points on one image. It offers cued-

recall and introduces visual cues that instantly alert valid users if they have made a mistake when entering their 

latest click-point (at which point they can cancel their attempt and retry from the beginning). It also makes 

attacks based on hotspot analysis more challenging. Each click results in showing a next-image, in Effect 

leading users down a “path” as they click on their sequence of points. A wrong click leads down an incorrect 

path, with an explicit indication of authentication failure only after the final click. Users can choose their images 

only to the extent that their click-point dictates the next image. While the predictability problem can be solved 

by disallowing user choice and assigning passwords to users, this usually leads to usability issues since users 

cannot easily remember such random passwords. Number of graphical password systems have been developed, 

Study shows that text-based passwords suffers with both security and usability problems. The problem with this 

scheme is that the number of predefined regions is small, perhaps a few dozens in a picture. The password may 

have to be up to 12 clicks for adequate security, again tedious for the user. Another problem of this system is the 

need for the predefined regions to be readily identifiable. 
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3. Drawbacks of Existing System  

It seems obvious that some areas of an image are more attractive to users as click-points. If this phenomenon is 

too strong, the likelihood that attackers can guess a password significantly increases. If attackers learn which 

images are being used, they can select a set of likely hotspots through image processing tools or by observing a 

small set of users on the target image and then building an attack dictionary based on those points. 

3.1 Password 

Shoulder Surfing:As the name implies, shoulder surfing is watching over people's shoulders as they process 

information. Examples include observing the keyboard as a person types his or her password, enters a PIN 

number, or views personal information. Because of their nature, nearly all password schemes are quite 

vulnerable to shoulder surfing. Most of the existing schemes simply circumvent the problem by stating that 

passwords should only be used with handheld devices or workstations set up in such a way that only one person 

can see the screen at the time of login. While it is usually possible to ensure that there are no people looking 

over one's shoulder at the time of login. 

Dictionary Attack:Another drawback of alpha-numeric password is the dictionary attack. Because of the 

difficulty in remembering random strings of characters, most users tend to choose a common word, or a name. A 

dictionary attack tries only those possibilities which are most likely to succeed, typically derived from a list of 

words for example a dictionary (hence the phrase dictionary attack) or a bible etc. Generally, dictionary attacks 

succeed because many people have a tendency to choose passwords which are short (7 characters or fewer), 

single words found in dictionaries or simple, easily-predicted variations on words, such as appending a digit 

here are several tools that allow an individual to crack passwords by automatically testing all the words that 

occur in dictionaries or public directories. This attack will usually not uncover the password of a predetermined 

user; but studies have shown that this attack is usually successful in finding valid passwords of some users of a 

given system. 

Brute Force Attack:Brute force attack or exhaustive key search is a strategy that can in theory be used against 

any encrypted data by an attacker who is unable to take advantage of any weakness in an encryption system that 

would otherwise make his task easier. It involves systematically checking all possible keys until the correct key 

is found. In the worst case, this would involve traversing the entire space. The key length used in the encryption 

determines the practical feasibility of performing a brute force attack, with longer keys exponentially more 

difficult to crack than shorter ones. Brute force attacks can be made less effective by obfuscating the data to be 

encoded, something that makes it more difficult for an attacker to recognize when he has cracked the code. One 

of the measures of the strength of an encryption system is how long it would theoretically take an attacker to 

mount a successful brute force attack against it. 

4. Proposed System 

In the proposed work I have integrated sound signature to help in recalling the password. No system 

has been devolved so far which uses sound signature in graphical password authentication. Study says that 
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sound signature or tone can be used to recall facts like images, text etc. In daily life we see various examples of 

recalling an object by the sound related to that object enters User ID and select one sound frequency which he 

want to be played at login time, a tolerance value is also selected with will decide that the user is legitimate or 

an imposter. To create detailed vector user has to select sequence of images and clicks on each image at click 

points of his choice. Profile vector is created. Finally Random Numbers are generated for user unique 

identification and automatically send SMS to user mobile 

4.1 Graphical password strategy (GPS) is a promising solution to the existing system. Graphical password 

strategy (GPS) is an authentication system that works by having the user select from image, in a specific order, 

presented in a graphical user interface (GUI). Human beings live and interact in an environment where the sense 

of sight is predominant for most activities; our brains are capable of processing and storing large amounts of 

graphical information with ease. While we may find it very hard to remember a string of fifty characters, we are 

able easily to remember faces of people, places we visited, and things we have seen. These graphical data 

represent millions of bytes of information and thus provide large password spaces. Thus, graphical password 

schemes provide a way of making more human-friendly passwords while increasing the level of security. 

During the system analysis we evaluated complexity to remember the text and graphical password with human 

users. The results of the evaluation were promising with respect to memorability of the graphical password. In 

our image study we compared user performance on four everyday images. The results indicate that there were 

few significant differences in performance of the images. This preliminary result suggests that many images 

may support memorability in graphical password systems.  

4.2 Features of graphical passwords: Dictionary attacks are infeasible, partly because of the large password 

space, but mainly because there are no pre-existing searchable dictionaries for graphical information. It is also 

difficult to devise automated attacks. Whereas we can recognize a person's face in less than a second, computers 

spend a considerable amount of time processing millions of bytes of information regardless of whether the 

image is a face, a landscape, or a meaningless shape. 

� Humans process graphical images easily 

� Associate image to events or people  

� Difficult to implement attacks 

 

4.3 User Choice in Graphical Password Schemes 

- Tested the strength of pass face passwords and story passwords. 

- People tend to select certain pictures based on gender and race (i.e. the password may be easily broken 

or guessed). 

- People tended to forget the stories they had made up to go with the sequence of picture icons. 

 

Results: 

� Users do not pick good passwords 

� There should be a limit to the number of incorrect guesses 

� Users must be educated on how to pick better passwords 

� Graphical passwords must be easy to remember 


