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Abstract 
The main purpose of writing this paper is to enable the students, computer users and novice researchers 
about spoofing attacks. Spoofing means impersonating another person or computer, usually by providing 
address.  Spoofing involve some type false. Representation of  information. This paper discusses about the 
attacks using IP spoofed packets and a wide variety of methods for detecting spoofed packets. These 
Include both active and passive host-based methods as well as the more commonly discussed routing –
based methods. Additionally, we present the results of experiments to verify the effectiveness of passive 
methods. This paper also discuss about the attacks launched through spoofing. 

1. Introduction  

Today, the Internet has become an essential part of our everyday life and many important and crucial 
services like banking, shopping, transport, health, and communication are partly or completely dependent 
on the Internet. According to recent studies the number of hosts connected to the internet has increased to 
almost 400 million and there are presently more than 1 billion users of the Internet. The attack on the 
internet by the hackers has also increased. The attackers started using spoofing techniques for attacking. 
Spoofing can take on many forms in the computer world, all of which involve some type false depiction of 
information. There are a variety of methods and types of spoofing. 

• IP Spoofing 
• ARP Spoofing 
• E-Mail Spoofing 
• Web Spoofing 
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• DNS Spoofing 
IP spoofing, also known as IP address forgery is a method in which an attacker attacks on a host by 
masquerading as a trusted host.  Main purpose behind IP spoofing is to mask true identity of the sender by 
imitating another computing system. By employing IP spoofing, attackers remain hidden from detection 
and put a considerable limitation on the destination network or victim for policing attack packets.  In this 
paper, we are surveying some of the techniques that help to solve or limit the IP spoofing problem. 
 

2. IP Spoofing 

IP spoofing is used to gain unauthorized access to a computer. The attacker forwards packets to a computer 
with a source address signifying that the packet is coming from a trusted port or system. Attackers must go 
through some complex steps to accomplish the task of IP spoofing. They must: 

• Attain a target. 
• Obtain an IP address of a trusted machine. 
• Inactivate communication of the trusted machine 
• Sample a communication between the target and trusted hosts 
• Estimate the sequence numbers of the trusted machine. 
• Transform the packet headers so that it appears that the packets are coming from the trusted host. 
• Attempt connection to an address authenticated service or port. 
• If successful, the attacker will plant some kind of backdoor access for future reference. 

System A imitates system B by sending B's address instead of its own. The reason for doing this is that 
systems tend to function within groups of other ``trusted'' systems. This trust is instigated in a one-to-one 
fashion; system A trusts system B. IP spoofing occurs in the following manner: if system A trusts system B 
and system C spoofs system B, then system C can gain otherwise denied access to system A. This is all 
made possible by means of IP address validation, and if the packets are coming from external sources- 
poorly configured routers. 
 
3. Attacks launched through Ip spoofing 

 
3.1 Blind spoofing: 
In this type of attack, an attacker outside the perimeter of the local network transmits multiple packets to 

his anticipated target to receive a series of sequence numbers, which are generally used to accumulate 

packets in the order in which they were intended -- Packet 1 is to be read first, then Packet 2, 3 and so on. 

The attacker is blind to how transmissions take place on this network, so he needs to persuade the machine 

into responding to his own requests so he can study the sequence numbers. 

By knowing the sequence number, the attacker can falsify his identity by inserting data into the stream of 

packets without having to have authenticated himself when the connection was first established. (Generally, 

current operating systems employ random sequence number generation, so it's more difficult for attackers 

to predict the correct sequence number of packets.) 

3.2 Non-blind spoofing 
 In this type of attack, the cracker resides on the same subnet as his intended target, so by sniffing the wire 

for existing transmissions, he can understand an entire sequence/acknowledge cycle between his target and 

other hosts (hence the cracker isn't "blind" to the sequence numbers). 

Once the sequence is known, the attacker can hijack sessions that have already been built by disguising 

himself as another machine, bypassing any sort of authentication that was previously conducted on that 

connection. 
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3.3 Denial-of-service attack: 
 To keep a large-scale attack on a machine or group of machines from being detected, spoofing is often 

used by the malefactors responsible for the event to disguise the source of the attacks and make it difficult 

to shut it off. Spoofing takes on a whole new level of severity when multiple hosts are sending constant 

streams of packet to the DoS target. In that case, all the transmissions are generally spoofed, making it very 

difficult to track down the sources of the storm. 

 

3.4 Man-in-the-middle attack: 
 Imagine two hosts participating in normal transmissions between each other. In a man-in-the-middle 

attack, a malicious machine intercepts the packets sent between these machines, alters the packets and then 

sends them on to the intended destination, with the originating and receiving machines unaware their 

communications have been tampered with; this is where the spoofing element enters the equation. 

Typically, this type of attack is used to get targets to reveal secure information and continue such 

transmissions for a period of time. 
 
4. Methods of ip traceback 
 
The agenda behind IP trace back is to identify the true IP address of a host originating attack packets. 
Normally, we can do this by inspecting the source IP address field of an IP packet. Because a sender can 
easily forge this information, however, it can hide its identity. Identifying the true IP address of the attacker 
host, we can also reveal the information about the organization, such as its name and the network 
administrator's e-mail address, from which the attack originated. With IP trace back technology, we can 
find the true IP address of the host originating the packet. To implement IP trace back in a system, a 
network administrator updates the firmware on the existing routers to the trace back support version, or by 
deploying special tracing equipment at some point in the network.  
 

                                                     
Fig 1 

 
4.1 Hop-by-Hop IP Traceback 
The most common method in use today for tracking and tracing attacks is hop -by-hop trace back. This 
method is only suitable for tracing large, continuous packet flows that are presently in progress, such as 
those generated by on-going denial-of-service (DoS) packet flood attacks. In a DoS flood attack, the source 
IP addresses are usually spoofed (i.e., they are forged addresses inserted into the source address field of a 
packet to disguise the true IP address of the machine that originated the packets), so tracing is employed to 
find the true origin of the attack For example, let us suppose that the victim of a flood attack has just 
reported the attack to their ISP (Internet Service Provider). First, an ISP administrator recognises the ISP’s 
router that is closest to the victim’s machine. Using the diagnostic, debugging, or logging features available 
on many routers, the administrator can typify the nature of the traffic and decide the input   link on which 
the attack is arriving. The administrator then moves on to the upstream router (i.e., the router one previous 
hop away that is carrying attack packets toward the victim). The administrator recaps the diagnostic 
procedure on this upstream router, and 
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continues to trace backwards, hop -by-hop, until the source of the attack is found inside the ISP’s 
administrative domain of control (such as the IP address of a customer of the ISP) or, more likely, until the 
entry point of the attack into the ISP’s network is identified. The entry point is typically an input link on a 
router that boundaries another provider’s network. Once the entry point into the ISP’s network is identified, 
the bordering provider carrying the attack traffic must be reported and asked to continue the hop-by-hop 
traceback. Often there is little or no economic incentive for such cooperation. 
 
4.2 Ingress Filtering 
Many of the attacks on the Internet by attackers are accomplished using attack packets with spoofed source 
addresses. The occurrence of packets with spoofed source addresses, and their ability to transit the Internet, 
can be greatly restricted through cooperative efforts by ISPs, which uses a basic packet filtering tactic 
called network ingress filtering. For example, assume that an ISP provides Internet connectivity to a 
customer network and assigns him a fixed set of IP addresses. Assume that router R provides connectivity. 
In order to limit the IP source address spoofing, the ISP places an ingress (input) filter on the input link of 
router R, which carries packets from the customer network into the ISP’s network and onto the Internet. 
The ingress filter is set to forward along all packets with source addresses that belong to the known set of 
IP addresses allocated to the customer network by the ISP, but the filter rejects (and optionally logs as 
suspicious) all packets that contain source IP addresses that do not match the valid range of the customer’s 
known IP addresses. Hence, packets with source addresses that could not have legitimately originated from 
within the customer network will be dropped at the entry point to the ISP’s network. The widespread use of 
ingress filtering by all service providers would greatly limit the ability of an attacker to generate attack 
packets utilizing a broad range of spoofed source addresses, making tracking, and tracing the attacker a 
much easier task. Any attacker located within the customer network, in our example above, 
would either have to generate packets that carry the attacker’s legitimate source address or (at worst) spoof 
a source address that lies within the set of IP addresses assigned to the customer network. So, even in the 
worst case, an attack initiating within the customer network in our example can be traced to some machine 
in that customer network, simply by reading the source address on the attack packet. With the assistance of 
the administrator of the customer network, the search for the attacker can then proceed in a greatly 
narrowed search space. 
 
5. Spoofed packets detection methods 
 
Detection methods can be classified as those requiring router support, active host-based methods, passive 
host-based methods, and administrative methods. Administrative methods are the most commonly used 
methods today. When an attack is observed, security personnel at the attacked site contact the security 
personnel at the supposed attack site and ask for corroboration. This is extremely inefficient and generally 
fruitless. An automated method of determining the whether packets are likely to have been spoofed is 
clearly needed. This section describes a number of such methods. 

 
Fig 2 

 
5.1 Routing methods 
Routers (or IP level switches) know which IP addresses originate with which network interface thus it is 
possible for them to identify packets that should not have been received by a particular interface. For 
example, a border router or gateway will know whether addresses are internal to the network or external. If 
the router receives IP packets with external IP addresses on an internal interface, or it receives IP packets 
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with an internal IP address on an external interface, the packet source is most likely spoofed. In the wake of 
recent denial-of-service attacks involving spoofed attack packets, ISPs and other network operators have 
been insisted to filter packets using the above-described method. Filtering inbound packets, known as 
ingress filtering, protects the organization from outside attacks. Similarly, filtering outbound packets 
inhibits internal computers from being involved in spoofing attacks. Such filtering is known as egress 
filtering. It is remarkable to note that if all routers were configured to use ingress and/or egress filtering, 
attacks would be limited to those staged within an organization or require an attacker to undermine a router. 
Internal routers with a strong notion of inside/outside can also detect spoofed packets. However, certain 
network topologies may contain redundant routes making this distinction unclear. In these cases, host based 
methods can be used at the router. A number of IP addresses are reserved by the IANA for special 
purposes. These are listed in table 1. The addresses in the first group are private addresses and should not 
be routed beyond a local network. Seeing these on an outside interface may indicate spoofed packets. 
Depending on the particular site, seeing these on an internal address would also be suspicious. The other 
addresses in table 1 are special purpose, local only addresses and should never be seen on an outer interface 
.Many firewalls look for the packets defined in this section. Typically they are dropped when received. 
Because firewalls have been a popular security product, research into routing methods has been active.  
Most all research has been in this area. Routers can also take a more active role in detecting spoofed 
packets. A number of progressive router projects have dealt with this and spoofed packet traceback .We 
have proposed a number of proactive methods that can be used to detect and prevent spoofed packets. One 
limitation of routing met hoods is that they are effective only when packets pass through them. An attacker 
on the same subnet as the target could still spoof packets. When both the attacker and the target are in the 
same Ethernet, both the source IP address and the Ethernet MAC would be spoofed. If the spoofed source 
address was an external address, the MAC would be that of the router. This implies that other methods are 
required. 
  
 

 
Fig 3 

 
5.2 Non-routing methods 
Computers receiving a packet can determine if the packet is spoofed by a number of active and passive 
ways. We use the term active to mean the host must perform some network action to verify that the packet 
was sent from the claimed source. Passive methods require no such action; however an active method may 
be used to validate cases where the passive method specifies the packet was spoofed. 
 
5.3 Active Methods 
Active methods either make queries to determine the true source of the packet (reactive), or affect protocol 
specific commands for the sender to act upon (proactive). These methods have an benefit over routing 
methods in that they do not require cooperation between ISPs and can be effective even when the attacker 
is on the same subnet as the target. Active methods necessitate a response from the claimed source. Only if 
the spoofed host is active (i.e. connected to the network and receiving and processing packets) can it be 
investigated. A host that is heavy firewalled and cannot respond to probes is effectively inactive. Because 
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inactive hosts are usually used as source addresses in spoofed packets, if these packets are seen in an attack, 
it is likely they are spoofed. When hosts will not respond to any probes, passive methods will be required 
for legalization. 
 
5.3.1 TTL methods 
As IP packets are routed across the Internet, the time-to-live (TTL) field is decremented. This field in the IP 
packet header is used to avert packets from being routed endlessly when the destination host cannot be 
located in a fixed number of hops. It is also used by some networked devices to prevent packets from being 
sent beyond a host’s network subnet. The TTL is a useful value for detecting spoofed packets. 
 
5.3.2 IP Identification Number 
 The sending host increments the Identification Number (ID) in the IP header with each packet sent. 
Because this is a value that is easily probed and changes in its value are probable, we can use it to 
determine if a packet is spoofed. Unlike TTL values, IP ID numbers can be used to detect spoofed packets 
even when the attacker and the target are on the same subnet. If we send probe packets to the claimed 
source and we receive a reply, the ID values should be near the value of doubtful packets recently received 
from the host. Also, the ID values observed in the probe should be greater than the ID values in the 
doubtful packets. If not the packets were likely not sent by the claimed source. If the host associated with 
the claimed source is very active, the ID values may change rapidly. To be effective, the probes must be 
done very close in time to receipt of the questionable packets. 
 
5.3.4 OS Fingerprinting 
The above techniques illustrate aspects of the more general task of OS fingerprinting where a series of 
various probes are used to identify the operating system of a certain host. Active fingerprinting refers to 
direct probing of a computer, while passive finger printing refers to monitoring traffic and matching it to 
expected norms for different OSs. We can perform a restricted passive fingerprint as we observe network 
traffic from a particular host, then by comparing this to an active OS fingerprint, we can determine if the 
two are likely to be the same OS. If not we can infer the packets are spoofed. 
 
5.4 TCP Specific Methods 
 
5.4.1 Flow Control 
The TCP header includes a window size field. This is used to transfer the maximum amount of data the 
recipient can currently receive. This can also be interpreted as the maximum amount of data the sender can 
transmit without an acknowledgement from the recipient. This is known as  the TCP flow control method. 
If the window size is set to zero, the sender should not send more data. If the packets we are receiving are 
spoofed, then the sender will never see the recipient’s ACK (Acknowledgement) -packets. Thus the sender 
will not respond to flow control. If the recipient does not send any ACK-packets, the sender should stop 
after the initial window size is exhausted. If it does not, it is likely the packets are spoofed. One way of 
employing this check is to always send an initial window size that is extremely small. If packets received 
exceed this threshold, we can deduce the packets are spoofed. Because spoofing replies with the correct 
sequence number to multiple TCP packets may be challenging, most spoofed TCP connections do not 
progress past the first ACK-packet. This implies that the best chance to detect spoofed packets requires it 
be done in the handshake. Providentially the TCP handshake requires the host sending the initial SYN wait 
for the returned SYN -ACK prior to sending its first ACK packet. By setting the window size in the SYN-
ACK to zero, we can determine if the sender is receiving (and responding to) our packets. If the sender 
sends an ACK-packet with any data, we know the true source is not responding to our packets, and were 
probably a spoofed packet. 
 
5.4.2 Packet Retransmission 
TCP uses sequence numbers to determine which packets have been acknowledged. An ACK-packet 
communicates to the recipient that all packets it has sent, up to and including the packet with the sequence 
number in the packet has been successfully received. When a packet is received with an ACK-number that 
is less than the minimum expected, or greater than the maximum expected, the packet is dropped and as a 
way to resynchronize the connection, a reply with the minimum expected ACK-number is sent. We can 
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exploit these replies to probe for spoofed packets. By sending a probe packet, spoofed to be from the 
internal host, with an ACK number greater than the minimum expected, we can induce a resynchronization 
ACK from the host being probed. If the probe receives a RST in reply, we can deduce the connection was 
spoofed. A problem with this method is that it may lead to an ACK-storm as both sides attempt to 
resynchronize. This method is best performed on a firewall where the probe reply could be captured. This 
will prevent the internal host from seeing the reply, and will prevent an ACK-storm. 
 
5.4.3 Traceroute 
Traceroute is a widely used network tool to discover the route from the site. When used to detect spoofed 
packets, it may inform you the number of hops to the true source. Unfortunately it is very slow and 
generally fails when the site is being checked behind a firewall. If the firewall blocks the probing UDP 
packets (or the ICMP replies), the traceroute program will know only the number of hops to the firewall. 
However, when the firewall is more hops away from the monitored site than the true site, traceroute will 
return a hop count greater than expected of the questionable packet. In this case,  traceroute can be useful as 
a detector. Because of its performance, traceroute is a poor general technique for spoofed packet detection. 
However, in cases where the attacker is nearer the target than the true source site’s firewalls and the 
firewall will not allow probes to succeed, traceroute or similar techniques should be considered. The issues 
with traceroute introduce a different method of spoofed packet detection base only on previously observed 
packets. Because the TTL and ID fields are set by the true source, we can learn the expected values for a 
particular host.  
 
6. VARIOUS TECHNIQUES TO CONTROL IP SPOOFING  
 
6.1 Unicast Reverse Path Forwarding  
The Unicast Reverse Path Forwarding (uRPF) feature helps to mitigate problems that are caused by 
spoofed IP source addresses into a network by discarding IP packets that lack a verifiable IP source. When 
uRPF is used, the source address of IP packets is checked to ensure that the route back to the source uses 
the same interface that the packet arrived on. If the input interface is not a feasible path to the source 
network, the packet will be dropped. uRPF deflects IP spoofing attacks by only forwarding packets having 
source addresses that are valid and consistent with the IP routing table. This action protects the network of 
the ISP(Internet Service Provider), its customer and the rest of the Internet.  When uRPF is employed on an 
interface, the router examines all packets received as input on that interface. Router checks that each 
packets source address and source interface appears in the routing table and matches with the interface on 
which the packet was received. In other words uRPF checks to see if any packet received at a router 
interface arrives on one of the best return paths to the source of the packet. uRPF does this by doing a 
reverse lookup in the IP table. If the packet was received from one of the best reverse path routes, the 
packet is forwarded as normal. If there is no reverse path route on the same interface from which the packet 
was received, it might mean that the source address was modified or forged. If uRPF does not find a reverse 
path for the packet, the packet is dropped. 
 
6.2 Hop Count Filtering  
Idea behind Hop Count Filtering (HCF) is,  though attacker can spoof arbitrary any IP address, he cannot 
forge or control the number of hops a packet takes to reach a network or host. Hence most of the packets 
with spoofed address will have a different hop count than legitimate packets hop count. This hop count 
information can be obtained from time to live (TTL) field from the IP packet. Hop count information is not 
directly stored in IP header we can deduce it using information present in TTL field [3]. TTL is 8 bit field 
in an IP packet indicating lifetime of the packet in the internet. Upon received at router, value in the TTL 
field is decremented by one and then packet is forwarded to the next router or destination network. 
Therefore original TTL value minus number of hops to reach destination will give us final TTL value. But 
the problem is destination only knows the final TTL value. As there is no concurrency on the initial TTL 
value unless and until all operating systems use the same initial TTL, which is practically not the case. We 
cannot assume a single static initial TTL value for each IP address. However many widely used operating 
system selects initial value from 30, 32, 60, 64, 128 and 255 [4]. Very few internet hosts are separated by 
more than 30 hops; therefore we can deduce the initial TTL value of a packet by selecting next larger value 
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from the set of initial TTL values. In the case of value 30 and 32, and 60 and 64, a hop-count value for each 
of the two possible initial TTL values are computed and if either hop-count matches the packet is accepted. 
 
 
6.3 Path Identification  
Path Identifier (Pi) is a deterministic packet marking mechanism in which a path identifier is attached to 
each packet so that victim can know the path traversed by the packet. Each packet traveling along the same 
path carries the same Pi. This scheme is extremely light-weight, both on the routers for marking, and on the 
victims for decoding and filtering [5]. By attaching an identifier to each packet based on the router path that 
it traverse, victim can filter packet itself based on the path information carried by that packet. Suppose a 
router drops a packet because of spoofed address, it remembers the path identifier of the dropped packet 
and discards all the subsequent packet traversing along path same as dropped packet or having same path 
identifier. 
 
6.4 Source Address Validity Enforcement protocol  
This protocol when employed enforces all IP packets to carry correct source address. Source Address 
Validity Enforcement protocol (SAVE) is based on the building an incoming table that consists of 
association of each incoming interface of the router with different valid source address block. If such tables 
are deployed at many routers, choices of spoofing ad-dresses reduced to great extent. If such tables are 
deployed at many routers, choices of spoofing addresses reduced to great extent. Every router has a 
forwarding table that indicates the outgoing interface for a given destination. SAVE suggests that there 
must be an incoming interface for a source address. Suggesting all packets from specified address space can 
be reach to destination indicated in incoming table of the router. In  this way SAVE works very much 
similar to forwarding table, but in reverse fashion. Routing updates are propagated in between routers so 
that each router knows the network reachability information of other router, similarly SAVE up-dates must 
be propagated allowing routers on the path to destination to gain knowledge of valid incoming interface for 
a source address. A SAVE router thus periodically generates SAVE update message propagated toward 
each entry in its forwarding table so that a valid incoming interface is set up along the route. 
 
6.5 Packet Passport System  
Packet passport uses a light weight message authentication code (MAC) such as hash-based message 
authentication code (HMAC) or message authentication code based on universal hashing (UMAC). A 
passport is nothing but a sequence of autonomous system (AS) numbers and their MAC‟s. MAC‟s are 
computed using a secret key known only to the source and passport checking domain between source and 
destination. Therefore passports cannot be forged by cryptographic methods. As packet travels from source 
to destination, routers between them validate the passport. 
 
6.6 Network Ingress Filtering  
Network ingress filtering is a packet filtering technique used by many Internet service providers to try to 
prevent source address spoofing of Internet traffic. Network ingress filtering is a "good neighbor" policy 
explained with the help of fig. 6. In the example, the attacker belongs to network 115.12.16.112/8, and tries 
to start an attack with spoofing address other than its network address. 

7. Conclusions 

IP spoofing is a threat that can cause great damage in a network as it is being used as a tool in most of the 
popular at-tacks like DDoS, TCP SYN flood, SMURF attack etc. In this paper we have discussed several 
techniques to mitigate the problem of IP spoofing. Depending upon situation and requirement, a network or 
an ISP can employ one of the above techniques. Wide acceptance and use of these techniques is highly 
recommended as it will certainly increase the strength of network to in order to fight against IP spoofing. 
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