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Abstract 
 
In this paper, analysis for anomaly detection is presented. The method used a comparison between two different 
decision tree algorithm such as J4.8 and Random forest to detect probe attacks using NSL-KDD dataset. This paper 
describes briefly how the probe attack dataset has been used in detecting intrusive behavior and it also explains about 
two decision tree algorithms. Experimental result shows comparison between the two methods, which obtain best 
splitting and detect attacks more accurately than other existing machine learning techniques. The result shows best 
method to classify probe attack effectively. 
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1. Introduction 

 
 An Intrusion detection is defined as a set of action to compromise integrity, confidentiality or availability 
of a resource [1]. It deals with the malicious use of computer and network resources with exterior system 
intrusion and internal user’s non-authorized behavior. It can detect, prevent and react to the attack.it used to 
discover unauthorized user behavior or abnormal activity of the computer network security [1]. The two 
main categories of intrusion detection are misuse detection and anomaly detection. 
 
Data Mining is a non-trivial extraction of implicit, previously unknown, and imaginable useful information 
from data. It used to finds information that hidden in large volumes of data. The data mining techniques are 
used to find pattern and consistency in a given dataset [4]. It is an interdisciplinary filed which involves 
association, classification, clustering and visualization to design pattern. Now- a- days data mining is 
mainly used to solve problem of network intrusion based security attack [2]. From the data-centric point 
view, intrusion detection is a data analysis process. It maps data item into one of several pre-defined 
categories.  The algorithms normally output "classifiers", for example, in the form of decision trees or rules. 
An ideal application in intrusion detection will be to gather sufficient "normal" and "abnormal" audit data 
for a user or a program, then apply a classification algorithm to learn a classifier that will determine audit 
data as belonging to the normal class or the abnormal class [3]. 
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The rest of the paper is organized as in section II is explains the probe attack in NSL-KDD dataset. Section 
III compares two decision tree algorithms. Section IV shows experimental analysis and section V draws 
some conclusion and future works. 
 
 

 
2. Dataset Description 

 
Mostly Researcher used DARPA 98 [9] and KDDcup99 [8] dataset to analysis their proposed methods for 
intrusion detection, but there are exist various statistical degradation in these dataset which result in poor 
evaluation of anomaly detection was proposed by Mahbod Tavalleein [6]. The inherent problem of KDD 
dataset leads to new sort of NSL KDD dataset that are mentioned in [6, 7]. It is very difficult to suggest 
existing networks, but it still can be applied as an effective benchmark data set to compare different 
intrusion detection methods.  
The statistical analysis shows that the degradation affects the system performance and result in very poor 
estimation in anomaly detection. To solve such issues, a new data set as, NSL-KDD is used, which consists 
of selected records from the complete KDD data set. The main advantage of NSL KDD dataset are [7] 
 

• No redundant records in the train set, so no biased result. 
•  No duplicate record in the test set, produce better reduction rates. 
• The selected records in each difficult level is inversely proportional to the percentage of records in 

the original KDD data set. 
 
The training dataset is consist of 21 different attacks out of the 37 present in the test dataset. The known 
attack types are those present in the training dataset and in addition novel attacks are present in test dataset 
i.e. not available in the training datasets. The major attack types are grouped into four categories: DoS, 
Probe, U2R and R2L. Table 1 shows the major attacks in Probe in both training and testing dataset. 

 
Table1: Attacks in Probe 

Probe Attack Names Training Attacks Testing Attacks 
Portsweep 2931 157 
ipsweep 3599 141 
nmap 1493 73 
satan 3633 735 
mscan 0 996 
Saint 0 319 
Total 11656 2421 
 
In Probe the attacker tries to gather information about a network systems for the apparent purpose of 
avoiding its security controls. IPsweep and Portsweep, sweep through IP addresses and port numbers form 
a victim network and host respectively looking for open ports that could potentially be used later in an 
attack. The total number of training attack be 11656 and the testing attack be 2421, the attack such as 
mscan and saint are present only in testing phase detection. 
 

3.  Proposed System 
 
3.1 Random Forest 
 
It is an ensemble learning method for classification and regression introduced by Lepetit et.al. [11]. It work 
based on decision tree to make best spilt form individual trees and classify the output based on split. It 
generate many decision tree classifier algorithm to bootstrap the sample that use combination of L tree 
based structure such as  {h(X, Ѳn), N=1, 2, 3…L}, where X denotes the input data and {Ѳn} is a family of 
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identical and dependent distributed random vectors. Every decision tree are selected randomly from the 
available data. The tree grows simultaneously based on number of split nodes to improve accuracy. The 
correlation between the trees are reduced due to its feature selection which improves the prediction power 
and increase efficiency. The main advantage of random forest are [12, 13]. 

• It overcomes the problem of over fitting  
• The training data are less sensitive to outlier data  
• Parameters can be set easily and eliminates the need for pruning the trees which improves 

accuracy. 
 

The main benefit of using random forest is use of bagging on samples which makes random subsets on 
variables to achieve better result. It can handle high dimensional data modelling such as missing values, 
continuous, categorical and binary data effectively [10]. The bootstrapping and ensemble pattern makes 
Random Forest robust to overcome the problems of over fitting and prune the trees. 
 
3.2 J48 Algorithm 
 
J48 algorithm may also be known as c4.5 which is a univariate decision tree method. This algorithm is an 
extension of ID3 algorithm and creates small trees based on divide and conquer approach to grow decision 
tree [14]. The basic features of J48 algorithm are 

• All artibute should belong to same class to split tree nodes. 
• Calculate information gain based on entropy method for each attribute. 
• Entropy are calculated based on measurement of uncertainty in random variable. 
• Find best splitting attribute based on current selection. 

The information gain are calculated using the formula  
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It first needs to create a decision tree based on the attribute values of the available training data. It 
discriminate the various instances and identify the attribute for the same, if there is any value for which the 
data instances falling within its category have the same value form the target variable, then it terminate that 
branch and assign the target value that have obtained [15]. 

 
4. Experimental Result Analysis 

 
The experimental analysis of the proposed work has been executed on Weka tool [5] using NSL-KDD 
dataset. The network has to distinguish the different kinds of anomaly based intrusions. In this paper 11656 
training dataset and 2421 testing samples with 41 attributes are used for analysis. The classification 
accuracy has been calculated based on two different decision tree algorithm such as random forest and J48. 
The experimental result shows the mean square error as 0.0145 for random forest and 0.0085 for J48. The 
accuracy for Random forest be 98.48 and 98.65% for J48 which shows that J48 has improved accuracy than 
random forest. The precision, recall and f-value of individual attack for J48 is shown in following table. 
 

Table 2: Performance of J48 classifier for probe attack 
Precision Recall F-Measure Attack 
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0.991 
 

0.986 
 

0.979     
 

ipsweep 
 

0.990 
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0.987     
 

satan 
 

0.988 
 

0.988 
 

0.983     
 

portsweep 
 

0.964 
 

0.975 
 

0.972     
 

nmap 
 

 
The error visualiziation of various probe attacks are shown in figure1. From the above table and figure its 
clar that the J48 is best than random forest to detect attacks more accurately than other existing methods. 
 

 
Fig1. Visualization of various Probe attack. 

 
5. Conclusion 
 

This paper presents a comparative analysis between two different decision tree algorithm such as random 
forest and J48 to detect probe attack. It also describes the nature various attacks in Probe, used for detecting 
intrusions. Decision tree are mainly used to make best split from data to improve accuracy in classification. 
From the above two algorithm it’s clear that J48 performs better than Random forest in accuracy and it also 
reduce mean square error which improves detection rate approximately to 98%. The paper also shows the 
visualization of various attacks using graphical representation. Future work includes testing other attacks as 
U2R and R2L and it also work on other real time environment. 
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