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                                                                              Abstract 
Most approaches in the literature on PUEA assume the presence of underlying sensor networks for localization of the 
malicious nodes. There are no analytical studies available in the literature to study PUEA in the presence of multiple 
malicious users in fading wireless environments. The Neyman-Pearson composite hypothesis test (NPCHT) is being 
studied on the basis to analysis to detect PUEA in fading wireless channels in the presence of multiple randomly 
located malicious users on the basis false alarm and miss detection. It is reviewed that there is a range of network radii 
in which PUEA are most successful. Review is taken for the same desired threshold on the probability of missing the 
primary use that be can achieved by the probability of successful PUEA 50% less than that obtained by NPCHT. 
 
1.  INTRODUCTION  

 
Cognitive radio networks are emerging wireless networks and a new paradigm in communications, aiming 
at resolving the spectrum crisis and allowing secondary spectrum licensing. In a cognitive radio network, a 
licensed user is called the primary user, whereas an unlicensed user is named the secondary user. If 
secondary users sense that primary users do not transmit, they can then use the spare spectrum for 
communications; otherwise, secondary users detect the presence of primary users and will restrain from 
transmitting. In this way, secondary users can make use of precious spectrum without interfering with the 
transmission of primary users. The success of cognitive radio networks, however, strongly depends on 
counteracting potential security threats and attacks. There are mainly two physical security attacks against 
cognitive radios: primary user emulation attacks and machine learning algorithm Attacks [4] [5] [6]. A 
primary user emulation attack exploits the intrinsic characteristic of secondary users that avoids interfering 
with the transmission of the primary user, whereas a machine learning algorithm attack compromises the 
ability of secondary users to learn the environment. In this paper, we focus on primary user emulation 
attacks. When primary users do not transmit, an attacker sends jamming signals that emulate those from 
primary users, so that normal Secondary users believe that a primary user is transmitting and are prevented 
from using the spare Spectrum. Such attacks are a new type of denial-of-service attacks against normal 
secondary users. Primary user emulation attacks and defenses have been studied in previous work [5] [2] 
[12].  The previous work, however, assumes that the transmit power of the attacker is fixed so that the 
underlying probability distributions of the received signal power from the primary user and the attacker are 
fundamentally different [12] [2]. In this paper, consideration is to more advanced attacks that can adapt the 
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transmit power to effectively jam the victim. A native defense strategy that focuses only on the probability 
of received signal power cannot counteract such advanced attacks was studied. 
 
2. PRIMARY USER EMULATION ATTACK 
 
One of the Cognitive Radio principles is that a secondary user is allowed to use a specific band as long as 
it’s not occupied by a primary user. However, once the secondary user detects the presence of a primary 
user, it must switch channels immediately to an alternative band in order not to cause interference to the 
primary user. [1]If the secondary user detects another secondary user using the same band Primary User 
 

 
Fig 1.  Primary user emulation attack: 

 
Emulation (PUE) attack [14][16] is carried out by a malicious secondary user emulating a primary user or 
masquerading as a primary user to obtain the resources of a given channel without having to share them 
with other secondary users .As a result, the attacker is able to obtain full bands of a spectrum. The 
motivation behind the attack is divided into two categories: Selfish PUE attack and Malicious PUE attack. 
In the Selfish PUE attack, the attacker’s goal is to increase its share of the spectrum resources. In addition, 
this attack can be conducted simultaneously by two attackers to establish a dedicated link between them. In 
the Malicious PUE attack, the attacker’s goal is to prevent legitimate secondary users from using the holes 
found in a spectrum. The PUE attack can target both types of cognitive radio Policy Radios and Learning 
Radios [1] with different severity. When dealing with policy radios, the effect of the attack vanishes as 
soon as the attacker leaves the channel. The secondary user will then sense that the spectrum is idle and 
claim it. On the other hand, when dealing with learning radios, information about primary users’ current 
and past behavior can be gathered in order to predict when they will leave the channel, i.e., make it idle. 
The attacker can then perform the PUE attack during these idle times. Now the attack will have a long term 
effect on secondary users and they might never use the affected channel ever again. As mentioned in [12], 
new and more sophisticated PUE attacks can be performed when having some knowledge about the 
cognitive radio network. For instance, an attacker can utilize the CRN’s “quiet periods” to perform PUE 
attacks. A quiet period is the time during which all secondary users refrain from transmitting to facilitate 
spectrum sensing.  
During these periods, any user whose received signal strength is beyond a certain threshold is considered a 
primary user. This CRN feature can be exploited by an attacker who transmits during “quiet periods” 
fooling the rest of the nodes as being a primary user. Another example is an attacker that performs new 
PUE attacks whenever the CRN makes a frequency handoff, i.e., switches from one channel to another, 
thus degrading the data throughput of the CRN or completely leading to DoS. Such an attack assumes that 
the attacker can find the next CRN in a limited time. Apart from the experimental PUE attacks, an 
analytical model is described in [7] to obtain the probability of successful PUE attacks on secondary users. 
The authors provided lower bounds on the probability of a successful attack using Fenton’s approximation 
and Markov inequality. Furthermore, next the approaches used to thwart PUE attacks. 

 
3. TYPES OF PUE ATTACKERS 
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Since the security problem caused by PUE attacks was identified, different types of PUE attacks have been 
studied. The different types of PUE attackers associated with their classification criteria were 
introduced.[9] 
 
3.1 Selfish & Malicious Attackers: A selfish attacker aims at stealing bandwidth from legitimate SUs 
for its own transmissions. The attacker will monitor the spectrum.[6] Once an unoccupied spectrum band is 
discovered, it will compete with the legitimate SUs by emulating the primary signal, e.g., SU3 and SU4 in 
A selfish attacker is a rational attacker in the sense that, if it is detected by the legitimate SUs and the SUs 
reclaim the spectrum opportunity by switching back to the band, it has to leave the band. The purpose of a 
malicious attacker, however, is to disturb the dynamic spectrum access of legitimate SUs but not to exploit 
the spectrum for its own Transmissions. Being different from a selfish attacker The malicious attacker may 
emulate a primary signal in both an unoccupied spectrum band and a band currently used by legitimate 
SUs. When an attacker attacks a band being used by a legitimate SU, there exists the possibility that the SU 
fails to discover the signal, and hence, interference occurs between the attacker and the legitimate SU [2]. 
 
3.2 Power-Fixed & Power-Adaptive Attackers: The ability to emulate the power levels of a primary 
signal is crucial for PUE attackers, because most of the SUs employ an energy detection technique in 
spectrum sensing. A power fixed attacker uses an invariable predefined power level regardless of the actual 
transmitting power of the Pus and the surrounding radio environment. Compared to the power fixed 
attacker, the power-adaptive attacker is smarter in the sense that, it could adjust its transmitting power 
according to the estimated transmitting power of the primary signal and the channel parameters [3]. 
Specifically, the attacker employs an estimation technique and a learning method against the detection by 
the legitimate SUs. It is demonstrated that such an advanced attack can defeat a naive defense approach that 
focuses only on the received signal power. 
 
3.3 Static & Mobile Attackers: The location of a signal source is also a key characteristic to verify the 
identity of an attacker. A static attacker has a fixed location that would not change in all round of attacks. 
By using positioning techniques such as Time of Arrival (ToA) or dedicated positioning sensors [8], the 
location of a static attacker could be revealed. A static attacker will be easily recognized due to the 
difference between its location and that of the PUs. A mobile attacker will constantly change its location so 
that it is difficult to trace and discover. A viable detection approach that exploits the correlations between 
RF signals and acoustic information is proposed in [4] to verify the existence of a mobile PUE attacker. 
 
4. IMPACT OF PUE ATTACKS IN CR  NETWORKS 
 
The presence of PUE attacks causes a number of troubles problems for CR networks. The list of potential 
consequences of PUE attacks is: 
 
• Bandwidth waste: The ultimate objective of deploying CR networks is to address the spectrum under-

utilization is caused by the current fixed spectrum usage policy. By dynamically accessing the 
spectrum “holes”, the SUs are able to retrieve these otherwise wasted spectrum resources. However, 
PUE attackers may steal the spectrum “holes” from the SUs, leading to spectrum bandwidth waste 
again. 

• QoS degradation: The appearance of a PUE attack may severely degrade the Quality-of-Service 
(QoS) of the CR network by destroying the continuity of secondary services. For instance, a malicious 
attacker could disturb the ongoing services and force the SUs to constantly change their operating 
spectrum bands. Frequent spectrum handoff will induce unsatisfying delay [7] and jitter for the 
secondary services. 

• Connection unreliability: If a real-time secondary service is attacked by a PUE attacker and finds no 
available channel when performing spectrum handoff, the service has to be dropped. This real-time 
service is then terminated due to the PUE attack. In principle, the secondary services in CR networks 
inherently have no guarantee that they will have stable radio resource because of the nature of dynamic 
spectrum access. The existence of PUE attacks significantly increases the connection unreliability of 
CR networks. 
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• Denial of Service: Consider PUE attacks with high attacking frequency; then the attackers may 
occupy many of the spectrum opportunities. The SUs will have insufficient bandwidth for their 
transmissions, and hence, some of the SU services will be interrupted. In the worst case, the CR 
network may even find no channels to set up a common control channel for delivering the control 
messages 

• Interference with the primary network: Although a PUE attacker is motivated to steal the 
bandwidth from the SUs, there exists the chance that the attacker generates additional interference with 
the primary network. This happens when the attacker fails to detect the occurrence of a PU. On the 
other hand, when the SUs are tackling a PUE attack, it is also possible to incorrectly identify the true 
PU as the attacker and interfere with the primary network. In any case, causing interference with the 
primary network is strictly forbidden in CR networks. 

 
 

5.  DETECTION APPROACHES FOR PUE ATTACKS 
 
In the literature, some detection approaches against PUE attacks have been presented. The existing 
detection approaches can be classified into energy detection, Received Signal Strength (RSS) based 
detection, feature detection, location verification and cooperative detection.[11][1] 
 
5.1 Energy Detection  
 
Energy detection is a simple but widely used approach for spectrum sensing in CR networks. It is also one 
of the basic approaches for the detection of PUE attacks. By measuring the power level of the received 
signal at the SU receiver and comparing it with that from the true PUs, the CR network could judge 
whether the signal comes from an attacker or not. However, a pure energy detector is not robust enough to 
tackle an advanced PUE attack. 
 
5.2 RSS-based Detection  
 
Received Signal Strength (RSS) based detection approach is discussed in [5], where the authors analyze the 
PUE attack in the CR network without using any location information. Thus, this detection approach does 
not need dedicated sensor networks. The PUE attackers are assumed to be distributed randomly around the 
SUs.  
 
5.3Feature Detection 
 
The approach proposed in [9] uses energy detection to identify the existing users in the frequency band. 
The approach then employs a cyclo stationary calculation to represent the features of the user signals, 
which are then fed into an artificial neural network for classification. As opposed to current techniques for 
detecting PUE attacks in CR. Networks, this approach does not require additional hardware or time 
synchronization algorithms in the wireless network. 
  
5.4 Location Verification 

Two location verification schemes are proposed in [2]. They are called Distance Ratio Test (DRT) and 
Distance Difference Test (DDT), respectively. In both schemes, dedicated cognitive nodes (SUs or a 
cognitive BS) with enhanced functionality are involved for location verification.[5],[4] DRT uses a 
Received Signal Strength (RSS) based method, where two dedicated cognitive nodes measure the RSS of 
the signal source and calculate the ratio of these two RSS to check whether it coincides with their distances 
to the true PU (e.g., a TV broadcast tower). Using DDT, the arrival time of the transmitted signal from the 
source is measured by the two dedicated cognitive nodes. The product of the time difference and the light 
speed is then compared to the distance difference from the true PU to the two dedicated nodes in order to 
identify source. 
 
5.5 Nyman-Pearson Composite Hypothesis 
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Test to detect PUEA (SYSTEM MODEL) 
The Nyman-Pearson composite hypothesis test can be used to distinguish between two hypotheses, given 
Some constraints on the miss probability. In our case, the two hypotheses are: 
H1 : Primary transmission in progress 
H2 : Emulation attack in progress. 
The observation space is the sample space of received power measured at the secondary user. It is observed 
that there are two kinds of risks incurred by a secondary user in this hypothesis test. [1] 
 
5.5.1 False Alarm 
 
 When the actual transmission is made by malicious users but the secondary decides that the transmission is 
due to the primary. In our case, this is also the probability of a successful PUEA. 
 
5.5.2 Miss Detection 
 
When the actual transmission is made by the primary transmitter but the secondary decides that the 
transmission is due to the malicious users. This is a serious concern if the good secondary does not wish to 
violate the spectrum etiquette. 
In our model all secondary and malicious users are distributed in a circular grid of radius R as shown in a 
primary user is located at a distance of at least dp from all other users. The energy based mechanisms to 
detect the presence of the primary is being considered. Typical energy based detection methods assume that 
the primary is present if the received signal strength is -93dBm [4]. Such a sensing technique will cause 
serious security issues if malicious users exist in the network. As described earlier, this detection method is 
susceptible to PUEA. In order to mitigate this threat, we devise two hypothesis based testing mechanisms 
to decide if the primary is transmitting or if an attack is in progress. The assumptions and mathematical 
terminologies needed to derive the hypothesis tests are listed below with a system model. 
1. There is no communication or co-operation between the secondary users. The PUEA on each secondary 
user can be analyzed independent of each other. 

 
Fig 2: A typical cognitive radio network in a circular grid of radius R consisting of good secondary users and malicious secondary 

users. No malicious users are present within a radius R0 about each good secondary user. A primary transmitter is located at a distance 
of at least dp from all other users. 

 
2. There are M malicious users in the system. M is a geometrically distributed random variable with the 
mean E [M] known to the secondary users. 
3. The primary transmitter is at a minimum distance of dp  from all the users. 
4. The positions of the secondary and the malicious users are uniformly distributed in the circular gird of 
radius R, and their positions are statistically independent of each other. 
5. For the secondary user fixed at polar co-ordinates (r0, θ0), no malicious users are present within a circle 
of radius R0 centered at (r0, θ0). R0 the “exclusive distance from the secondary user”. Without this 
restriction, the power received due to transmission from any subset of malicious users present within this 
grid will be much larger than that due to a transmission from a primary transmitter thus resulting in failed 
PUEA all the time [16]. We use the polar coordinate system for the rest of the paper. 
6. The co-ordinates of the primary transmitter are known to all the users in the system. 
7. The primary transmits at a power Pt and the malicious at a power Pm. Malicious nodes do not use power 
control 
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8. The RF signals from the primary transmitter and the malicious users undergo path loss and lognormal 
shadowing. The Rayleigh fading is assumed to be averaged out and can hence be ignored. This is because, 
the probabilities scale linearly with the mean of the Rayleigh fading, ∆, and ∆ =1 in most cases [18]. 

9. The shadowing loss (expressed in dB) at any secondary user both from the primary transmitter and from 
any malicious user is normally distributed with mean 0 and variance σ2, p and σ2m, respectively.  
10. We consider a free space propagation model for the signal from the primary transmitter and a two-ray 
ground model for the signal from the malicious users thus resulting in a path loss exponent of 2 for the 
propagation from the primary transmitter and a path loss exponent of 4 for the propagation from the 
malicious users. This is because; the primary transmitter is so far away from the secondary and malicious 
users that the signal due to multi-multi-path can be neglected. However, the distances from malicious users 
are not large enough to ignore the effects of multi-path [16]. Probability Density Function of the Received 
Signal. 
Let us consider M malicious users located at co-ordinates (rj , θj) 1≤ j ≤ M , where M  is distributed random 
variable . 
The probability mass function (pmf) of M, Pr(M=K),is therefore given by: 
   Pr (M=K) = (1 − �)��� p, k = 1, 2……    (1) 
Received power a5t secondary user from primary transmitter,  �	(�),is given by: 
     Pr(�) = Pt dp‾² Gp²,                                 (2) 

Where Gp² = 10
��
�� and 

 ��	 ∼ �(	0, ���) 
The total received power at the secondary node from all M malicious users is given by  
Pr(�) = 	∑ ��	� ‾⁴"

#$� Gj²,                           (3) 
Where dj is distance between  %& malicious user and secondary user and Gj² is shadowing between  %& 
malicious user and secondary user. 
The pdf of received power from all malicious users, 

�'((),	Can then be obtained by averaging equation obtained from the positions of all malicious users �) *+
(') 

(X/r) over	� …	" 

�'(() =∑ [-[./	, .]"
�1

2+
(3)

∞
�$� �(

*

"
)�	]	P {M=k} (4) 

The Neyman Pearson criterion allows the secondary to minimize the probability of successful PUE while 
fixing the probability of missing the primary user at a desired threshold, α.  
The decision variable, Ʌ, is given by 

Ʌ = 
�(3)(4)

�(52)(4)
 

Where, (x) is measured power of received signal. The decision is made based on following criterion: 
Ʌ ≤ λ6�: Primary transmission 
Ʌ ≥ λ6�: PUEA in progress 
 
6. CONCLUSION 
 
An analytical approach studied a lower bound on the probability of a successful PUEA on a secondary user 
in a cognitive radio network by a set of co-operating malicious users is obtained. It is studied   that the 
probability of a successful PUEA increases with the distance between the primary transmitter and 
secondary users. Bounds in the above mentioned approach enabled in obtaining insights on possible ranges 
of exclusive regions in which an attack is most likely.  Extension of the mentioned approach above is to 
detect primary user emulation attack (PUEA) in cognitive radio network .The approach varies with a range 
of radii in which PUEA were most successful. For a desired threshold on the probability of missing   the 
primary. The future work is the extension for distribution of number of malicious users and to include 
power control at malicious user. 
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