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ABSTRACT 
 

Privacy protection of mobile ad hoc networks is useful and well-suited for critical scenarios, compared to wired networks 
due to the mobility of wireless media. A numerous number of schemes have been proposed to provide privacy protection for mobile ad 
hoc networks. None of these schemes provide complete unlinkability, anonymity, unobserveability and also failed to increase the 
performance. Here, we propose a scheme which achieves content Unobservability by employing anonymous key establishment based 
on group signature and advanced hashing technique is used for improving the performance in terms of pdr is proposed in this paper. 

  
The main objective of this work is to develop a privacy preserving routing protocol to protect against wormhole, black hole 

and increase the performance in MANET. The simulation results show that proposed scheme not only has performance compared to 
existing scheme USOR, and also achieves stronger privacy protection than existing schemes 
 

Keywords.-security, Unobservability 

 

I. Introduction 
 

Privacy protection in mobile ad hoc network is crucial than wired networks. In wired networks provide static access 
to the signal one has to gain access to the wired cables.  In wireless networks the wireless signals are available free 
environment. So, they are easily accessible. Hence the wireless networks are insecure compare with to the wired 
networks because of its mobility and transmission of the signal in free environment.  

Mobile ad hoc network is a group of individual nodes can communicate in a medium range using radio waves. The 
mobile nodes out of range can communicate via intermediate nodes. Whereas in the range directly communicate each 
other. 

The characteristics of these networks are: 

� Nodes perform either hosts or routers roles. 

� No security. 

� Energy constraints to the networks. 

� Dynamic networks. 
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� Infrastructure less. 

� Intrinsic mutual trust. 

Generally, the communication terminals have dynamic nature which uses mobile topology. The dynamic nature is 
directly proportional to the design complexity. Nodes in ad hoc networks are energy constrained. Generally use batteries 
or any form of exhaustible power source. The power consumption of radio terminal for data processing, router and 
transmit. 

To provide privacy protection we should follow certain terminology notions they are anonymity, unlinkability, and 
unobservability discussed in [1]. MANET also provides the following notions: 

A. Anonymity 

Anonymity has been defined by Pfitzmann and Hansen as “the state of being not identifiable with in a set of 
subjects, the anonymity set”. 

B. Unlinkability 

 If the attacker catches a data packet attacker cannot acesss the other packet because of unlinkability. Simply to 
say hides the information transferred between the two nodes. 

C. Unobservability 

It not only hides the data but also the packet type and header information. Unobservability can singly provide 
both anonymity and unlinkability. 

In this paper, we propose an efficient privacy-preserving protection protocol implemented which achieves 
anonymity, unlinkability and unobservability. Generally, this protocol has the drawback of black hole and wormhole 
attacks. By using packet leashes and black hole detection the attacks are rectified. so in this paper we separately provide 
an blackhole detection  and wormhole detection algorithm to detect and correct . We can increase the performance so the 
proposed scheme is better than the unobservable scheme. 

 

II. Related work 
 

Privacy protection plays a crucial role in wireless networks as the importance of the packet transferred via 
network increases day to day. 

A number privacy routing schemes have been proposed in recent years that provide privacy protection on 
different value. Some of them provide on public key and some are on private key. Public key on asymmetric crypto 
system provide better security. 

The following are the privacy schemes most of them are based public key crypto system 

1) ANODR [2]:  Uses one time public /private key pairs to achieve anonymity and unlinkabillity but not 
unobservability. During this process routing is not considered in its design. one time pkc key pairs provide 
computational burden for mobile adhoc networks 

2) ASR [3]: It is implemented stronger privacy protection than anodr, which ensures nodes on route have no 
information about their distance to generated node. 

3) ARM [4]: It is variant from the above schemes. It uses simple one-time public and private keys. Considered to 
decrease computation complexity burden on one-time public/private key pair generation. 
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4) ARMR [5]: In this scheme it uses one time public key cryptosystem and bloom filter to establish various routes 
for MANETs. 

5) ODAR [6]:  Use long-term public/private key pairs at every node for unknown communication. These schemes 
are more scalable to network size, but require more high complex computation effort. 

6) Mask [7]: Mask is based on a special type public key cryptosystem, the pairing-based security system, to 
achieve anonymous communication in MANET. MASK requires a trusted authority to generate sufficient pairs 
of secret points and corresponding pseudonyms as well as cryptographic parameters. Hence the setup of MASK 
is quite high cost and may be vulnerable to key pair depletion attacks. 

7) Alarm [8]: makes use of public key cryptography system and the group signature to preserve privacy. The 
signature id has a good privacy preserving feature in that everyone can verify a group signature but cannot 
identify who is the signer. 

III. Hybrid Routing Protocol 

The Hybrid Protocols is used to decrease the delay and increase the pdr and attempt to take advantage of best of both 
Proactive and reactive schemes.  The main idea behind such protocols is to be initiate route- discovery on-demand but at 
a limited search cost. For example, Zone Routing Protocol (ZRP)  

 Zone Routing Protocol: ZRP was the first hybrid routing protocol with both a proactive and reactive routing 
component. ZRP was proposed to reduce the control overhead of proactive routing protocols and decrease the latency 
caused by route discovery in reactive routing protocols. A proactive routing protocol, Intra-zone Routing Protocol 
(IARP), is used inside routing zones, and a reactive routing protocol, Inter-zone Routing Protocol (IERP), is used 
between routing zones. To reduce the control overhead of proactive routing protocols decrease the latency and increase 
pdr caused by route discovery in reactive routing protocols 

IV. Unobservable Routing Scheme 

While implementing the unobservable routing scheme consists of two divisions: 

The first division is the Anonymous key establishment and the second division route discovery process. Each node 

employs anonymous key establishment to anonymously construct a set of session keys with each of its neighboring 

nodes. Then the privacy protection of these session keys, the route discovery process can be initiated by the source node 

to discover the route to the final destination node by using route discovery algorithm. 

A. Anonymous key Establishment  
 
In this first section, all nodes in the ad hoc network communicate with its direct neighbors within its range for 

anonymous key establishment. Every node uses anonymous key establishment to anonymously construct a set of session 
keys with each of its neighbors. There are two phases: 

1. Node Authentication  

2. Session key Generation 

1) Node Authentication  
 

Every node in the network creates their own signing key and generates the signature for transmission and send to its 
neighbor, that neighbor node checks while communication, if the key is valid or not. If the key is valid after check then it 
generates the session key and its own signing key and sends to the reply. Group signature and session key the two are 
generated by using the Elliptic curve – Diffie Hellman algorithm. For example, '1' wants to communicate with ‘2’’, then 
'1' send its own signing key to '2'. '2' checks the key if the key is valid, then it creates the own signing key and Session 
key replied to '1'  
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2) Session Key Generation  

 
Once the keys are valid, '2' send its signature and generates the Session key and it sends the reply to ‘1’. '1' checks 

the key; if it is valid it generates the Session key. Both the Session keys are matched then and only it has to do the data 
transfer. If the session keys are not same, hacker can be identified. 

B. Routing  
Communication between the nodes is performed by using the route request and route reply. Route request 

message is send to the whole network (broadcast). Route reply message send to the source node only (unicast). Here 
Nonce is a random number used to provide the unobservability. Nonce means number used only once, once the number 
is used for communication it will not be reused again and again. Each route request contains sequence number (unique) 
and route pseudonym. 'A' chooses a Nonce and calculates a route pseudonym Nym = H(k*|Nonce). 

1) Privacy Preserving Route Discovery  
 
This section consists of privacy-preserving route discovery process based on the keys established in the previous 

phase. Similar to normal route discovery process, the discovery process also comprises of route request and route reply. 
Under the secure privacy protection of these session keys in the first phase, the route discovery process can be initiated 
by the source node to discover a route to the final destination node. 

a. Route Request  
The source node S chooses a random number and uses the identity of final destination node D to encrypt data or 

trapdoor information that only can be opened with D‟s private ID-based key S. 

Each node also maintains a temporary entry register in its routing table. The routing table to transfer the data it 
should contains route request sequence number, route pseudonym of next hop, upstream (previous hop) node, and 
downstream (next hop) node along the route. Source node S maintains the table entry temporally, then source node S 
encrypts these items using local broadcast key. At the end, source node S broadcast unobservable route discovery process 
requests to its neighbors. Other intermediate nodes which are in between do the same as S does. Finally, the destination 
node D receives the message from the intermediate nodes C.D finds out the genuine key according to the equation after 
decrypting the signal encrypted cipher text using records route pseudonyms and the sequence number into the route table. 

 

Fig.1. Implementation of unobservable algorithm. 
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Then D successfully decrypts the incoming data to find out the destination node. Destination D may receive 
more than one route request messages that originate from the same source S and have the same destination D, but it 
replies only to the first arrived message and drops the reaming following ones. “S” is a source node and intends or 
designed to send message to destination node “D”. The trapdoor information or data is opened only by using the “D”s 
private id key. Each and every request selects a sequence number called seqno and another random number Ns as the 
route pseudonym, which is used as the index to a specific route node entry. To achieve unobservability S chooses a nonce 
Nonces and calculates a pseudonym as Nyms = Nym = H(k*|Nonce). Each node maintains temporary a specific routing 
table (seq – no, P-Nym, N-Nym, P-hop, N-hop). Seq-no – Sequence number,P-Nym – Previous Pseudonym(downstream) 
, N-Nym(Upstream) - Next Pseudonym, P-hop – Previous hop,N-hop – Next hop.  
 

b.   Route Reply  
After destination node D finds out it is the destination node, it checks the routing table and starts to prepare a 

send a reply message to the source node. D chooses a random number and computes a decrypted cipher text showing that 
the key valid destination capable of opening the trapdoor information or data. A session key is computed for data 
protection to protect the data packets. Then final node d generates a new pair wise pseudonym between C and 
destination. At the end of transmission the pair wise session key is used. It computes and sends the following generated 
message to C. When C receives the above generated message from D, it identifies who is the sender of the generated 
message is by evaluating the equation so destination node D uses the right key to decrypts the cipher text, then it finds 
out which route this RREPLYS are related to according to the route pseudonym and sequence number generated. Node C 
then searches its routing table and modifies the temporary entry and sends the RREPLYS messages to intermediate node 
B. Other intermediate nodes perform the similar operations as C does. Finally, the RREPLYS is sent back to the source 
node S where as the RRREQ. Source node S decrypts the cipher text using the right key S is ensures that D has 
successfully opened the route request packet, and the route reply is really originated from the destination node D. Source 
node S also computes the same session key S has successfully found a route to the destination node D, and the path 
discovery process is finished with success.  
 
 

c. Unobservable Data Packet Transmission  
The source node S successfully finds out a path to the destination node D, source node S starts unobservable 

data transmission messages under the protection of pseudonyms and keys. Data packets from source node S must traverse 
A, B, and C to reach D. The data packets sent by S. A receiving the message from S, A knows that this data is for the 
destination node D. according to the pseudonym. After decryption using the right key, intermediate node A knows this 
message is a data packet and should be forwarded to another intermediate node B according to route pseudonym. Hence, 
A composes and forwards the packet to intermediate node B. Other intermediate nodes further forward the data packet 
until it reaches the destination final node D. Finally data packets reach a node D. This is depends upon route table entry 
D knows himself he is the destination of this packet.  
 

d. Unobservability Scheme using Nonce :  
A nonce, in information technology terminology, is a number generated for a specific use, such as session 

authentication. In this context, "nonce" stands for "number used one and only once" or "number once. “It is a value that 
varies with to time to time, although a very huge random number is sometimes used. A nonce can be used as a time 
stamp, a visit counter on a Web page, or control the unauthorized replay or reproduction of a file. An initialization vector 
(IV) is a nonce used for data encryption. It can be used only once in any session, prevents repetition of sequences in 
encrypted text of the messages. Identifying such repetitions can help an attacker break a cipher text.  

In security engineering, nonce is an arbitrary number used one and only once in a cryptographic communication. 
It is similar in spirit to a nonce word, hence the name. It is often a random or pseudo-random number used to be issued in 
an authentication protocol to ensure that old communications cannot be reused in replay attacks. A nonce may be used to 
ensure security for a stream cipher.  

Where the same key is used for more than one message then a different nonce is used to ensure that the key 
stream is different for different messages encrypted with that same key. Rottenly the message number is used. To ensure 
that a nonce is used only once, it should be time-variant, or generated with enough random bits to ensure a 
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probabilistically insignificant chance of repeating a previously generated values. Various authors define pseudo 
randomness (or unpredictability) as a requirement for a nonce. Nonces are used in proof of work systems to vary the 
input the given data to a cryptographic hash function so as to obtain a hash for a certain input that fulfils certain arbitrary 
conditions. In doing so, it becomes far more difficult to create a "desirable" hash than to verify it, shifting the complexity 
burden of work onto one side of a transaction or system.  
 

IV. Attacks in USOR protocol, detection and correction 
 

There are different kinds Attack in MANET like Eaves dropping, Wormhole attack, Black hole attack, Denial of 
service etc. Attacker manipulates the route request packets and changes its content. Wormhole attack is occurred at the 
higher level. So, the detection process becomes more complex.  

The worm hole and black hole are cannot be implemented by using 
A MANET provides network connectivity between mobile nodes over potentially multihop wireless channels 

mainly through link-layer protocols that ensure one-hop connectivity, and network layer protocols that extend the 
connectivity to multiple hops. These distributed protocols typically assume that all nodes are cooperative in the 
coordination process. This assumption is unfortunately not true in a hostile environment. Because cooperation is assumed 
but not enforced in MANETs, malicious attackers can easily disrupt network operations by violating protocol 
specifications. The main network-layer operations in MANETs are ad hoc routing and data packet forwarding, which 
interact with each other and fulfill the functionality of delivering packets from the source to the destination. The ad hoc 
routing protocols exchange routing messages between nodes and maintain routing states at each node accordingly. Based 
on the routing.  

Wormhole Attack:  

For launching a wormhole attack, an adversary connects two different distant points in the network using a 
direct low-latency communication link called as the wormhole link. The wormhole link can be connected by a variety of 
means either by using an Ethernet cable, a long-range wireless transmission, or an optical link. Once the wormhole link is 
connected, the adversary captures wireless transmissions on one end, sends them through the wormhole link and replays 
them at the other end. Wormhole attack is a relay-based attack that can interrupt disrupt the routing protocol and 
therefore disrupt or breakdown a network and this is the reason the attacks are serious. Activities of wormhole are they 
record the wireless data they overhear. They forward it to each other. It replays the packets at the other end of the 
network. It replays valid network messages at improper places. It makes far apart nodes believe that they are immediate 
the neighbors.  

An approach to detect the wormhole attack is based on the packet leashes [9]. A leash is any information that is added to 
a packet designed to restrict the packet‟s maximum allowed transmission distance. Leashes are designed to protect 
against wormholes over a single wireless transmission. 

Black Hole Attack:  
A Black hole attack is an attack where all the data packets in the network are redirected to a specific malicious 

node call as the black hole node. When the packets reach this malicious or black hole node, they merely disappear into a 
black hole in universe. To carry out a black hole attack, the black hole node takes advantage of the ad hoc routing 
protocol, such as AODV or DSR, to advertise itself as having a valid route to the destination node, even though the route 
is spurious, with the intention to intercept packets. Or malicious node waits for neighboring nodes to send RREQ 
messages. When the malicious node receives an RREQ message, without checking its routing table, immediately sends a 
false RREP message giving a route to destination over itself, assigning a high sequence number to settle in the routing 
table of the victim node, before other nodes send a true one. Therefore requesting nodes assume that route discovery 
process is completed and ignore other RREP messages and begin to send packets over malicious node. Malicious node 
attacks all RREQ messages this way and takes over all routes. Therefore all packets are sent to a point when they are not 
forwarding anywhere.  

Malicious node falsely advertises good path to the destination node during the path finding process. The 
intension of the malicious nodes could be to hinder the path finding process or to interrupt all the data packets being sent 
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to the concerned destination node. Fake RREQ packets. are used to catch the malicious nodes. The fake RREQ used to 
find the black hole nodes in the network is similar to the actual DSR RREQ packet, except that a fake destination address 
is used, which really doesn’t exists. 

DESCRIBTION:  
ACK: Acknowledgement  
Dest : Destination  
DN: Destination Node  
EK (Data) : Encrypted Data  
IN: Intermediate Node  
K: Key  
Loc: Location  
Nonce : Number used once  
NS :Route Pseudonym  
RREP: Route Reply  
RREQ: Route Request  
Scr : Source  
Sn : Sequence Number  
SN: Source Node  
TS: Time Stamp 

 

fig2. Flow chart for detection and correction process 

VI. Implementation and Performance Evaluation  

In this section we describe implementation and performance evaluation of our technique. We implement it on ns2. In the 
simulation, 50 nodes are randomly distributed in the network field. Mobile nodes are moving in the field according to the given speed 
and performance is evaluated. 
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TABLE 1 SIMULATION PARAMETERS 

parameters value 

Encryption 22ms 

 Decryption 17ms 

Group Signature Generation  24ms 

Group Signature Verification  26ms 

Point Multiplication  3ms 

1024-bit Pairing  8.6ms 

Simulation Time  600s 

Scenario Dimension  1500m x 300m 

Wireless Radio Range  250m 

Mobile Nodes Number  50 

Average Node Speed  0-10m/s 

Source-Destination Pairs  25  

Traffic Type  CBR traffic 

Traffic Frequency  2 or 4 packets/s 

Wireless Bandwidth  2Mbps 

Node Pause Time  0s 

Key Update Interval  40s 

Average Hops  2.90 

Average Neighbors 12.69 
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Fig. 3 Wormhole attack rate 

 

Fig. 4 Packet Delivery Ratio 
 

 

Fig. 5 collision rate 
 

VII. Conclusion 
 
Unobservable Secure On-demand Routing protocol for mobile ad hoc network that achieves unlinkability and 

unobservability by employing anonymous key establishment based on group signature also it provides high pdr by using 
hybrid protocol like zte. There is no security provision against the wormhole and black hole attacks in existing USOR 
protocol. But here in wormhole attack, attackers tunnel the data from one end of the network to the other, leading distant 
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network nodes to trust they are neighbors and making them communicate through the wormhole link. Black hole nodes 
are those malicious nodes that conform to forward packet to destination and pdr increases in this proposed scheme. But 
they do not forward packet intentionally to the studied. 

 
Future work is to study how to resistant modified USOR routing protocol against DoS attacks. 
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