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Abstract 
 
Cloud computing provides robust design with reduced cost representation. Cloud computing provides good computational 
power generation process. Present cloud contains less computational power and it is tedious to handle large load of 
distribution process. It enables customers with limited computational resources to outsource their large computation 
workloads to the cloud, and economically enjoy the massive computational power, bandwidth, storage, and even appropriate 
software that can be shared in a pay-per-use manner. Over the cloud computing benefits, security is the main issue for the 
cloud provider as well as customer also where the confidential data of the customer is not secure on cloud during 
computation.  
 
In this paper, we are going to implement the Linear Optimization (Programming) computation over data or information. We 
are trying to apply any one of the encryption technique to improve the security of data. The resulting flexibility allows us to 
explore appropriate security/efficiency trade-off via higher-level abstraction of LO(P) computations than the general circuit 
representation. By formulating private data owned by the customer for LO(P) problem as a set of matrices and vectors, we 
are able to develop a set of efficient privacy-reserving problem transformation techniques, which allow customers to 
transform original LO(P) problem into some arbitrary one while protecting sensitive input/output information.  
 
Keywords:  Cloud Server, RNG, LO (P), Computation. 
 
 

I. Introduction 
 

 
Cloud Computing provides convenient on-demand network access to a shared pool of configurable computing 
resources that can be rapidly deployed with great efficiency and minimal management overhead. One 
fundamental advantage of the cloud paradigm is computation outsourcing, where the computational power of 
cloud customers is no longer limited by their resource-constraint devices. By outsourcing the workloads into the 
cloud, customers could enjoy the literally unlimited computing resources in a pay-per-use manner without 
committing any large capital outlays in the purchase of hardware and software and/or the operational overhead 
there in. The outsourced computation workloads often contain sensitive information, such as the business 
financial records, proprietary research data, or personally identifiable health information etc. To combat against 
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unauthorized information leakage, sensitive data have to be encrypted before outsourcing [3] so as to provide 
end-to-end data confidentiality assurance in the cloud and beyond. On the other hand, the operational details 
inside the cloud are not transparent enough to customers [5]. As a result, there do exist various motivations for 
cloud server to behave unfaithfully and to return incorrect results, i.e., they may behave beyond the classical 
semi-honest model. For example, for the computations that require a large amount of computing resources, there 
are huge financial incentives for the cloud to be “lazy” if the customers cannot tell the correctness of the output. 
Besides, possible software bugs, hardware failures, or even outsider attacks might also affect the quality of the 
computed results. Thus, we argue that the cloud is intrinsically not secure from the viewpoint of customers. 
Without providing a mechanism for secure computation outsourcing, i.e., to protect the sensitive input and 
output information of the workloads and to validate the integrity of the computation result, it would be hard to 
expect cloud customers to turn over control of their workloads from local machines to cloud solely based on its 
economic savings and resource flexibility. 
 
Linear Optimization (LO) [also called Linear Programming] is a method to achieve the best outcome (such as 
maximum profit or lowest cost) in a mathematical model whose requirements are represented by linear 
relationships. Linear Optimization is a special case of mathematical programming. Linear programming can be 
applied to various fields of study. It is used in business and economics, but can also be utilized for some 
engineering problems[1]. 
 
The problem of solving a system of linear inequalities dates back at least as far as Fourier, after whom the 
method of Fourier–Motzkin elimination is named. The Linear Optimization method was first developed by 
Leonid Kantorovich in 1939.[2] Leonid Kantorovich developed the earliest Linear Optimization problems in 
1939 for use during World War II to plan expenditures and returns in order to reduce costs to the army and 
increase losses to the enemy. The method was kept secret until 1947 when George B. Dantzig published the 
simplex method and John von Neumann developed the theory of duality as a linear optimization solution[1] 
We use the Random Number Generation technique; Quality in the random number generation (RNG) process is 
almost always required for security, and lack of quality generally provides attack vulnerabilities and so leads to 
lack of security, even to complete compromise, in cryptographic systems. The RNG process is particularly 
attractive to attackers because it is typically a single isolated hardware or software component easy to locate. If 
the attacker can substitute pseudo-random bits generated in a way he can predict, security is totally 
compromised, yet generally undetectable by any upstream test of the bits. 
 
LO(P) computations require a substantial amount of computational power and usually involve confidential data, 
we propose to explicitly decompose the LO(P) computation outsourcing into public LO(P) solvers running on 
the cloud and private LO(P) parameters owned by the customer. The flexibility of such decomposition allows us 
to explore higher-level abstraction of LO(P) computations than the general circuit representation for the 
practical efficiency. Specifically, we first formulate private data owned by the customer for LO(P) problem as a 
set of matrices and vectors. This higher level representation allows us to apply a set of efficient privacy-
preserving problem transformation techniques, including matrix multiplication and affine mapping, to transform 
the original LO(P) problem into some arbitrary one while protecting the sensitive input/output information. One 
crucial benefit of this higher level problem transformation method is that existing algorithms and tools for 
LO(P) solvers can be directly reused by the cloud server. Although the generic mechanism defined at circuit 
level, e.g. [6], can even allow the customer to hide the fact that the outsourced computation is LO(P), we believe 
imposing this more stringent security measure than necessary would greatly affect the efficiency. To validate the 
computation result, we utilize the fact that the result is from cloud server solving the transformed LO(P) 
problem.  
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Fig. 1:- Architecture of secure outsourcing linear optimization problems in Cloud Computing 
The rest of the paper is organized as follows: Section II introduces the existing system. Then we introduce the 
system and threat model, and our design goals in Section III. Section IV give the proposed schemed which give 
the module description. Section V contains conclusion and Finally, Section VI gives the references. 
 
II.  Existing System 

 
Secure Multi-party Computation (SMC) allows two or more parties to jointly compute some general function 
while hiding their inputs to each other. As general SMC cannot sufficient enough. 
Series of customized solutions under the SMC context to a spectrum of special computation problems, such as 
scientific computation, geometric computations, sequence comparisons. 
These techniques are used in general without computing. Applying them to cloud computing environment is 
problematic. This is because they are developed without keeping the asymmetry among the cloud servers and 
cloud customers and also security problems[4]. The complete input information is not known to the parties in 
SMC and thus verifying result is made difficult here. 
 
 
III.  Problem Statement 

 
  The system and the threat model are visualized in fig. 1. We consider a computation outsourcing architecture 
involving two different entities, as illustrated in Fig. 1: the cloud customer, who has large amount of 
computationally expensive LO(P) problems to be outsourced to the cloud; the cloud server (CS) [9], which has 
significant computation resources and provides utility computing services, such as hosting the public LO(P) 
solvers in a pay-per-use manner. 
  The security threats faced by the computation model primarily come from the malicious behavior of CS. We 
assume that the CS may behave beyond “honest-but-curious”, i.e. the semi-honest model that was assumed by 
many previous researches (e.g., [7], [8]), either because it intends to do so or because it is compromised. The CS 
may be persistently interested in analyzing the encrypted input sent by the customer and the encrypted output 
produced by the computation to learn the sensitive information as in the semi-honest model[9]. 
 
  The design goals of the proposed system are CS should provide results that can be verified for integrity of 
information; CS is not supposed to generate any kind of incorrect output; cloud customer’s private data has to be 
protected by CS. This does mean that cloud server should not obtain any sensitive information of the customer 
when the process is going on; efficiency in terms of time and cost should be more when cloud server computes 
LO(P) problems. To enable secure and practical outsourcing of LO(P) under the aforementioned model, our 
mechanism design should achieve the following security and performance guarantees: 1) Correctness, 2) 
Soundness, 3) Input/output Privacy, 4) Efficiency. 
Background on Linear Programming(Optimization) is an optimization problem is usually formulated as a 
mathematical programming problem that seeks the values for a set of decision variables to minimize (or 
maximize) an objective function representing the cost subject to a set of constraints. For linear 
programming(optimization), the objective function is an affine function of the decision variables, and the 
constraints are a system of linear equations and inequalities. Since a constraint in the form of a linear inequality 
can be expressed as a linear equation by introducing a non-negative slack variable, and a free decision variable 
can be expressed as the difference of two non-negative auxiliary variables, any linear 
programming(optimization) problem can be expressed in the following standard form,  
 

Decryption 

Solving of 
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minimize cT x subject to Ax = b, x ≥ 0.  …(1) 
 

Here x is an n×1 vector of decision variables, A is an m×n matrix, and both c and b are n×1 ectors. It can be 
assumed further that m ≤ n and that A has full row rank; otherwise, extras rows can always be eliminated from 
A.  

Linear Programming (Optimization) problem can be defined via the tuple Φ = (A, B, b, c) as input, and the 
solution x as output. 
 
IV.  Proposed System 

 
Linear Optimization is a method to achieve the best outcome (such as maximum profit or lowest cost) in a 
mathematical model whose requirements are represented by linear relationships. Linear Optimization is a 
special case of mathematical programming. 
More formally, linear programming is a technique for the optimization of a linear objective function, subject to 
linear equality and linear inequality constraints. Linear programs are problems that can be expressed in 
canonical form: 
 

 

where x represents the vector of variables (to be determined), c and b are vectors of (known) coefficients, A is a 

(known) matrix of coefficients, and is the matrix transpose. 

We apply the Random Number Generation technique to formulate the key for encrypt the data. Quality in 
the random number generation (RNG) process is almost always required for security, and lack of quality 
generally provides attack vulnerabilities and so leads to lack of security, even to complete compromise, in 
cryptographic systems. The RNG process is particularly attractive to attackers because it is typically a single 
isolated hardware or software component easy to locate. If the attacker can substitute pseudo-random bits 
generated in a way he can predict, security is totally compromised, yet generally undetectable by any upstream 
test of the bits. 
 
As seen in fig.1 the linear equation is obtained from end user. The linear equations are then encrypted using 
random key generation. Hence a new linear equation is formed. This new linear equation is supplied to Cloud 
Server for solving purpose. Thus the new equation is solved by the cloud server. The solved solution is then 
decrypted by the random key generation method. Thus the original solution is obtained at end-user. 
STEPS: 
 
LP*RANDOM KEY GENERATED=NEW LINEAR EQUATION. 
NEW LE IS SOLVED AT CLOUD SERVER. 
SOLUTION IS DECRYPTED. 
HENCE ORIGNAL SOLUTION OBTAINED 
 
In our proposed paper we use random key generation bit encryption, using thus defies the attacker to know the 
original content as well as enhance the security level of convent also allows linear equation to be solved at cloud 
server efficiently. 
 
 
V. Conclusion 

 
In this paper, we formalize the problem of securely outsourcing LO(P) computations in cloud computing, and 
provide such a practical mechanism design which fulfills input/output privacy, cheating resilience, and 
efficiency.  
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By explicitly decomposing LO(P) computation outsourcing into public LO(P) solvers and private data, our 
mechanism design is able to explore appropriate security/efficiency tradeoffs via Linear 
Programming(optimization) computation than the general circuit representation. For encryption of data we use 
the RNG technique to generate the key which is required for data encryption. 
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