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Abstract – In wireless sensor networks (WSNs), where the battery supply of sensors are extremely limited, reduction in 
transmission is necessary for lengthening the life span of the networks. Energy conservation is the key issue in WSNs; data 
aggregation should be incorporated in order to save energy. In Cluster based Data Aggregation approach, the data sensed by 
the sensor nodes are passed to the cluster head and in the cluster head performs data aggregation and forward results to the 
sink. Data aggregation could save energy and bandwidth of the networks. Based on homomorphic encryption technology, a 
novel approach to protect sensor data secure is proposed. Security analysis shows that the proposed protocol can guarantee 
data end-to-end confidentiality and privacy.  
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                          I. INTRODUCTION 

Sensor networks have received considerable attention in recent years and are often employed in the applica-
tions where data is difficult or expensive to collect. One of the features for sensor networks is resource limita-
tions. Sensor nodes typically are limited in computing power, network bandwidth, storage capability, and energy 
supply.  

We consider the problem of stream aggregation for sensor data in wireless sensor networks (WSNs). WSN 
are wireless networks that consist of a large number of small sensing devices (sensors), which are distributed 
among geographical areas. These sensors have limited lifetime since they are battery-powered. They also have 
short communication range. Examples of WSN-based applications include environmental monitoring, flood 
detection, and Army Surveillance. 

The main idea behind developing WSNs is to continuously collect data through the sensors. The collected 
data is then sent to base stations to get analyzed, and accordingly, application based decisions are taken. A typi-
cal flow of data stream for WSNs can be expressed into 3 steps: 
Step 1: the required data is recorded by sensors 
Step 2: the data is sent to base stations 
Step 3: the collected data is analyzed and output decisions are generated 
         Due to the limited lifetime of sensors and their short communication range, developing WSNs faces a 
number of challenges. New algorithms should develop in order to increase the lifetime of the sensors and effi-
ciently route data from sensors that are far from base stations. 
            Data aggregation algorithms for WSN define the techniques for gathering data from sensors, and decid-
ing which data that need to be sent to the base station and when is the best time to send this data. The need for 
good data aggregation algorithms is required to reduce the number and size of packet transmission in order to 
save the sensors energy, and to reduce the transmission of redundant data since the data that is collected from 
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nearby sensors would be highly correlated with reference to the above mentioned steps, data aggregation algo-
rithms. 
        Many aggregation algorithms for WSNs are designed to work with cluster-based routing algorithms. While 
some others are based on other ways of routing such as direct connection between sensors and the base station. 
In this paper we only consider the cluster-based routing algorithms. The cluster-based routing algorithms group 
nearby sensors together to form a number of clusters. Each cluster has one representative sensor called Cluster 
Head (CH). CHs are required to collect data from other sensors in their cluster and send the aggregated data to 
the base station. Not all sensors, therefore, interact with the base station, hence, more energy is saved and the 
network lifetime is increased. 
      Data aggregation can significantly reduce the amount of data transmitted to the base station, therefore im-
prove the energy efficiency and prolong the wireless network lifetime. However the sensor nodes may be de-
ployed in remote and hostile environments where attackers may try to catch information or compromise cluster 
head which forge aggregation values without being detected. 
 
                      II. LEACH PROTOCOL 
 
       One well-known data-aggregation algorithm for WSN is Low Energy Adaptive Clustering Hierarchy Ag-
gregation (LEACH) algorithm. It is a distributed cluster-based aggregation algorithm. LEACH has recorded 
good results in increasing the network lifetime. The scenario of data aggregation in the cluster based network of 
LEACH protocol is shown in Fig.1. The LEACH protocol is distributed and sensor nodes organize themselves 
into clusters for data fusion. 

 
              Figure 1 LEACH protocol 
 
A node is designated as the cluster head (determined by the probability of becoming cluster head) in each clus-
ter, transmitting the data received from the sensors in its cluster to the sink.  
The probability is given by 

  
Where C denotes the initial percentage of cluster heads (specified by the user). Eresidual is the estimated current 
residual energy of the node. Emax is its initial energy corresponding to a fully charged battery. 
          The idea is to form cluster of sensor nodes based on signal strength and use the cluster-head as a router to 
forward data of other nodes in cluster to the base station. The data processing is performed at cluster-heads. In 
this protocol, nodes are classified into two categories: CHs and SNs. The nodes are organised into local clusters 
and the communication process is divided into rounds. A dedicated node selected as CH is responsible for creat-
ing and manipulating a TDMA slots and aggregating the data coming from different nodes and sending it to the 
BS. 
LEACH protocol works in rounds. Each round is divided into two phases: 
 

• Setup phase  
• Steady phase 

 
          In Setup phase, at the beginning of the round, each node decides independently of other nodes whether or 
not to become a cluster head for current round. Each sensor node generates a random number such that 0< ran-
dom < 1 and compares it to a pre-defined threshold T (n). If random < T (n), the sensor node becomes cluster-
head in that round, otherwise it is cluster member. The threshold is given T (n) below:  
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Where, 
P is the probability of the node being selected as a cluster-head node. r is the number of rounds of selection. G is 
the set of nodes that haven’t been cluster-heads in the last 1/P rounds mod denotes modulo operator. 
          Nodes that are cluster heads in round r shall not be selected in the next 1/P rounds. After CH selection, the 
CH will broadcast an advertisement message using CSMA MAC protocol to its neighbours that it is the new 
cluster-head. The nodes will send the join-request message containing their IDs by using CSMA (carrier sensing 
multiple access) to join a cluster from which they receive strongest strength signal. After that, each CH knows 
its own cluster members information. The CH node sets up a TDMA schedule for data transmission coordina-
tion within cluster and broadcast it to its cluster members. The TDMA schedule prevents collision among data 
messages and conserves energy among non-cluster head nodes. So all the member nodes know their TDMA 
slots, and then the steady-state phase begins.   
 
 

 
   Figure 2 Period of LEACH 
 
 

In the steady-state phase, cluster members sense the surroundings and transmit the sensed data to their CH 
depending on the TDMA schedule received at the setup phase. SNs go into sleep mode to save energy for other 
slots. When the CH receives all the data sent by its cluster members, it will aggregate them and then send the 
aggregated data to BS. After a certain time, the network goes back into the setup phase again and enters another 
round of selecting new CH. 

 

 
      Figure 3 Steady Phase Flowchart 
 
III. SECURITY THREATS AND ISSUES IN WIRELESS SENSOR NETWORK     

Previous work in data aggregation assumes that every mote is honest and only transmits their correct read-
ings. Shih-I Huang, Shiuhpyng Shieh [7] proposed a data-centric diffusion method to aggregate data. Their 
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method enables diffusion to achieve energy savings by selecting empirically good paths and by caching and 
processing data in-network. Though their method can achieve significant energy savings, security is not put into 
consideration in their design. 
       Sanjeev Setia, Sankardas Roy and Sushil Jajodia. [3] further examined the problem that a single compro-
mised sensor mote can render the networks useless, or worse, misleads the operator into trusting a false reading. 
They proposed an aggregation protocol that is resilient to both intruder devices and single device key compro-
mises, but their scheme suffers a problem that the aggregated data will be expanded every time when it was ag-
gregated and forwarded by any intermediate sensor mote using some heuristic rules. 

Suat Ozdemir[8] proposed a secure information aggregation protocol to answer queries over the data ac-
quired by the sensors. In particular, their proposed protocols are designed especially for secure computation of 
the median and the average of the measurements, for the estimation of the network size and for finding the min-
imum and maximum sensor reading. Even though their scheme provided data authentication to provide secrecy, 
the data is still delivered in plaintext format which provides no privacy during transmission.      

Wenbo He, Hoang Nguyen, Xue Liu [4] presented a paper studying related attacks on data aggregation in 
sensor networks. He thoroughly examined current aggregation functions and proved that these aggregation func-
tions are vulnerable and insecure under several attacks. He also proposed a theoretical framework for evaluating 
data aggregation resiliently in sensor networks and in its security against these attacks. Still privacy is not guar-
anteed in his scheme.   

  
Without encryption, adversaries can monitor and inject false data into the network. Encryption can solve 

this problem, but it is require some approach to transmit data in encrypted form, received data encrypted form 
and only end points can decrypt data .Intermediate nodes can perform operation only on encrypted data.     
 

Adversaries can use the following attacks: 
• Adversaries can deploy sensors near existing    sensors to determine their likely value. 
• Adversaries can use common key encryption systems (which always encrypt common sensor data in 

the same way) to see when two readings are identical. By using nearby sensors under the adversaries’ 
control, adversaries can conduct a known-plaintext attack. 

• Adversaries can tamper with sensors to force them to predetermined values (such as heating a tempera-
ture sensor) and thus conduct a chosen-plaintext attack. 

• Adversaries can inject false readings or resend logged readings from legitimate sensor motes to manip-
ulate the data aggregation process, conducting a man-in-the middle attack. 
 

Table 1 presents encryption policies, possible attacks, and vulnerabilities in data aggregation schemes. 
 
First, we provide a lightweight data aggregation mechanism which protects data when data are processed in ag-
gregators. Aggregators can help to eliminate redundant data without decrypting data. Thus, aggregators do not 
need to spend extra power in data decryption, and more network lifetime can be guaranteed. Second, our pro-
posed scheme is resilient to known-plaintext attacks, chose plaintext attacks, cipher text-only attacks, and man-
in the middle attacks. 
In secure data aggregation require encryption technology in which directly performs data aggregation on en-
crypted data. CH directly perform data aggregation on received data and transform result to the  sink so there is 
no need to decrypt data to perform aggregation again and encrypt and forward result to the sink. 
 

 

Table 1: Encryption policies, attacks and vulnerabilities in data aggregation schemes 

Encryption policy                              Possible attacks                      Secrecy        Privacy        Data aggregation 

Sensors transmit 
readings without 
encryption 

Man-in-the-middle No No Generating wrong aggregated results 

Sensors transmit 
encrypted read-
ings 
with permanent 
keys 

Known-plaintext attack 
Chosen-plaintext attack 
Man-in-the-middle 

Yes No Data aggregation cannot be achieved when 
data are encrypted unless the aggregator has 
encryption keys 
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IV.  HOMOMORPHIC ENCRYPTION 

        A homomorphic encryption scheme allows arithmetic operations on cipher texts. One example is a multi-
plicatively homomorphic scheme, where the decryption of the efficient manipulation of two cipher texts yields 
the multiplication of the two corresponding plaintexts. Homomorphic encryption schemes are especially useful 
whenever some party not having the decryption key(s) needs to perform arithmetic operations on a set of cipher 
texts. A more formal description of homomorphic encryptions schemes is as follows. Enc () denote a probabilis-
tic encryption scheme and let M and C be its plaintext and cipher text spaces, respectively. If M is a group under 
operation ⊕, we say that Enc() is a ⊕-homomorphic encryption scheme, if, for any instance Enc() of the en-
cryption scheme, given c1 = Enck1 (m1) and c2 = Enck2 (m2) for some m1, m2 ∈ M, there exists an efficient 
algorithm that can generate—from c1 and c2—a valid cipher text c3 ∈ C for some key k3 such that: 
                c3 = Enck3 (m1 ⊕⊕⊕⊕m2) 
In other words, decrypting c3 with k3 yields m1 ⊕m2. In this article, we mainly consider additive homomor-
phisms: ⊕ is the + operation. We do not require k1, k2, k3, to be the same, although they need to be equal in 
most homomorphic encryption schemes. Since k3 can be distinct from k1 and k2, some identifying information, 
(needs to be attached to the aggregated cipher text to identify the keys required for decryption. 
      A homomorphic encryption scheme allows arithmetic operations on cipher texts. Homomorphic encryption 
schemes allow aggregation on cipher text. One example is a multiplicative homomorphic scheme, where the 
decryption of the efficient manipulation of two cipher texts yields the multiplication of the two corresponding 
plaintexts [1]. In additive homomorphic encryption, we encrypt by adding a key to the data value, and we de-
crypt by subtracting a key from the aggregated value. An important property of the encryption and decryption 
functions is that they are commutative. Homomorphic encryption schemes are especially useful whenever some 
party not having the decryption key(s) needs to perform arithmetic operations on a set of cipher texts. 
     Advantages of Homomorphic Encryption 
1) Trapdoor Encryption: Homomorphic Encryption makes it possible to give user a way to perform some opera-
tion on encrypted data without decryption key. So we are using the same property in this paper, the cluster head 
is doing aggregation operation on encrypted data. 
2) Secret Sharing: It means that a secret is shared between several parties in such a way that no single party can 
retrieve the secret. 
 

IV.  CONCLUSION 

In this paper, we focused on Cluster based  Data Aggregation and described a homomorphic encryption  to mod-
ify Leach Protocol with security parameter and all transmission are occur  in encrypted form. Modified Leach 
protocol protects data against attacks. Several security issues have been discussed that affect the routing in 
WSNs. As highlighted, traditional security measures cannot be transferred directly to the area of WSNs without 
adaptations so that novel security approaches have to be developed that take the special characteristics of the 
sensor nodes, the basic security requirements of WSNs as well as the possible attacks on WSNs into account. 

Due to the complexity and variety of the presented security solutions the “one” solution that solves all prob-
lems cannot be recommended: depending on the application area in which the WSN should be deployed, securi-
ty measures have to be carefully chosen to find a balance between a sufficient level of security and using as little 
resources as possible to increase the lifetime of the sensors. 
       In the future, we will investigate secure and private-preserving data aggregation schemes under collusive 
malicious attacks. We will also study privacy-preserving schemes for more general aggregation functions. 
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