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Abstract 

 
Wireless communications offer organizations and users many benefits, such as portability, flexibility, increased 
productivity, and lower installation costs. Wireless technologies cover a broad range of differing capabilities oriented 
toward different uses and needs. Wireless local area network (WLAN) devices, for instance, allow users to move their 
laptops from place to place within their offices without the need for wires and without losing network connectivity. 
Less wiring means greater flexibility, increased efficiency, and reduced wiring costs. Ad hoc networks, such as those 
enabled by Bluetooth, allow data synchronization with network systems and application sharing between devices. 
However, risks are inherent in any wireless technology. Some of these risks are similar to those of wired networks 
some are exacerbated by wireless connectivity some are new. Perhaps the most significant source of risks in wireless 
networks is that the technology’s underlying communications medium the airwave is open to intruders making it the 
logical equivalent of an Ethernet port in the parking lot. The loss of confidentiality and integrity and the threat of denial 
of service (DoS) attacks are risks typically associated with wireless communications. Unauthorized users may gain 
access to an organization’s systems and information, corrupt the organization’s data, consume network bandwidth, 
degrade network performance, launch attacks that prevent authorized users from accessing the network, or use the 
organization’s resources to launch attacks on other networks. 
 
KEYWORDS: WLAN, Security, Ad-Hoc, DoS. 
 
1. Introduction 

Wireless technologies, in the simplest sense, enable one or more devices to communicate without physical 
connections—without requiring network or peripheral cabling. The devices simply need to be within a certain distance 
(known as the range) of the wireless network infrastructure or wireless peer to communicate. Radio frequency (RF) 
transmissions are the means for transmitting data. Wireless technologies range from complex systems, such as cell 
phone networks and enterprise WLANs to simple devices such as wireless keyboards, mice, and microphones. This 
section presents a brief overview of wireless networks, devices, standards, and technologies. 
 
1.1 Wireless Networks 
There are many forms of wireless networks. A common way of categorizing wireless networks is to consider the 
relative range and complexity of each type of network. For the purposes of this publication, the major categories of 
wireless networking architectures are as follows: 
 

• Wireless personal area network (WPAN): a small-scale wireless network that requires little or no 
infrastructure and operates within a short range. A WPAN is typically used by a few devices in a single room 
instead of connecting the devices with cables. For example, WPANs can provide print services or enable a 
wireless keyboard or mouse to communicate with a computer.  

• Wireless local area networks (WLAN) are groups of wireless networking nodes within a limited geographic 
area, such as an office building or building campus, that are capable of radio communications. WLANs are 
usually implemented as extensions to existing wired local area networks to provide enhanced user mobility.  
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• Wireless metropolitan area networks (WMAN) can provide connectivity to users located in multiple 
facilities generally within a few miles of each other. Many WMAN implementations provide wireless 
broadband access to customers in metropolitan areas.  

• Wireless wide area networks (WWAN) connect individuals and devices over large geographic areas. 
WWANs are typically used for cellular voice and data communications, as well as satellite communications. 
Details on WWAN technologies and security are outside the scope of this publication. 

 
Because there are so many types of wireless networks, it is not feasible for this publication to cover each type of 
wireless networking technology. This section of the publication provides a high-level overview of several of the most 
commonly used forms of WPANs, WLANs, and WMANs. The rest of the publication provides detailed information on 
one form of WLAN, IEEE 802.11a/b/g, and one form of WPAN, Bluetooth. Other forms of wireless networking are not 
covered in depth in this publication. 
 
2. Common Wireless Network Components and Topologies 
Although there are a number of wireless technologies and devices available on the market, a core set of wireless 
devices comprise most wireless networks. An overview of each of the core components is included in this section. 
 
2.1.1 Client Devices 
Client devices in wireless networks, also referred to as stations (STA), serve as wireless endpoint devices. Client 
devices enable end users to gain access and utilize resources provided by wireless networks. Common examples of 
client devices are laptop computers, personal digital assistants (PDA), mobile phones, and other consumer electronic 
devices with wireless capabilities. 
 
2.1.2 Access Points 
An access point (AP) logically connects client devices (STAs) to one another and provides access to the distribution 
system (DS), if connected, which is typically an organization’s enterprise wired network. An AP generally consists of a 
wired network port (e.g., RJ-45 port) and at least one radio to provide wireless connectivity. IEEE 802.11 based APs 
typically have coverage areas of up to 300 feet (approximately 100 meters), which primarily depends on a number of 
characteristics of the device and operating environment. Wireless APs provide users with a mobile capability by 
allowing users to freely move within an AP’s coverage area while maintaining connectivity between the user’s client 
device and the AP. Appropriately configured APs can be linked together using wired infrastructure to allow users to 
“roam” between Aps within a building or campus deployment. APs are most often associated with WLANs, but are 
also use in some WPAN implementations. 
 
2.1.3 Wireless Bridges 
A wireless bridge links two wired networks generally operating at two different physical locations. Bridges are often 
used to connect two buildings or two networks where a wired link is not feasible or cost efficient. Wireless bridges are 
similar to APs, but generally only serve to provide point-to-point wireless links. However, some bridges also serve as 
APs; as an example, some APs use IEEE 802.11 b/g to provide client connectivity and IEEE 802.11a to support a 
bridge link. A sample use of a wireless bridge would be to connect two adjacent buildings to serve as a redundant 
backhaul link or serve as the primary backhaul link when wired connectivity is unavailable. Wireless bridges are 
typically used with WLANs. 
 
2.1.4 Base Stations 
A base station or radio transceiver is similar to an AP, but serves a WMAN. A base station is typically a two-way radio 
installed at a fixed location to provide wireless access. A base station generally covers a much larger physical area than 
an IEEE 802.11 AP and can serve significantly more clients. The specific range and client support vary by base station 
vendor and technology. 
 
2.1.5 General Wireless Network Topologies 
There are two types of general wireless network topologies, infrastructure and ad hoc. Infrastructure based networks 
encompass WLANs, cellular networks, and other network types. These types of networks require the use of an 
infrastructure device, an AP for example, to facilitate communication between client devices. 
Ad hoc networks are designed to dynamically connect devices such as cell phones, laptops, and PDAs to each other 
without the use of any infrastructure devices. These networks are termed ad hoc or peer-to-peer 
(P2P) because of the network’s dynamic topology. Whereas infrastructure networks use a fixed network infrastructure, 
ad hoc networks maintain dynamic network configurations, relying on peer devices to manage network communication; 
no infrastructure-based devices are involved in the network. 
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2.3 Wireless Local Area Networks 
WLANs are groups of wireless networking nodes within a limited geographic area, such as an office building or 
building campus, that are capable of radio communication. WLANs are usually implemented as an extension to 
existing wired local area networks to provide enhanced user mobility and network access. IEEE 802.11, also known as 
Wireless Fidelity (Wi-Fi)®, is the dominant family of WLAN standards, but other standards are also in use, such as 
High Performance Radio Local Area Network (HIPERLAN) from the European Telecommunications Standards 
Institute (ETSI). This section briefly describes the most commonly used forms of WLAN technologies: IEEE 802.11a, 
802.11b, and 802.11g, collectively known as IEEE 802.11a/b/g; and IEEE 802.11i. 
 
2.3.1 IEEE 802.11a/b/g 
In 1997, IEEE ratified the IEEE 802.11 standard for WLANs. The IEEE 802.11 standard supports three transmission 
methods, including radio transmission within the 2.4 GHz Industrial, Scientific, and Medical (ISM) band. In 1999, 
IEEE ratified two amendments to the IEEE 802.11 standard—IEEE 802.11a and IEEE 802.11b—that define radio 
transmission methods and modulation techniques, and WLAN equipment based on IEEE 802.11b quickly became the 
dominant wireless technology. IEEE 802.11b equipment transmits in the 2.4 GHz band, offering data rates of up to 11 
Mbps. IEEE 802.11b was intended to provide performance, throughput, and security features comparable to wired 
LANs. IEEE 802.11a operates in the 5 GHz Unlicensed National Information Infrastructure (UNII) frequency band, 
delivering data rates up to 54 Mbps. 
 
In 2003, IEEE released the IEEE 802.11g amendment, which specifies a radio transmission method that 
also uses the 2.4 GHz ISM band and can support data rates of up to 54 Mbps. Additionally, IEEE 802.11g-compliant 
products are backward compatible with IEEE 802.11b-compliant products. Table 2-1 compares the basic characteristics 
of IEEE 802.11, 802.11a, 802.11b, and 802.11g. The typical ranges listed in the table will vary significantly in practice, 
depending on the operating environment (obstacles and material construction) and the equipment used. Outdoor ranges, 
with high-gain directional antennas, can exceed 20 miles. 
 
2.3.2 IEEE 802.11i / WPA2 
The IEEE 802.11i standard is the sixth amendment to the original IEEE 802.11 standard. It includes many security 
enhancements that leverage mature and proven security technologies. For example, IEEE 802.11i 
references the Extensible Authentication Protocol (EAP) standard, which is a means for providing mutual 
authentication between wireless clients and the WLAN infrastructure, as well as performing automatic cryptographic 
key distribution. In addition, IEEE 802.11i employs accepted cryptographic practices, such as generating cryptographic 
checksums through hash message authentication codes (HMAC). The IEEE 802.11i specification introduces the 
concept of a Robust Security Network (RSN). An RSN is defined as a wireless security network that only allows the 
creation of Robust Security Network Associations (RSNA). An RSNA is a logical connection between communicating 
IEEE 802.11 entities established through the IEEE 802.11i key management scheme, which is called the 4-Way 
Handshake. The handshake is a protocol that validates that both entities share a master key, synchronizes the 
installation of temporal keys, and confirms the selection and configuration of data confidentiality and integrity 
protocols. The master key, known as the pairwise master key (PMK), serves as the basis for the IEEE 802.11i data 
confidentiality and integrity protocols that provide enhanced security over the flawed WEP from earlier versions of 
IEEE 802.11. WPA2 is the Wi-Fi Alliance interoperable specification for IEEE 802.11i.  
 
2.3.3 Other IEEE 802.11 Standards 
For example, in November 2005, the IEEE ratified IEEE 802.11e, which provides quality-of-service (QoS) 
enhancements to improve the delivery of multimedia content over IEEE 802.11 based wireless networks. The IEEE 
802.11n project is specifying IEEE 802.11 enhancements that will enable data throughput of at least 100 Mbps. Final 
working group approval of IEEE 802.11n is expected in 2008, with an interim Wi- Fi® certification some time in 2007; 
however, products based on the IEEE 802.11n draft are already available. 
 
3. Security Needs for Wireless Networks 
 
Wireless technologies typically need to support several security objectives. The most common security objectives for 
wireless networks are as follows: 

• Confidentiality— ensure that communication cannot be read by unauthorized parties 
• Integrity— detect any intentional or unintentional changes to data that occur in transit 
• Availability— ensure that devices and individuals can access a network and its resources whenever needed 
• Access Control—restrict the rights of devices or individuals to access a network or resources within a 

network. 
The security objectives for wireless and wired networks are the same, as are the major high-level categories of threats 
that they face. Table 3-1 provides a list of these categories. 
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Threat Category Description 

Denial of Service Attacker prevents or prohibits the normal use or management of networks or network 
devices. 

Eavesdropping Attacker passively monitors network communications for data, including authentication 
credentials. 

Man-in-the-Middle Attacker actively intercepts the path of communications between two legitimate parties, 
thereby obtaining authentication credentials and data. Attacker can then masquerade as a 
legitimate party. 

Masquerading Attacker impersonates an authorized user and gains certain unauthorized privileges. 
Message Modification Attacker alters a legitimate message by deleting, adding to, changing, or reordering it. 
Message Replay Attacker passively monitors transmissions and retransmits messages, acting as if the attacker 

were a legitimate user. 
Traffic Analysis Attacker passively monitors transmissions to identify communication patterns and 

participants. 
 

Table 3-1. Major Threats Against Network Security 
 

 
3.1 Security Controls for Wireless Networks 
To mitigate the risks posed by these threats, organizations need to adopt security measures and practices that help bring 
risks to a manageable level. Organizations need, for example, to perform security assessments prior to implementation 
to determine the specific threats and vulnerabilities that wireless networks will introduce into their environments. In 
performing the assessment, organizations should consider existing security policies, known threats and vulnerabilities, 
legislation and regulations, safety, reliability, system performance, the life-cycle costs of security measures, and 
technical requirements. Once the risk assessment is complete, the organization can begin planning and implementing 
the measures that it will put in place to safeguard its systems and lower its security risks to a manageable level. The 
organization should periodically reassess the policies and measures that it puts in place because computer technologies 
and malicious threats are continually changing. Organizations should develop their wireless network security controls 
based on existing guidance on security controls. FIPS Publication (PUB) 199 establishes three security categories low, 
moderate, and high based on the potential impact of a security breach involving a particular system.  Various 
operational and technical controls need to be implemented to protect a wireless network. For some network 
technologies, this is intended to be accomplished primarily through security features built into a wireless network 
standard; for other technologies, compensating controls need to provide all of the protection. Proprietary solutions are 
available that can be used to implement more robust security on legacy IEEE 802.11a/b/g WLANs. Commonly used 
types of security controls for wireless networks are as follows: 
 

• Encryption of communications. Using cryptography to encrypt wireless communications prevents exposure 
of data through eavesdropping. 

• Cryptographic hashes for communications. Calculating cryptographic hashes for wireless communications 
allows the device receiving the communications to verify that the received communications have not been 
altered in transit, either intentionally or unintentionally. This prevents masquerading and message 
modification attacks. 

• Device authentication and data origin authentication. Authenticating wireless endpoints to each other 
prevents man-in-the-middle attacks and masquerading. 

• Replay protection. There are several options to implement the detection of message replay, including adding 
incrementing counters, timestamps, and other temporal data to communications. 

• Physical security. Limiting physical access within the range of the wireless network prevents some jamming 
and flooding attacks. 

• Wireless intrusion detection and prevention systems (IDPS). Wireless IDPSs have the ability to detect 
misconfigured devices and rogue devices, and detect and possibly stop certain types of attacks. Wireless 
IDPSs are most commonly used for IEEE 802.11a/b/g WLANs, but they are also available for Bluetooth 
networks, and they can also detect rogue networks that use uncommon frequencies, such as those used in other 
countries, in an attempt to avoid detection. 

 
3.2  Security in the Wireless Network Life Cycle 
To be effective, wireless network security should be incorporated throughout the entire life cycle of wireless network 
solutions, involving everything from policy to operations. This section references a five phase life cycle model to help 
organizations determine at what point in their wireless network deployments a recommended practice might be 
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relevant. The model below is based on the model introduced in NIST SP 800-64, Security Considerations in the 
Information System Development Life Cycle. 9 Organizations may follow a project management methodology or life 
cycle model that does not directly map to the phases in the model presented here, but the types of tasks in the 
methodology and their sequencing are probably similar. The phases of the life cycle are as follows: 
 

• Phase 1: Initiation. This phase includes the tasks that an organization should perform before it starts to design 
its wireless network solution. These include developing a wireless network use policy, performing a wireless 
network risk assessment, and specifying business and functional requirements for the solution. 

• Phase 2: Acquisition/Development. For the purposes of this guide, the Acquisition/Development phase is 
split into the following two phases: 
(a) Phase 2a: Planning and Design. In this phase, wireless network architects specify the technical 

characteristics of the solution, such as authentication methods, and related network components, such as 
access control lists and firewall rules to segregate wireless network traffic from wired network traffic. The 
network architects should also conduct a site survey to help determine the architecture of the solution. A 
review of the wireless network should also be conducted to determine how it will be integrated with 
existing infrastructures, such as authentication servers and public key infrastructures (PKI). 

(b) Phase 2b: Procurement. This phase involves specifying the number and type of wireless network 
components that must be purchased, the feature sets they must support (e.g., FIPS validated encryption 
modules), and any certifications they must hold. 

• Phase 3: Implementation. In this phase, procured equipment is configured to meet operational and security 
requirements, and then installed and activated on a production network. Implementation includes altering the 
configuration of other security controls and technologies, such as security event logging, network 
management, AAA servers, and PKI. 

• Phase 4: Operations/Maintenance. This phase includes security-related tasks that an organization should 
perform on an ongoing basis once the wireless network is operational, including patching, periodic security 
assessments, log reviews, and incident handling. 

• Phase 5: Disposition. This phase encompasses tasks that occur after a system or its components have been 
retired, including preserving information to meet legal requirements, sanitizing media that might contain 
sensitive information, and disposing of equipment properly. 

     
4. IEEE 802.11 Network Components and Architectural Models 
 
IEEE 802.11 has two fundamental architectural components, listed below. Additional WLAN components are outlined 
in Section 2.2. 

• Station (STA). A STA is a wireless endpoint device. Typical examples of STAs are laptop computers, 
personal digital assistants (PDA), mobile phones, and other consumer electronic devices with IEEE 802.11 
capabilities. 

• Access Point (AP). 11 An AP logically connects STAs with a distribution system (DS), which is typically an 
organization’s wired infrastructure. APs can also logically connect wireless STAs with each other without 
accessing a distribution system. 
 

The IEEE 802.11 standard permits STA to establish either ad-hoc/peer-to-peer (P2P) networks that allow STAs to 
communicate with one another or infrastructure networks that require STAs to use an AP to communicate. 
Infrastructure mode and ad hoc mode are the two basic network topologies defined in the IEEE 802.11 standard. An 
infrastructure network can extend the range of a wired LAN by providing service to a much broader physical area or 
serve as a temporary or low-cost networking option in certain situations. The standard IEEE 802.11 wireless network 
architectures are outlined below and are discussed in more detail in Sections 4.1 and 4.2. 

• Ad Hoc Mode. The ad hoc mode does not use APs. Ad hoc mode is sometimes referred to as peer-to-peer 
mode, because only STAs are involved in the communications. 

• Infrastructure Mode. In infrastructure mode, an AP connects wireless STAs to each other or to a distribution 
system, typically a wired network. Infrastructure mode is the most commonly used mode for WLANs. 

 
4.1  Ad Hoc Mode 
The ad hoc mode (or topology) is depicted conceptually above. This mode of operation, also known as peer-to-peer 
mode, is possible when two or more STAs are able to communicate directly to one another. It  shows three devices 
communicating with each other in a peer-to-peer fashion without any wireless infrastructure or wired connections. A 
set of STAs configured in this ad hoc manner is known as an independent basic service set (IBSS). Today, a STA is 
most often thought of as a simple laptop with an inexpensive wireless network interface card (NIC) that provides 
wireless connectivity. However, as IEEE 802.11 and its variants continue to increase in popularity  many other types of 
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devices could also be STAs, such as scanners, printers, and digital cameras. It depicts a sample IBSS that includes a 
mobile phone, laptop, and a PDA communicating via IEEE 802.11 technology. The circle in Figure  represents the 
signal range of the devices, which is important to consider because this determines the coverage area within which the 
stations can remain in communication. A fundamental property of IBSS is that it defines no routing or forwarding, so 
all the devices must be within radio range of one another. 
 
One of the key advantages of ad hoc WLANs is that theoretically they can be formed anytime and anywhere, allowing 
multiple users to create wireless connections cheaply, quickly, and easily with minimal hardware and user maintenance. 
In practice, many different types of ad hoc networks are possible, and the IEEE 802.11 specification allows many of 
them. An ad hoc network can be created for many reasons, such as supporting file sharing activities between two client 
devices. However, client devices solely operating in ad hoc mode cannot communicate with external wireless networks. 
A further complication is that an ad hoc network can interfere with the operation of an AP-based infrastructure mode 
network that exists within the same wireless space. 
 
4.2 Infrastructure Mode 
In infrastructure mode, an IEEE 802.11 WLAN comprises one or more Basic Service Sets (BSS), the basic building 
blocks of a WLAN. A BSS includes an AP and one or more STAs. The AP in a BSS connects the STAs to the DS. The 
DS is the means by which STAs can communicate with an organization’s wired LANs and external networks, such as 
the Internet. The IEEE 802.11 infrastructure mode is outlined in Figure 4-2-1 below by two BSSs connected to a DS. 
 

 
Figure- 4-2-1 Extended Wireless service 

 
The use of multiple APs connected to a single DS allows for the creation of wireless networks of arbitrary size and 
complexity. In the IEEE 802.11 specification, a multi-BSS network is referred to as an extended service set (ESS). 
Figure 4-3 conceptually depicts a network with both wired and wireless capabilities, similar to what would generally be 
deployed in an enterprise environment. It shows three APs with corresponding BSSs, which comprise an ESS, The ESS 
is attached to the wired enterprise network or DS, which, in turn is connected to the Internet and other outside 
networks. This architecture could permit various STAs, such as laptops and PDAs, to access network resources and the 
Internet. Additionally, the use of an ESS provides the opportunity for IEEE 802.11 WLAN STAs to roam between APs 
while maintaining network connectivity. 
 
4.3 Security Features of IEEE 802.11 Wireless Local Area Networks per the Standard 
Although WEP has a number of known security vulnerabilities, the protocol was designed by the IEEE to provide the 
following three basic security services: 

• Authentication—A primary goal of WEP was to provide a security service to verify the identity of 
communicating client stations. This provides access control to the network by denying access to client stations 
that cannot authenticate properly. 

• Confidentiality— Confidentiality, or privacy, through the use of encryption was a second goal of WEP. It was 
developed to provide the wireless networks with the same or similar privacy achieved by a wired network. The 
intent was to prevent information compromise from casual eavesdropping (passive attack). 
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• Integrity —Another goal of WEP was to provide a security service to ensure that messages are not modified in 
transit between wireless clients and APs in an active attack. 

 
4.4 Problems with the IEEE 802.11 Standard Security 
This section discusses some known vulnerabilities in the security of the pre-RSN IEEE 802.11 WLAN standard. 
Several groups of computer security specialists have discovered security problems that let malicious users compromise 
the security of WLANs. These attacks on WLANs include both a variety of passive attacks, such as packet capture or 
location tracking, and active attacks such as jamming and flooding. A number of security problems have been identified 
with WEP, which include the following key problems: 

• Lack of Defined Key Management. The lack of standardized key management and the use of static WEP 
keys pose a significant threat to WLANs. The lack of a standardized WEP key rotation is in part due to the 
lack of any key management provisions in the IEEE 802.11 standard or WEP protocol. Because of this, many 
users in a wireless network potentially use WEP keys for long periods of time, which is a well-known security 
vulnerability. The extensive use of WEP keys provides attackers with significant means to capture data in 
order to compute the WEP key and a larger pool of data to access or abuse with the stolen WEP key. 
Additionally, if a computer such as a laptop were to be lost or stolen, the key could become compromised, 
posing a significant risk to all devices using the same WEP key. Moreover, if every station uses the same key, 
a large amount of traffic may be rapidly available to an eavesdropper for analytic attacks. 

 
• Weak IV. The IV in WEP, as shown in Figure 4-8, is a 24-bit field sent in the clear text portion of a message. 

This 24-bit string is used to initialize the key stream generated by the RC4 algorithm and is a relatively small 
field when used for cryptographic purposes. Reuse of the same IV produces identical key streams for 
encrypting data, and the use of short IV increases the weakness of the entire encryption key because the IVs 
will repeat after a relatively short time in a busy network. Moreover, the IEEE 802.11 standard does not 
specify how the IVs are set or changed, leaving vendors responsible for implementation. Some vendors use the 
same IV or same IV scheme for each product, increasing the risk that all of the devices developed by a specific 
vendor will generate the same IV sequences or use a constant IV. As a result, hackers can record network 
traffic, determine the key stream, and use collected data to easily decrypt the cipher text. 
 

• Weak Encryption Keys. The length of WEP keys is too short to provide an adequate level of security. When 
the IEEE developed WEP for the IEEE 802.11 standard, the organization thought that 40-bit encryption keys 
plus the 24-bit IV was strong enough. Additionally, defining smaller keys in the standard helped minimize 
export control issues. The fact that an eavesdropper knows 24 bits of every encryption key, combined with a 
weakness in the RC4 key schedule, allows an attacker to conduct a host of analytic attacks to decrypt captured 
packets after intercepting and analyzing only a relatively small amount of traffic. 

 
• Poor Integrity Protection. The IEEE 802.11 protocol uses the CRC-32 algorithm to check the integrity of 

packets and acknowledge packets with the correct checksum, which is good for error detection but does not 
provide a strong level of integrity. The combination of non-cryptographic checksums with stream ciphers is 
dangerous and often introduces vulnerabilities, as in the case of WEP. WEP fails to provide any level of 
cryptographic integrity protection. There are somewhat trivial attacks that can be conducted on WEP-
encrypted packets where an attacker can alter the encrypted data and the CRC-32 in a way that prevents errors 
from being detected, thereby compromising the data. These kinds of attacks are often subtle, and it is now 
considered risky to design encryption protocols that do not include cryptographic integrity protection because 
of the possibility of interactions with other protocol levels that can give away information about cipher text. 

 
5.  Wireless Network Security, Vulnerabilities, and Threats 
 
As the number of organizations that deploy wireless networks continues to grow, it becomes even more important to 
understand the vulnerabilities and threats facing IEEE 802.11 WLANs and implement appropriate security measures. 
Many organizations, including retail stores, hospitals, airports, and business enterprises, plan to capitalize on the 
benefits of wireless technology. However, although there has been tremendous growth and success in the wireless 
industry, certain precautions need to be taken to secure wireless networks. There have been numerous published reports 
and papers describing attacks on IEEE 802.11 wireless networks that expose organizations to security risks. This 
subsection briefly covers the vulnerabilities and threats facing IEEE 802.11-based wireless networks. 

Network security attacks against WLANs are typically divided into two general categories: 

• Passive Attack—An attack in which an unauthorized party gains access to an asset and does not modify its 
content or actively attack or disrupt a WLAN. There are two types of passive attacks: 
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(a)  Eavesdropping—The attacker monitors wireless data transmissions between devices for message content, 
such as authentication credentials or passwords. An example of this attack is an attacker listening to 
transmissions on a WLAN between an AP and a client station. 

(b) Traffic analysis (also known as traffic flow analysis)—The attacker gains intelligence by monitoring the 
transmissions for patterns of communication. A considerable amount of information is contained in the flow of 
messages between communicating parties. This is a more subtle method than eavesdropping. 

• Active Attack—An attack whereby an unauthorized party makes modifications to a message, data stream, or 
file. It is possible to detect this type of attack, but it may not be preventable. Active attacks may take the form 
of one of four types (or a combination thereof): 

(a)  Masquerading—The attacker impersonates an authorized user to gain access to certain unauthorized 
privileges. 

(b)  Replay—The attacker monitors transmissions (passive attack) and retransmits messages posing as the 
legitimate user. 

(c)  Message modification—The attacker alters a legitimate message by deleting, adding to, changing, or 
reordering the message. 

(d)  Denial of service (DoS)—The attacker prevents or prohibits the normal use or management of a WLAN. 
 
The threats associated with IEEE 802.11 are the result of one or more of these attacks. The consequences of these 
attacks include, but are not limited to, loss of proprietary information, legal and recovery costs, tarnished image, and 
loss of network service. 
 
5.1 Other Security Risks 
 
There are a number of additional security risks for wireless networks. One of the more prominent risks is posed by 
mobile users accessing enterprise resources through the use of public wireless networks. Conference centers, airports, 
hotels, and cafes commonly provide wireless networks for mobile users to connect to the Internet and subsequently to 
enterprise networks controlled by an organization. Third-party untrusted wireless networks do not offer the mobile user 
any control over the network infrastructure or operating environment. By connecting to enterprise networks via an 
untrusted third-party wireless network, mobile users may inadvertently pose significant vulnerabilities to an 
organization’s enterprise network unless proper steps are taken to protect mobile users and the enterprise. 
Organizations should consider protecting mobile users and enterprise resources using an application layer security 
protocol such as Transport Layer Security (TLS) or other VPN security solutions to secure connections from 
unauthorized eavesdropping and access. 
 

6. Conclusion 
 
This research was successful in investigating the performance and security issues of IEEE  802.11 wireless LANs with 
the layered security model, using multiple clients. It studied the  interaction between different security layers and their 
effects on performance (response time and throughput) of congested and un-congested networks.  
 
Future work includes investigating the security performance of emerging IEEE 802.11 standards such as 802.11g 
protocol using software and hardware implementations of encryption. Extending the security architectures to multiple 
APs and across wireless LAN/3G interfaces is also recommended. 

 

7. References 

[1] Anderson, Gustave et al, “A Secure Wireless Agent-based Testbed”, Proceedings of the Second IEEE International 
Information Assurance Workshop, 2004. 
 
[2] Baghaei, Nilufar and Hunt, Ray, “IEEE 802.11 Wireless LAN Security Performance Using Multiple Clients”, 
Proceedings of the 12th IEEE International Conference on Networks, 2004. 
 
[3] Bargh, Mortaza et al, “Fast Authentication Methods for Handovers Between IEEE 802.11 Wireless LANs”, 
Proceedings of the 2nd ACM International Workshop on Wireless Mobile Applications and Services on WLAN 
Hotspots, 2004. 
 



IJRIT International Journal of Research in Informat ion Technology, Volume 2, Issue 2, February 2014, Pg: 114- 122 
 

Abu Taha Zamani, IJRIT  122 

 

[4] Becker, Bernd, Eisinger, Jochen, and Winterer, Peter, “Securing Wireless Networks in a University Environment”, 
Proceedings of the Third IEEE International Conference on Pervasive Computing and Communications Workshops, 
2005. 
 
[5] Carli, Marco, Neri, A., and Rossetti, A., “Integrated Security Architecture for WLAN”, Proceedings of the IEEE 
10th International Conference on Telecommunications, 2003. 
 
[6] Chen, Jyh-Cheng, Jiang, Ming-Chia, and Liu, Yi-Wen, “Wireless LAN Security and IEEE 802.11i”, IEEE Wireless 
Communications, February 2005. 
 
[7] Chen, Jyh-Cheng, Liu, Yi-Wen, and Wang, Yu-Ping, “Design and Implementation of WIRE1x”, Proceedings of 
Taiwan Area Network Conference, 2003. 
 
[8] Edney, Jon and Arbaugh, William A., Real 802.11 Security: Wi-Fi Protected Access and 802.11i, Addison-Wesley, 
2004. 
 
[9] Fluhrer, Scott, Mantin, Itsik, and Shamir, Adi, “Weaknesses in the Key Schedule Algorithm of RC4”, Proceedings 
of the 4th Annual Workshop on Selected Areas of Cryptography, 2001. Gast, Matthew S., 802.11® Wireless Networks: 
The Definitive Guide (2nd Edtion), O’Reilly Media, 2005. 
 
[10] He, Changhua, and Mitchell, John, “Analysis of the 802.11i 4-Way Handshake”, Proceedings of the 2004 ACM 
Workshop on Wireless Security, 2004. 
 
[11] IEEE Standard 802.11, 1999 Edition. Also available at 
http://standards.ieee.org/getieee802/download/802.11-1999.pdf. 
 
[12] IEEE Standard 802.11i, 2004 Edition. Also available at 
http://standards.ieee.org/getieee802/download/802.11i-2004.pdf. 
 
[13] IEEE Standard 802.1X, 2004 Edition. Also available at 
http://standards.ieee.org/getieee802/download/802.1X-2004.pdf. 
 
[14] Matsunaga, Yasuhiko et al, “Secure Authentication System for Public WLAN Roaming”, Proceedings of the First 
ACM International Workshop on Wireless Mobile Applications and Services on WLAN Hotspots, 2003. 
 
[15] Mitsuyama, Yukio et al, “Embedded Architecture of IEEE 802.11i Cipher Algorithms”, Proceedings of the IEEE 
International Symposium on Consumer Electronics, 2004. 
 
[16] O’Hara, Bob and Petrick, Al, IEEE 802.11 Handbook: A Designer’s Companion, IEEE Press, 2001. 
 
[17] Schmoyer, Tim, Lim, Yu-Xi, and Owen, Henry, “Wireless Intrusion Detection and Response: A Case Study Using 
the Classic Man-in-the-middle Attack”, Proceedings of IEEE Wireless Communication and Networking Conference 
2004, 2004. 
 
[18] Smyth, Neil, McLoone, Máire, and McCanny, John, “Reconfigurable Hardware Acceleration of WLAN Security”, 
IEEE Workshop on Signal Processing Systems (SiPS) Design & Implementation, 2004. 
 
[19] Šorman, Matija, Kovač, Tomislav, and Maurović, Damir, “Implementing Improved WLAN Security”, 46th 
International Symposium Electronics in Marine, 2004. 
 
[20] Wool, Avishai, “A Note on the Fragility of the ‘Michael’ Message Integrity Code”, IEEE Transactions on 
Wireless Communications, Vol. 3 No. 5, September 2004. 
 
[21] You, Liyu and Jamshaid, Kamran, “Novel Applications for 802.11x Enabled Wireless Networked Home”, 2004 
IEEE Consumer Communications and Networking Conference, 2004. 


