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Abstract 
The potential impact it has on numerous business applications as well as in our everyday life, it can surely be said that 
this disruptive technology is here to stay. Many of the features that make cloud computing attractive, have not just 
challenged the existing security system, but have also revealed new security issues. The aim of this paper is to provide 
a better understanding of the network security impact in cloud computing. 
 
Keywords: Cloud computing, cloud computing services, Network security issue, and End user 
segmentation. 
 
1. Introduction 
In the late 1950s, when computers were massive and costly, hardware time-sharing emerged. As the 
concept expanded to include more than sharing a processor, it turned referred to as “utility computing” and 
then “grid computing” in the 1980s and early 1990s. They certainly were hazy visions that remained 
dreams, because even their proponents knew they lacked an efficient delivery mechanism. However the 
ubiquitous broadband connectivity proliferated by the net solved that service delivery problem. 
Applications service providers appeared in the late 1990s to much fanfare and excitement, but many burst 
with the remaining internet bubble. As broadband deployment became widespread in the early 2000s, 
however, start-ups touting a variety of services delivered via the net cloud, from storage backup to 
enterprise applications, started initially to emerge. Established companies recognized their familiar vision 
and jumped in to the cloud computing business. 
Some possible future standards for Cloud Computing [1] 
� Federated security across clouds. 
� Metadata and data exchanges among clouds. 
� Standards for moving applications between cloud platforms. 
� Standards for describing resource/performance capabilities and requirements. 
� Standardized outputs for monitoring, auditing, billing, reports and notifications for cloud applications 

and services. 
� Common representations (abstract, APIs, protocols) for interfacing cloud resources. 
� Cloud-independent representation for policies and governance. 
� Portable tools for developing, deploying and managing cloud applications and services. 
� Orchestration and middleware tools for creating composite applications across clouds. 
� Standards for machine-readable service level agreements (SLAs). 
Security in the cloud [2]: Culture and comfort aside, simply communicating data over people internet, 
in place of keeping it entirely in just a private corporate network, may increase data vulnerability. In 
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addition, the company types of CSPs involve sharing infrastructure among many clients and managing IT 
workloads among numerous physical machines or even geographically dispersed data centers. That 
workload management issue means a given cloud user may not have the ability to determine precisely 
where its data is located or how that data is protected. The shared infrastructure issue effectively links the 
security fates of users in certain cloud in a sort of unintended commune. These issues were cited in a 
current European Commission report as the important thing reasoned explanations why cloud computing 
will need entirely new security governance models and processes. 
Privacy in the cloud [3]: On the privacy side, there's the concern, of course, that personally identifiable 
information stored in the cloud can be breached more easily than if stored in-house but that is mainly a 
security concern. Beyond data protection, the core privacy problem for enterprise businesses adopting 
cloud computing stems from the diversity of privacy regulations from country to country, juxtaposed 
contrary to the CSP business model. 
2. Cloud Computing 
Cloud computing [4][5]is a type for enabling convenient, on-demand network usage of a shared pool of 
configurable computing resources (networks, servers, storage, applications, and services) that can be 
rapidly provisioned and released with minimal management effort or supplier interaction. Cloud computing 
is really a fundamental shift in IT that may alter the technology industry power structure, improve business 
agility for several industries and increase everyone is  usage of computing, storage and communications 
power. When cloud service providers (CSPs) need to put themselves, their offerings and their future 
development strategies for the rapid changes to come. This cloud model promotes availability and consists 
of five essential cloud characteristics, three service models and four deployment models. 
1. Essential cloud computing characteristics 
2. Cloud computing service models 
3. Cloud computing deployment models 
Essential cloud computing characteristics: 
On-demand self-service: A customer can unilaterally provision computing capabilities, such as server 
time and network storage, as needed automatically without requiring human interaction with each service's 
provider. 
Broad network access: Capabilities are available over the network and accessed through standard 
mechanisms that promote use by heterogeneous thin or thick client platforms (mobile phones, laptops, 
PDAs). 

 
Fig. 1 Essential cloud computing characteristics 

Resource pooling: The provider's computing resources are pooled to serve multiple consumers 
employing a multi-tenant model, with different physical and virtual resources dynamically assigned and 
reassigned based on consumer demand. There is a sense of location independence in that the customer 
generally doesn't have control or knowledge over the actual precise location of the provided resources but 
may have the ability to specify location at a greater level of abstraction. Types of resources include storage, 
processing, memory, network bandwidth and virtual machines. 
Rapid elasticity: Capabilities may be rapidly and elastically provisioned, in some cases automatically, to 
quickly scale out and rapidly released to quickly scale in. To the buyer, the capabilities available for 
provisioning often be seemingly unlimited and can be purchased in virtually any quantity at any time. 
Measured service: Cloud systems automatically control and optimize resource use by leveraging a 
metering capability at some level of abstraction appropriate to the kind of service. Resource usage may be 
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monitored, controlled and reported, providing transparency for both the provider and consumer of the 
utilized service. 
Cloud computing service models: 
Cloud software as something (SaaS): The capability provided to the buyer is to utilize the provider's 
applications running on a cloud infrastructure. The applications are accessible from various client devices 
by way of a thin client interface such as a browser (web-based email). The customer does not manage or 
control the underlying cloud infrastructure, including network, servers, operating systems, storage or even 
individual application capabilities, with the possible exception of limited user-specific application 
configuration settings. (Applications both general, such as word processing, email and spreadsheet; and 
specialized, such as customer relationship management (CRM) and enterprise resource management 
(ERM)). 

 
Fig. 2 Cloud computing service models 

Cloud platform as something (PaaS): The ability provided to the consumer is to deploy onto the 
cloud infrastructure consumer-created or acquired applications constructed with programming languages 
and tools supported by the provider. The customer does not manage or control the underlying cloud 
infrastructure, including network, servers, operating systems or storage, but has control within the deployed 
applications and possibly application hosting environment configurations. (Databases, development tools 
and other components required to support the delivery of custom applications). 
Cloud infrastructure as something (IaaS): The ability provided to the consumer is to provision 
processing, storage, networks and other fundamental computing resources where the consumers in a 
position to deploy and run arbitrary software, that may include operating systems and applications. The 
consumer does not manage or control the underlying cloud infrastructure but has control over operating 
systems; storage, deployed applications, and possibly limited control of select networking components 
(host firewalls). (Raw computing power, storage and network bandwidth). 
Cloud computing deployment models: 
Private cloud: The cloud infrastructure is operated solely for an organization. It might be managed by the 
organization or a 3rd party and may exist on premise or off premise. 

 
Fig. 3 Cloud computing deployment models 
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Community cloud: The cloud infrastructure is shared by several organizations and supports a specific 
community that's shared concerns (mission, security requirements, policy, and compliance considerations). 
It might be managed by the organizations or a 3rd party and may exist on premise or off premise. 
Public cloud: The cloud infrastructure is manufactured open to everyone or even a large industry group 
and is owned by an organization selling cloud services. 
Hybrid cloud: The cloud infrastructure is a composition of two or more clouds (private, community or 
public) that remain unique entities but are bound together by standardized or proprietary technology that 
allows data and application portability (cloud bursting for load-balancing between clouds). 
 
 
The cloud accelerants that support business agility and flexibility such as: 
Elasticity: the ability to scale IT infrastructure requirements both up and down rapidly, on a pay-per-use 
basis, is very appealing to large and small organizations. 
Pay-as-you-go versus install-and-own: the shift in up-front capital requirements from an individual to 
the service provider is equally attractive again, to large and small organizations. 
Cost savings: a report by the Brookings Institution finds government agencies can save 25% to 50% of 
their IT costs and increase their business agility by migrating IT infrastructure to cloud services. 
Market barrier reduction: cloud computing services reduce IT barriers to advertise entry, enabling 
much more start-ups to emerge with much lower infrastructure costs than were necessary pre-cloud. This 
increases innovation in and of itself and also spurs larger organizations to innovate more rapidly. 
Infrastructure utilization: better network efficiency results in lower power consumption and smaller 
carbon footprints. This comes from virtualizing hardware and software resources and providing them as 
something to multiple users simultaneously. Additionally, large CSPs can increase network efficiency 
through global load balancing. If your CSP's clients are spread across the world, peak usage times will be 
spread on the course of every day as workers from different geographies hit their peaks at different times. 
Public investment: governments worldwide are investing to produce economic regions of cloud 
technology development, are supporting cloud-related standards development or are migrating their very 
own IT infrastructures to cloud services in an effort to lead. 
Market research: research points to ongoing rapid adoption of both public and private cloud services, 
which tends becoming a self-fulfilling prophecy. 
Security: delivering “security as a service” eliminates among in-house IT is greatest non-value-adding 
challenges. 
Standardization efforts: standards will certainly reduce or eliminate risk from many current barriers to 
cloud adoption. 
Cloud brokers: emerging cloud services brokers simplify an organization is transition to the cloud by 
assisting to overcome specific security, privacy and compliance issues and helping achieve interoperability 
across multiple public clouds, private clouds and in-house IT infrastructure. 
Risk of missing out: organizations that do not adopt cloud computing with their competitors risk missing 
out on expected benefits like the flexibility and agility afforded by on-demand services and access to the 
most recent versions of technologies. This is because CSPs typically perform more timely upgrades than 
most private organizations. 
3. Cloud Security Software 
Cloud security software provides security to cloud-based services or cloud computing architectures. Cloud 
security software could be a standalone solution or even a suite of products. It focuses on the security of 
key parameters such as for example compliance, governance, data protection, architecture, and identity and 
access. A typical cloud security solution offers features such as for example encryption, identity and access 
management (IAM), endpoint monitoring, vulnerability scanning, intrusion detection, and application and 
messaging security. Cloud Security Software market mainly provides to the Banking, Insurance, 
Healthcare, E-commerce, and Government sectors. Security Software market is growing at a rate of just 
over 25 percent. Geographically, the key revenue generator of this market is the Americas, particularly the 
United States (U.S.) because it's the major adopter of cloud services solutions. Western European countries 
including the United Kingdom (U.K.), France, Germany, and various other European Union (EU) countries 
may also be anticipated to aggressively adopt cloud security solutions in the future. Thus, buoyed with a 
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strong rate of adoption, the growth of the Cloud Security Software market is expected to boost to just over 
50 percent by 2014. 
The security software/solutions and services can be found in the markets of cloud-based services or cloud 
computing architectures for end-users. This report also discusses the vendors offering cloud security 
answers to end-users (where end-users can either be CSPs or clients of CSPs, and may be direct customers 
of cloud security software vendors). The report also includes vendors which could not have 
software/solutions of their own, but provide solutions by collaborating with cloud security providers. 
Additionally, the report includes vendors which have entered the Cloud Security Software market through 
acquisitions. Both product/license revenues and service revenues have been considered in the calculation of 
vendor revenue. This report doesn't include the revenues earned by cloud security software vendors from 
virtualization and cloud back-up services and solutions. 
1. Business data is regularly stored in the cloud without any security beyond that given by the cloud 

storage firm. 
2. While private-key encryption is an alternative, encrypting data in the cloud robs businesses of much of 

the cloud's utility. 
3. Searchable encryption continues to own trade-offs between security, functionality, and efficiency. 
With the rapid shift from business-owned to employee owned information technology (IT), companies 
increasingly have to face the challenges of protecting data dispersed among workers devices and consumer-
grade cloud services. The evolution of IT to a portable, distributed ecosystem means that a lot of companies 
have data seeping out into the cloud. Although seven out of every ten IT managers have either confirmed or 
assumed that employees are saving business data to the cloud [6], few companies are doing anything in 
regards to the issue. Yet, consumers and businesses aren't the only real ones utilizing the cloud. The broad 
adoption of cloud services has allowed cybercriminals to make use of reputable services to bypass lots of 
the digital defenses erected by companies. Additionally, technically sophisticated cybercriminals have 
created their own cloud services, in order that anyone intent on utilizing compromised systems can register 
and immediately lease purchase other illicit services. Against that backdrop, companies face several threats 
produced by the ubiquity of the cloud. 
4. Cloud Storage Providers 
Cloud Storage Providers are achieving the perfect product at probably the most cost-effective price. 
Organizations considering cloud storage within their storage infrastructure must look into these same 
tradeoffs when you compare CSPs. three key the different parts of each CSP's offering: 

1. Functionality 
2. Price 
3. Performance 

 
Fig. 4 Key parts of Cloud Storage Providers 

This report focuses primarily on reporting data from performance testing and touches only briefly on what 
CSPs on functionality and price to provide context. 
Functionality: Many interactions that the enterprise has with CSPs contain simple API commands; an 
organization must look into a broader selection of functionality when you compare cloud storage providers. 
Many companies today are global operations with offices around the world in a wide variety of localities, 
from major metropolitan areas to remote villages. To serve such users, cloud service providers need to 
steadfastly keep up access points around the world and support meaningful cross-geography replication. 
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Two copies of a report in a single datacenter isn't geographic redundancy. In addition, organizations that 
expect to create meaningful usage of cloud storage inside their environment must also evaluate options that 
come with potential providers such as for instance their API-based account creation and account 
management processes, accessibility to libraries and software to gain access to data, the sophistication of 
the billing schemes and other aspects that help operations teams to make certain a smooth experience due to 
their users and applications. 
Price: Cloud storage architecture is fundamentally distinctive from traditional storage; consequently, it is 
also priced differently from conventional storage. Instead of charging a cost per raw TB, most CSPs charge 
based on GB stored per month. However, pricing is normally more complicated when compared to a simple 
count of GB each month, often adding compute costs (to process API commands) and network costs (to 
move data to and from the cloud storage).While this pricing model is affordable as it charges customers 
limited to the resources that they use, it makes predicting future costs a sophisticated effort due to the 
variability of applications and use-cases. Though some vendors provide tools to greatly help estimate costs, 
every customer's use-case is unique, so one-size-fits-all tools provide poor predictions. Unless the 
corporation is working together with a provider that offers a simplified pricing scheme, it is most beneficial 
to conduct initial tests with a minimal investment and then extrapolate from those results to produce a more 
accurate pricing estimation model. Price itself is a really small section of a CSP comparison and may be the 
last section of a decision. Commodity offerings coupled with competitive activity are driving costs down 
rapidly, however functionality and performance still vary significantly. When evaluating a CSP, remember, 
price is straightforward to alter and negotiate – functionality and performance are not. 
Performance: Performance is the principal yardstick through which measures any publicly available 
CSP, testing the operation and stability of CSPs over long periods of time. It's been testing and comparing 
CSPs since 2009. Before considering any CSP for used in a generation environment, it must meet minimum 
performance benchmarks across three areas: 
Write/Read/Delete Benchmark: This simple test measures the raw ability of every CSP to deal with 
tens of thousands of writes, reads and deletes (W/R/D). 
We test each CSP with files of varying sizes: 
� 1 KB 
� 10 KB 
� 100 KB 
� 1 MB 
� 10 MB 
� 100 MB 
� 1 GB 
Using varying degrees of concurrency: 
� 1 Thread 
� 10 Threads 
� 25 Threads 
� 50 Threads 
The Write/Read/Delete benchmark test runs for twelve hours, using multiple testing machine instances and 
several non-serial test runs to reduce the likelihood that external network issues could bias the results. 
Availability: It takes place over a 30-day period and measures each CSP's response time for you to a 
single W/R/D process at 60-second intervals: 
� Write a randomly generated 1 KB file 
� Read a randomly selected previously written file 
� Delete a selected file 
Reading and deleting a random file forces each CSP to prove their ability to be tuned in to most of the data, 
all of times, and not merely to the final bit of cached data. This test calculates the whole time required to 
complete the three requests, including any required retries. This ensures examination of not just 
responsiveness but additionally of CSP reliability and latency. 
Scalability: Like the availability test, this is also a protracted test that measures each CSP's ability to do 
consistently as how many objects under management increase. Performance under increasing object counts 
is usually the Achilles heel of a cloud storage system, and this test measures each CSP's ability to 
steadfastly keep up performance levels as the sum total number of objects stored in a single container 
increases to hundreds of millions. 
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5. Protecting Data against Malware 
In 2009, several online hackers with links to China compromised Google and several other high-tech 
companies, stealing business information. Since then, nation-state-related attacks have only increased: 
From the Stuxnet attack on Iran's nuclear processing capability to the Syrian Electronic Army's hacktivism 
campaign to the ongoing number of intellectual property by the Chinese [7]. 

 
Fig. 5 Operation of Cloud Capsule 

In this environment, companies and government agencies need to safeguard information from data-stealing 
malware still allowing employees to continue to do their jobs. 
The cloud can help. Pairing the reliability of cloud storage with strong encryption can produce something 
that is both secure and reliable even with the entire public Internet. Some companies have already created 
cloud proxies that encrypt information because it is moved to a file sharing service, such as for example 
Dropbox. Georgia Tech researchers have developed something that may utilize the cloud for online storage, 
and by pairing it to a safe and separate virtual machine instance, can produce a very secure way of 
accessing data. Called “CloudCapsule,” the project allows an individual to change into secure mode using 
the same workstation and access encrypted files stored in the cloud. To permit fast access to the stored 
files, each file is encrypted and stored separately, said Billy Lau, an investigation scientist with the Georgia 
Tech Information Security Canter (GTISC). “It allows the user to import sensitive files into this capsule 
and encrypt them before they're moved to the cloud,” he said. The system has transparent integration with 
Google Drive and Dropbox, but may be used with any cloud storage. While encrypting data in the cloud 
using CloudCapsule strengthens security, it retains the weaknesses of any encrypted file storage system: 
data is less accessible. 
6. Network Security 
Secure Network Architecture [8]: Network devices, including firewall and other boundary devices, 
are in place to monitor and control communications at the external boundary of the network and at key 
internal boundaries within the network. These boundary devices employ rule sets, access control lists 
(ACL), and configurations to enforce the flow of information to specific information system services. 
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Fig. 6 Network security impacts 

Secure Access Points [8]: Web Services has strategically placed a limited amount of access points to the 
cloud to allow for an even more comprehensive monitoring of inbound and outbound communications and 
network traffic. These customer access points are called API endpoints, and they allow secure HTTP access 
(HTTPS), which lets you begin a secure communication session along with your storage.  In addition, 
implement network devices that are specialized in managing interfacing communications with Websites 
providers (ISPs). 
Transmission Protection [9]: You are able to connect to a cloud access point via HTTP or HTTPS 
using Secure Sockets Layer (SSL), a cryptographic protocol that is designed to protect against 
eavesdropping, tampering, and message forgery. 
Fault-Tolerant Design [9]: Data centers are made in clusters in various global regions. All data centers 
are online and serving customers; no data center is cold. In case of failure, automated processes move 
customer data traffic from the affected area. Core applications are deployed within an N+1 configuration, 
so that in the event of a data center failure, there is sufficient capacity to enable traffic to be load-balanced 
to the remaining sites. 
Network Monitoring and Protection [10] [11]: A net service utilizes a wide variety of automated 
monitoring systems to supply a high level of service performance and availability. Web Services 
monitoring tools are created to detect unusual or unauthorized activities and conditions at ingress and 
egress communication points. These tools monitor server and network usage, port scanning activities, 
application usage, and unauthorized intrusion attempts. The equipment has the capability to set custom 
performance metrics thresholds for unusual activity. Documentation is maintained to help and inform 
operations personnel in handling incidents or issues. If the resolution of a concern requires collaboration, a 
conferencing system is used which supports communication and logging capabilities. Trained call leaders 
facilitate communication and progress throughout the handling of operational issues that require 
collaboration. Post-mortems are convened after any significant operational issue, irrespective of external 
impact, and Reason behind Error (COE) documents are drafted so the main cause is captured and 
preventative actions are taken in the future. Implementation of the preventative measures is tracked during 
weekly operations meetings. Security monitoring tools help identify several forms of denial of service 
(DoS) attacks, including distributed, flooding, and software/logic attacks. When DoS attacks are identified, 
the incident response process is initiated. As well as the DoS prevention tools, redundant 
telecommunication providers at each region as well as additional capacity protect against the likelihood of 
DoS attacks. The network provides significant protection against traditional network security issues, and 
you can implement further protection.  The next are a few examples: 
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Fig. 7 Few Network Monitoring and Protection 

Distributed Denial of Service (DDoS) Attacks: Web services API endpoints are hosted on large, 
Internet-scale, world-class infrastructure that advantages of exactly the same engineering expertise that has 
built Amazon in to the world's largest online retailer. Proprietary DDoS mitigation techniques are used. 
Additionally, WEB SERVICES's networks are multi-homed across numerous providers to reach Access to 
the internet diversity. 
Man in the Middle (MITM) Attacks: All the APIs are available via SSL-protected endpoints which 
provide server authentication. Automatically generates new SSH host certificates on first boot and logs 
them to the instance's console. Then you're able to use the secure APIs to call the console and access the 
host certificates before logging in to the instance for the initial time. We encourage you to utilize SSL for 
your entire interactions with cloud provider. 
IP Spoofing: Cloud provider Instances cannot send spoofed network traffic. The Web Services -
controlled, host-based firewall infrastructure will not permit an instance to send traffic with a source IP or 
MAC address apart from its own. 
Port Scanning: Unauthorized port scans by customers are a violation of the Web Services Acceptable 
Use Policy. Violations of the Web Services Acceptable Use Policy are taken seriously, and every reported 
violation is investigated. Your strict management of security groups can further mitigate the threat of port 
scans. If you configure the security group to allow traffic from any source to a certain port, then that 
specific port will soon be at risk of a port scan. In these cases, you should use appropriate security measures 
to guard listening services that could be essential with their application from being discovered by an 
unauthorized port scan. A net server must clearly have port 80 (HTTP) ready to accept the planet, and the 
administrator of this server is accountable for the security of the HTTP server software, such as for instance 
Apache. You could request permission to conduct vulnerability scans as required to meet up your specific 
compliance requirements. These scans must certanly be limited by your own instances and mustn't violate 
the acceptable Use Policy. 
Packet sniffing by other tenants: It is not possible for a digital instance running in promiscuous mode 
to receive or “sniff” traffic that is intended for a different virtual instance. While you can place your 
interfaces into promiscuous mode, the hypervisor will not deliver any traffic for them that is not addressed 
to them. Even two virtual instances which can be owned by exactly the same customer located on the same 
physical host cannot tune in to each other's traffic. 
7. End User Segmentation 
The major end-user of the Cloud Security Software is the Large Enterprises segment. This segment 
occupies 38 percent of the Cloud Security Software market. Companies from sectors such as for example 
Financial Services, Healthcare, Retail, and Manufacturing fall beneath the Large Enterprises segment. 
These companies are among the most frequently attacked companies; hence, they're rapidly adopting cloud 
security solutions. The Government Agencies segment follows Large Enterprises with a market share of 31 
percent and is anticipated to witness strong growth in the future. This segment is one of the biggest and 
most aggressive adopters of cloud services. The Government Agencies segment is one of the most 
frequently attacked and since these agencies have critical information, they want proactive protection when 
storing information in the cloud. The U.S. Government and the governments of the EU and Western Europe 
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are anticipated to function as major adopters of cloud security solutions. The CSP segment follows 
Government Agencies with a market share of 17 percent. Some CSPs still do not consider security to be a 
strong competitive advantage. However, the increase in demand for security from end-users is driving them 
to integrate security using their services.  
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Fig. 8 Cloud Security Software Market by End-user 
Further, the emergence of strong cloud security regulations and guidelines is anticipated to compel cloud 
security providers to integrate cloud security using their services. Medium-sized enterprises were initially 
slow to adopt cloud security solutions, the accessibility to small and medium-sized business (SMB)-
specific security solutions from cloud security vendors has increased the adoption rate of cloud security 
solutions among medium-sized enterprises. Among medium-sized enterprises, the most prominent adopters 
are companies from the Financial Services, Healthcare, Retail, and Technology sectors. 
Lack of Proper Cloud Security Standards:  Another issue faced by end-users in the Cloud Security 
Software market is the possible lack of established cloud security standards. The unavailability of cloud 
security standards is creating confusion among end-users, which will be affecting the adoption rate of cloud 
security software. Further, considering that the awareness of cloud security is low, the possible lack of 
standards ensures that end-users continue steadily to rely on their existing solutions. Furthermore, because 
cloud security is just a new developing market, the service level agreements (SLAs) between security 
providers and end-users do not sufficiently cover all areas of security. 
Inconsistent Network Connection Issues: Since the effects of cloud security solutions are on the 
basis of the availability/quality of the network connection, among the major requirements for efficient 
performance of cloud security solutions is just a strong and robust network connection. However, a number 
of the developing regions and even some parts of the developed regions are still pegged with slow and 
inconsistent network connections. The issue of option of proper network connections is expected to bring 
about cloud services and applications being unprotected. Also, slow network connections are expected to 
result with time lag/latency conditions that may delay security scanning and other processes. Thus, inspite 
of the technological advances of cloud security solutions, cloud security solutions are still pegged with 
latency issues. 
Cybercriminals will heavily abuse legitimate cloud services: 
Cloud computing is equally attractive to cybercriminals. Listed here are samples of legitimate cloud 
services they've taken advantage of: 
1. Blogs, Facebook, and Twitter were used to transmit commands from command-and-control servers. 
2. Google Docs, Dropbox, and Pastebin served as drop zones for exfiltrated data. 
3. Amazon EC2 was used to behave as a general-purpose malicious system. 
Service providers generally succeed at removing malicious users but this can not entirely stop service 
abuse. 2014 will certainly see more clever usage of legitimate services for illegal activities. 
Cloud storage or not, data breaches will remain a threat in 2013: Expect data infrastructure-
regardless of location-to be targeted by attacks directed at stealing sensitive data. As corporations move 
confidential information to the cloud, they'll realize that solutions designed to prevent large-scale 
information theft from on-premise servers are not as effective in a cloud-based environment [12]. This is as 
a result of restrictions of the available cloud platform. IT administrators must make certain that their cloud 
security solutions are properly configured and sufficient because of this task. Cloud service providers 
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(CSPs) still think that cloud security is the end-user’s responsibility, nor is security is just a strong buying 
criterion for end-users. Hence, providers shy far from offering cloud security solutions. Another major 
issue is the possible lack of awareness among end-users about the risks related to cloud computing [13]. 
Other challenges are inconsistent network connections and lack of proper cloud security standards. 
Keep your computer current with the newest software updates and patches: 
� Apply the newest security updates and patches to your software programs and OSs and enable 

automatic updates where possible to minimize experience of vulnerabilities. 
Protect yourself and your computer: 
� If you receive an email requesting personal or confidential information, don't respond or provide the 

info by clicking links or calling telephone numbers specified in the message. Legitimate organizations 
like charge card companies and banks will never request these details via email. 

� Watch out for unexpected or strange-looking emails and instant messages (IMs) irrespective of sender. 
Never open attachments or click links in emails and IMs. If you trust the sender, scan the attachments 
before opening. Never provide personally identifiable information in your email or IM responses. 

� Regularly check your bank, credit, and bank card statements to ensure that all transactions are 
legitimate. 

� Watch out for web pages requiring software installation. Scan downloaded programs before executing 
them. 

� Do not provide personal information to unsolicited requests for information over the Web. 
� When it sounds too good to be true, it probably is. If you suspect an email is spam, delete it 

immediately. Reject all IMs from people you do not know. 
� When shopping, banking, or conducting other transactions online, make sure the website address 

contains as in https:// www. bank. com. 
Protect your mobile device: 
� Use your Smartphone's built-in security features. 
� Avoid using free but unsecured Wi-Fi access. 
� Scrutinize every app you download, including other user’s reviews and the trustworthiness of the 

developer, irrespective of source. 
� Understand the permissions or capabilities you are allowing an application to have in your Smartphone 

before accepting them. 
� Consider investing in a mobile security app. 
Manage your passwords in a protected manner: 
� Use completely random but memorable phrases as passwords in place of short, simple, and easy-to-

guess ones. 
� Avoid utilizing the same password for the login needs. For instance, don't use the same password for 

your bank and social network accounts. 
� Change your password every few months. 
� Consider using password managers. 
8. Conclusions 
This paper totally discuss about the cloud computing network security impacts .Cloud computing depends 
on both user & provider that they perform their task well defined. The largest gaps between cloud security 
practice and cloud-security research theory lies in the fact that the assumptions in the research leave out 
some very important differences between actual cloud security and End user. On the other side, if the cloud 
has a common security methodology in place, it will be a high value asset target for hackers because of the 
fact that hacking the security system will make the entire cloud vulnerable to attack and framework which 
targets these concepts and provide a practical solution. 
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