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Abstract 

Now a day’s technologies are increasing more advancement is introduced in the   area of cloud computing. Cloud computing provides 
greater flexibility in terms of   sharing the data, fetching the data from anywhere and to store the data so that one can easily able to use whenever 
it require. As every technology has some advantage and disadvantage both, cloud computing is also have some advantage and disadvantage. 
People sometime thought that who manage all these stored data, where all these data are stored, what if any attack has been made to data or to 
cloud, all these questions arise in everyone’s mind that is using cloud. So in next sections we are going to concentrate on types of attack and 
how it works on cloud environment and what are the affects of that attack on cloud environment Keywords: Cloud computing, Networking, 
Types of attack. 

1. Introduction 

In this section we are going to elaborate the introduction about the cloud computing, properties, its advantages and 
disadvantages, Types of service provide by the cloud, its architecture and Types of cloud. And further in this section we also going 
to elaborate about the attacks, Types of attack and what are the effects of attack on cloud environment. 

1.1 Cloud Computing:- 

Cloud computing refers to a large group of interconnected computers. These computers can be personal computers or network 
server; they can be public or private. Cloud computing is internet- based computing where by shared resources, software's and 

information provided to computers and other devices on demand through internet. [4] 
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Figure 1 Cloud Computing 

 
 
Properties of Cloud Computing:- 

 
• There are basically five main properties of cloud computing  

 
i. Cloud Computing is User Centric:- 

Once you as a  user are connected to the cloud, whatever is stored there – documents, messages, images application etc 
becomes yours and a user can easily able to share it with others also.  

ii.  Cloud Computing is Task Centric:- 
Instead of focus on the application and it  focus is on what user need and how the application can do it for user.  

iii.  Cloud Computing is powerful:- 
Connecting hundreds or thousands of computers together in a cloud makes computing the most powerful as compare to a 
single desktop pc.  

iv.  Cloud Computing is accessible:- 
As the data is stored in the cloud, user can instantly retrieve more information from multiple repositories. User is not 
relay on just a single desktop pc but it can fetch the data from multiple resources because in cloud there are so many 
computers connected with each other, so if user found any important data in other computer it can retrieve it and use it. 

v. Cloud Computing is intelligent:- 
As the vast amount of data is stored on the computer in a cloud , so it necessary that user obviously have to do data 
mining process for the data which a user needs and this process plays a important role for retrieving the data. 
 

Advantages of Cloud Computing: 
1. Lower-Cost Computers for Users 

User doesn’t need a high-powered computer to run cloud computing web-based application because the application runs 
in the cloud so a user doesn’t require desktop pc with the high configuration. User can run its application in a low 
configuration system also so it deduces the cost of computers for users. 

 
2. Instant Software Updates 

User doesn’t have to pay for the software updates. When the app is web-based, updates happen automatically and are 
available the next time the user logs in to the cloud. Whenever you access a web-based application, you’re getting the 
latest version. 
 
  

 
3. Increased Computing Power 

It’s an obvious point because when a user is on cloud, it has a power of entire cloud. The user is not limited to the single 
desktop system but can now perform supercomputing-like tasks utilizing the power of thousands of computers and 
servers 
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4. Unlimited Storage Capacity 
Similarly, the cloud offers virtually limitless storage capacity 

 
5. Increased Data Safety 

Data the user store in the cloud will remain forever in cloud somewhere because the data in the cloud is automatically 
duplicated so nothing is ever lost. It means that if a personal computer crash, all the data which is stored by the user in 
cloud is still accessible. 
 

6. Universal Access to Documents 
Documents which are stored in cloud is accessible from anywhere just a user require a device and a internet connection 
by which the user can easily able to fetch the data. 
 

Disadvantages of Cloud Computing: 
 
1. Requires a Constant Internet Connection 

The main disadvantage of cloud is that a user require a internet connection all the time to access the data and the with the 
help of internet connection only a user able to connect the both application and the document. Without internet 
connection cloud is never use. 

 
2. Doesn’t Work Well with Low-Speed Connections 

            Cloud is not possible in low-speed internet    connection such as dial-up services.. Web based apps often require a lot of 
bandwidth to download, as do large documents. If a user is using a dial-up connection, it might take long time to open or 
to change from page to page in a document  
 

3. Stored Data Might Not Be Secure 
With cloud computing, all data is stored on the cloud. That’s all well and good, but how secure is the cloud? Can other, 
unauthorized users gain access to confidential data? 

 
Cloud Architecture:-  

 
Figure 2 Cloud Architecture 

 
As in figure, it starts with the front-end interface seen by individual users. This is how users select a task or service. The user’s 
request then gets passed to the system management, which finds the correct resources and then calls the system appropriate 
provision services. These services carve out the necessary resources in the cloud, launch the appropriate web application and 
either creates or opens the requested document. After the web application is launched, the system monitoring and metering 
function track the usage of the cloud so that resources are apportioned and attribute to the proper users. 
 
Types of Cloud Services: 
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Figure 3 Cloud Services 

 
1. IAAS(Infrastructure As A Service) 

Rather than purchasing or leasing space in an expensive datacenter, labor, real estate, and all of the utilities to maintain 
and deploy computer servers, cloud networks and storage, Cloud buyers rent space in a virtual data center from an IaaS 
provider. They have access to the virtual data center via the Internet. This type of cloud computing provides the “raw 
materials” for IT, and users usually only pay for the resources they consume, including (but not limited to) CPU cores, 
RAM, hard disk or storage space, and data transfer – example IaaS providers include ProfitBricks, Amazon EC2, or the 
Rackspace Cloud. All three providers allow users to “rent” virtual servers and storage while creating networks to tie 
them all together .[5] 

2. PAAS(Platform As A Service) 
Platform as a Service (PaaS) is a delivery of a computing platform over the web. PaaS enables you to create web 
applications quickly, without the cost and complexity of buying and managing the underlying software/hardware. PaaS 
provides all the facilities required to support the complete life cycle of building and delivering web applications entirely 
on the web. [6] 

3. SAAS (Software As A Service) 
Cloud Applications or Software as a Service (SaaS) refers to software delivered over a browser. SaaS eliminates the need 
to install and run applications on the customer's own computers/servers and simplifies maintenance, upgrades and 
support. Examples of SaaS are Face book, Sales Force, Base Camp, etc. [7] 
 

Types of Cloud:- 
 

1. Public  
Public cloud refers to Cloud Computing in the traditional mainstream sense, whereby resources are dynamically 
provisioned on a fine-grained, self-service basis over the Internet. These resources are provisioned via web 
applications/web services, from an off-site third-party provider who shares resources and bills the customer on a fine-
grained utility computing basis. 

2. Community  
A community cloud is established among several organizations that have similar requirements and seek to share their 
computing infrastructure in order to realize some of the benefits of the Public Cloud. With the costs spread over fewer 
users than a Public Cloud (but more than a single tenant) this option is more expensive but may offer a higher level of 
privacy, security and/or policy compliance. 

3. Hybrid  
Cloud Computing environment in which an organization manages some computing resources in-house and has others 
provided externally on the Public Cloud. One of the primary reasons the hybrid model is popular is that organizations 
prefer to leverage their existing (often large) investments in computing infrastructure. Furthermore, many organizations 
prefer to keep sensitive data under their own control to ensure security and/or compliance 

4. Private  
A term that is similar to, and derived from, the concept of Virtual Private Network (VPN), but applied to Cloud     
Computing. The Private Cloud delivers the benefits of Cloud Computing with the option to optimize on data security, 
corporate governance and reliability. 
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1.2 ATTACKS:-  

              Attack:- 
In computer and computer networks an attack is any attempt to destroy, expose, alter, disable, steal or gain unauthorized 
access to or make unauthorized use of an asset. [8] 
 

            Types of Attacks:- 
Some attacks are passive, meaning information is monitored; others are active, meaning the information is altered with 
intent to corrupt or destroy the data or the network itself. 
There are so many attacks but some are mention below:-[9] 

I. Data Modification 
After an attacker has read the data, the next logical step is to alter it. An attacker can modify the data in the packet 
without the knowledge of the sender or receiver. Even if no confidentiality for all communications is required, a user 
does not want any messages to be modified in transit 

II. Eavesdropping 
In general, the majority of network communications occur in an unsecured or "clear text" format, which allows an 
attacker who has gained access to data paths in network to "listen in" or interpret (read) the traffic. When an attacker is 
eavesdropping on communications, it is referred to as sniffing or snooping. The ability of an eavesdropper to monitor the 
network is generally the biggest security problem that administrators face in an enterprise. Without strong encryption 
services that are based on cryptography, data can be read by others as it traverses the network.[9] 

III. Identity Spoofing (IP Address Spoofing) 
Most networks and operating systems use the IP address of a computer to identify a valid entity. In certain cases, it is 
possible for an IP address to be falsely assumed— identity spoofing. An attacker might also use special programs to 
construct IP packets that appear to originate from valid addresses inside the corporate intranet. After gaining access to 
the network with a valid IP address, the attacker can modify, reroute, or delete data.. 

IV. Denial-of-Service Attack 
The denial-of-service attack prevents normal use of your computer or network by valid users. After gaining access to 
network, the attacker can do any of the following 

• Send invalid data to applications or network services, which causes abnormal termination or behavior of the applications 
or services. 

• Flood a computer or the entire network with traffic until a shutdown occurs because of the overload. 
• Block traffic, which results in a loss of access to network resources by authorized users.[9] 

V. Sniffer Attack 
A sniffer is an application or device that can read, monitor, and capture network data exchanges and read network 
packets. If the packets are not encrypted, a sniffer provides a full view of the data inside the packet. Even encapsulated 
(tunneled) packets can be broken open and read unless they are encrypted and the attacker does not have access to the 
key. 
Using a sniffer, an attacker can do any of the following: 

• Analyze the network and gain information to eventually cause the network to crash or to become corrupted. 
• Read communications.[9] 

 
2. Different techniques to prevent DDOS attack in Cloud Environment:-  

Now a days the attack on the machines were increased day by day so it become hard to detect the attack and also hard to 
detect the attacker and the position of the attacker. 
 
This [1] article proposes a strategy for detecting TCP DDOS attack based on an improved CUSUM algorithm in the 
KVM. This strategy detects attack on virtual machines in user mode, and determines the virtual machine with some 
abnormal behavior, and then dynamically migrate the virtual machine to a independent NAT + bridged network 
environment, then detect the attack of every virtual machine in the independent network environment based on the 
improved CUSUM algorithm. 
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Algorithm cannot identify the attacker and even cannot detect the attack in KVM virtual machine environment; because 
in a host there is a wide variety of network topologies and the host cannot distinguish the ownership of the packets, 
which is different from physical network 
So in [1]they design a new network structure combined with NAT technology and bridge technology, propose an 
improved CUSUM algorithm to detect TCP DDOS attack in multiple network connection modes simultaneously 

• Nat + Bridge mode 
NAT (Network Address Translation) is to convert the IP address in the IP datagram header into another IP address. In 
practice, NAT is used primarily for intranet accessing to internet. By using a small amount of public IP addresses to 
represent more private IP addresses, it will help to slow the depletion of available IP addresses. When private addresses 
of the intranet send packets through the host, private addresses are converted to a valid IP address. And in the local area 
network, we only need a small number of IP addresses (or even one) to achieve that all computers in the intranet 
communicate with internet.  
    The NAT mechanism is to allow the virtual systems with NAT function, which makes the virtual machines access the 
internet through the host machine. It segregates the virtual machines and the external network, so they can make virtual 
machines be hidden from internet.  
Bridge is used to forward packets according the Mac address to achieve connection of different local area networks. 
When the bridge receives a Mac frame from LAN, it will reassemble the frame in another local area network format and 
send to its physical layer after unpacking, proofing and checking. Using bridge function is to bridge the virtual machines 
to the same network card, to achieve inter operability between virtual machines, which can establish a small local area 
network. 
In this mode, one can confirm the ownership of packets using their path. By the same token in the host side we can 
exploit tap devices to intercept the packets sent or received by the corresponding guest. In the same way, we deploy a 
monitoring program on each bridge device, and set a monitoring time slice, capture packets in the time slice through the 
device. And detect TCP DDOS attack. 
   As NAT+ Bridge mode uses the two network connection of the KVM i.e. Ethernet Tap mode and User mode, so they 
introduce the 3 network that are Ethernet Tap mode, NAT+ Bridge and User mode by which they can detect TCP DDOS 
attack on VM which can find the attack and identify the position of attacker in the 3 network connection mode.  
 
   In [2] author focused on detecting and analyzing the Distributed Denial of Service (DDoS) attacks in cloud computing 
environments. This type of attacks is often the source of cloud services disruptions. Author solution is to combine the 
evidences obtained from Intrusion Detection Systems (IDSs) deployed in the virtual machines (VMs) of the cloud 
systems with a data fusion methodology in the front-end. Specifically, when the attacks appear, the VM-based IDS will 
yield alerts, which will be stored into the Mysql database placed within the Cloud Fusion Unit (CFU) of the front-end 
server. Author  propose a quantitative solution for analyzing alerts generated by the IDSs, using the Dempster-Shafer 
theory (DST) operations in 3-valued logic and the fault-tree analysis (FTA) for the mentioned flooding attacks. At the 
last step, author uses the Dempsters combination rule to fuse evidence from multiple independent sources. 

• TECHNIQUE USED:- 
   In order to detect and analyze Distributed Denial of Service (DDoS) attacks in cloud computing environments author 
propose a solution. For illustration purpose, a private cloud with a front-end and three nodes is set up. Whilst the 
detection stage is executed within the nodes, more precisely inside the virtual machines (VMs), where the Intrusion 
Detection Systems (IDSs) are installed and configured; the attacks assessment phase is handled inside the front-end 
server, in the Cloud Fusion Unit (CFU). 
  These IDSs will yield alerts, which will be stored into the Mysql database placed within the Cloud Fusion Unit (CFU) 
of the front-end server. A single database is suggested to be used in order to reduce the risk of losing data, to maximize 
the resource usage inside the VMs and to simplify the work of cloud administrator, who will have all the alerts situated 
in the same place. 
 

I.  Mysql database 
The Mysql database is introduced with the purpose of storing the alerts received from the VM-based IDS. Furthermore, 
these alerts will be converted into Basic Probabilities Assignments (bpas), which will be calculated using the pseudo 
code. 
 

II.  Basic probabilities assignment (bpa’s) calculation 
For calculating the basic probabilities assignment, first we decide on the state space Ω. In this paper we use DST 
operations in 3-valued logic {True, False, (True, False)} Guth (1991) for the following flooding attacks: TCP-flood, 
UDP-flood, ICMP-flood, for each VM-based IDS. Thus, the analyzed packets will be: TCP, UDP and ICMP. Further, a 
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pseudo code for converting the alerts received from the VM-based IDS into bpas is provided. The purpose of this pseudo 
code is to obtain the following probabilities of the alerts received from each VM-based IDS: 

                             (mUDP (T),mUDP (F),mUDP (T, F)) 
(mTCP (T),mTCP (F),mTCP (T, F)) 
mICMP (T),mICMP (F),mICMP (T, F)) 
 

III.  Attacks assessment 
The attacks assessment consists of data fusion of the evidences obtained from sensors by using the Dumpster’s 
combination rule, with the purpose of maximizing the DDoS true positive rates and minimizing the false positive alarm 
rate. 

 
So according to author this technique is efficiently utilizes in the IDS to reduce the false alarm rate. By using DST they 
reduce the false negative rate to increase the detection rate, to resolve the conflicts generated by the combination of 
information provided by the multiple sensors  
 

• Comparison of XEN and KVM 
In [3] for the CPU-intensive test, Xen was very close to Linux andKVM had slightly more degradation than Xen. For the 
kernelcompile, the degradation for Xen was about half that of Linux(likely due to less memory). KVM again had slightly 
more degradation than Xen. On the other hand, KVM had higher write and read performance than Xen according to our 
results. We believe that KVM may have performed better than Xen in terms of I/O due to disk caching.[5] 
Comparison can be done with the help of two measurements i.e. performance isolation and other one is scalability. 

 

 
Table 1 Overall performance of base Linux, Xen, and KVM 

 
 

• PERFORMANCE ISOLATION  
Performance isolation is a measure of how well guests are protected from extreme resource consumption in other guests. 
The guest that runs a stress test is referred to as the Stressed VM, since it is under a significant load specific to the type 
of resource being tested 
Xen shows good isolation properties for the memory, fork, CPU, and disk stress tests as seen in the Normal VM column. 
Xen shows very little isolation for the network sender and no isolation for the network receiver. Xen shows unexpectedly 
good performance for the disk test and unexpectedly poor performance for the network sender test. KVM shows good 
isolation properties for all of the stress tests and unexpectedly good performance for the network sender. However, KVM 
shows unexpectedly poor performance for the disk test and the network receiver test. 
 

 
 

Table 2 Performance isolation of Xen versus KVM  
(Higher degradation percentages are bad and DNR is the worst possible) 

 
 

• SCALABILITY 
For Xen, in Figure 1, as we increased the number of guests, the time to compile Apache increased at a linear rate 
compared to the number of guests. This shows that Xen had excellent scalability and that Xen was able to share 
resources among guests well. 
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For KVM, in Figure 2, as we increased the number of guests to 4,1 of the four guests crashed. As the guests were 
increased to 8, 4 guests crashed. With 16 guests, 7 guests crashed. With 30 guests, the system crashed during the 
compile. This indicates that KVM was not able to maintain performance as the number of guests increased 
 

 
Figure 4 Scalability of building Apache on Xen guests 

 
 
Higher compile times are bad and more simultaneous guests are better. 
 
 
 

 
Figure 5 Scalability of building Apache on KVM guests 

 
Higher compile times are bad and more simultaneous guests are better. A compile time of 0 seconds 
indicates that the guest crashed (did not report results). 
 
At the end of the of the paper author conclude that both XEN and KVM have special case in all the comparison 
component is some components XEN is better than the KVM and vice-a-versa. 
But as per my assumption KVM is best while testing it in on virtual machines because it gives flexibility to change the 
scenario which is not possible in XEN because XEN is commercial hypervisor so its not possible to apply changes in 
XEN hypervisor 
 

3. Conclusions and Future work 
 
It’s hard to detect the DDOS attack on cloud environment especially when it is on the virtual machine but as far as we go 
through out with many theories and research paper one can find the solution to detect the attack  and also able to get the 
knowledge of the affects of DDOS attack on cloud. As we come to know that most of the time attack has been made to 
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website for requesting of some resources by which a server sometimes put the particular user on hold because it is busy 
in accessing the other services or might be not allowed to send request for some time, so my future plan is to make a 
attack on the hypervisor, as it is a heart of cloud computing and later to detect the attack and  analyze what are the affects 
of attack on hypervisor and the related systems and to overcome from the attack. 
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