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Abstract 

In this paper describes a system for automated generation of attack signatures for network intrusion 
detection systems. My system applies pattern-matching techniques and protocol conformance checks on multiple 
levels in the protocol hierarchy to network traffic captured a honeypot system. The system successfully created 
precise traffic signatures that otherwise would have required the skills and time of a security officer to inspect the 
traffic manually. Current network intrusion detection systems (NIDS’s) often work as misuse detectors, where the 
packets in the monitored network are compared against a repository of signatures that define characteristics of an 
intrusion. Successful matchings then fire alerts. This work focuses on signature generation. At present, the creation 
of these signatures is a tedious, manual process that requires detailed knowledge of each software exploit that is 
supposed to be captured. Simplistic signatures tend to generate large numbers of false positives, too specific ones 
cause false negatives. To address these issues  Honeycomb, a system that generates signatures for malicious network 
traffic automatically. My system uses pattern-detection techniques and packet header conformance tests on traffic 
captured on honeypots. Looking only at traffic on a honeypot provides the major benefit of knowing that one is 
dealing with suspicious traffic, since the whole point of honeypots is to capture such activity. 
 
Keywords – Honeypot, Bro, Snort, Signature 

 
I. Introduction  
 

A. Intrusion Detection Signatures 
The purpose of attack signatures is to describe the characteristic elements of attacks. There is currently no 

common standard for defining these signatures. As a consequence, different systems provide signature languages of 
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varying expressiveness. Generally, a good signature must be narrow enough to capture precisely the characteristic 
aspects of exploit it attempts to address; at the same time, it should be flexible enough to capture variations of the 
attack. Failure in one way or the other leads to either large amounts of false positives or false negatives. 
 

My system supports signatures for the Bro[1] and Snort[2] NIDSs. Bro has a powerful signature language  
that allows the use of regular expressions, association of traffic going in both directions, and encoding of attacks that 
comprise multiple stages. Snort's signature language is currently not as expressive as Bro's. This includes Snort here 
because of its current popularity and large signature repository. 

B. Honeypots 
Honeypots are closely monitored network decoys serving several purposes: they can distract adversaries from 

more valuable machines on a network, they can provide early warning about new attack and exploitation trends and 
they allow in-depth examination of adversaries during and after exploitation of  a honeypot. Deploying physical 
honeypots is often time intensive and expensive as different operating systems require specialized hardware and 
every honeypot requires its own physical system. Honeypots come in many shapes and sizes; examples include 
dummy items in a database, low-interaction network components like preconfigured traffic sinks, or full-interaction 
hosts with real operating systems and services. This system is an extension of honeyd, a popular low interaction 
open-source honeypot. honeyd simulates hosts with individual networking personalities. It intercepts traffic sent to 
nonexistant hosts and uses the simulated systems to   respond to this traffic. Each host's personality can be 
individually configured in terms of OS type (as far as detectable by common fingerprinting tools) and running 
network services 
(termend subsystems). 

C. String-based Pattern Detection Algorithms 
This  system is unique in that it generates signatures. In contrast to NIDSs, it cannot read a database of 

signatures upon startup to match them against live traffic to spot matches. Thus, the commonly employed pattern-
matching algorithms in NIDSs are of no use to us. Instead, the system tries to spot patterns in traffic previously seen 
on the honeypot. which overlay parts of flows in the traffic and use a longest common substring (LCS) algorithm to 
spot similarities in packet payloads. Like pattern matching, LCS algorithms have been thoroughly studied in the 
past. My LCS implementation is based on suffix trees, which are used as building blocks for a variety of string 
algorithms. Using suffix trees, the longest common substring of two strings is straightforward to find in linear time. 
Several algorithms have been proposed to build suffix trees in linear time. 
 
   RELATED WORKS 
 

D. Bro: A System for Detecting Network Intruders in Real-Time 
 

In this paper they focus on the problem of building standalone systems, which will term “monitors.” This 
monitoring system is called Bro (an Orwellian reminder that monitoring comes hand in hand with the potential for 
privacy violations). A number of commercial products exist that do what Bro does, generally with much more 
sophisticated interfaces and management software and larger “attack signature” libraries. 
 

Prior to developing Bro, this system had significant operational experience with a simpler system based on 
off-line analysis of tcpdump [JLM89] trace files. Out of this experience they formulated a number of design goals 
and requirements: 
 

• High-speed, large volume monitoring 
• No packet filter drops 
• Real-time notification 
• Mechanism separate from policy 
• Extensible 
• The monitor will be attacked 

 
E.    Snort: Lightweight Intrusion Detection for Networks 

Snort is a libpcap-based packet sniffer and logger that can be used as a lightweight NIDS. It features rules 
based logging to perform content pattern matching and detect a variety of attacks and probes, such as buffer 
overflows, stealth port scans, CGI attacks, SMB probes, and much more. Snort has real-time alerting capability, with 
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alerts being sent to syslog, Server Message Block (SMB) “WinPopup'” messages, or a separate ``alert'' file. Snort is 
configured using command line switches and optional Berkeley Packet Filter commands. The detection engine is 
programmed using a simple language that describes per packet tests and actions. Ease of use simplifies and 
expedites the development of new exploit detection rules. For example, when the IIS Show code web exploits were 
revealed on the Bugtraq mailing list, Snort rules to detect the probes were available within a few hours.  

a. A Virtual Honeypot Daemon 
This paper provides a brief overview of the design and implementation of Honeyd, a daemon that simulates 

the TCP/IP stack of operating systems to create virtual honeypots. Honeyd supports TCP, UDP and ICMP. It listens 
to network requests destined for its configured virtual honeypots. Honeyd responds according to the services that run 
on the virtual honeypot. Before sending a response packet to the network, the packet is modified by Honeyd’s 
personality engine to match the network behavior of the configured operating system personality.  

To simulate more realistic networks, Honeyd supports the creation of virtual network topologies. The 
networks can be configured to contain routers with configurable link characteristics like latency and packet loss. 
When using tools like traceroute, the network traffic appears to follow the configured topology.  
They present an experimental evaluation of Honeyd that shows how fingerprinting tools like N-map detect the 
configured operating system and services. 

b. Network Intrusion Detection:Evasion, Traffic Normalization, and End-to-End Protocol Semantics 
A fundamental problem for network NIDS. that passively monitor a network link is the ability of a skilled 

attacker to evade detection by exploiting ambiguities in the traffic stream as seen by the NIDS [14]. Exploitable 
ambiguities can arise in three different ways 
 

a) The NIDS may lack complete analysis for the full range of behavior allowed by a particular protocol. For 
example, an attacker can evade a NIDS that fails to reassemble IP fragments by intentionally transmitting 
their attack traffic in fragments rather than complete IP datagrams. Since IP end-systems are required to 
perform fragment reassembly, the attack traffic will still have the intended effect at the victim, but the 
NIDS will miss the attack because it never reconstructs the complete datagrams. 

 
b) Without detailed knowledge of the network topology between the NIDS and the victim end-system, the 

NIDS may be unable to determine whether a given packet will even be seen by the end-system. For 
example, a packet seen by the NIDS that has a low Time To Live (TTL) field may or may not have 
sufficient hop count remaining to make it all the way to the end-system. 
 
 

F. HoneyComb Architecture 
 

Integrating this system into honeyd has several advantages over a standalone bump-in-the-wire approach: 
       

 
 
 

                                          Fig. 1. Honeycomb's architecture 
 
NO DUPLICATION OF EFFORT:  

This system needs access to network traffic. For a standalone application, libpcap would be an obvious 
choice. honeyd already does this . It inspects the network traffic using libpcap and passes the relevant packets to the 
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network stacks of the simulated hosts and eventually to their configured subsystems. this approach is a minimum-
effort solution that avoids performance hits by making use of packet data already transferred to userspace.  
  
AVOIDANCE OF COLD-START ISSUES:  

The bigger advantage lies in the fact that honeyd is not passively listening to traffic going in and out of the 
honeypot, it creates the traffic coming out of it through the simulated network stacks and the configured subsystems. 
By integrating Honeycomb into honeyd which avoid desynchronization from the current state of connections: when 
honeyd receives a packet that starts a new connection (whether in a legal fashion or not), Honeycomb knows that 
this starts the connection.  

 
 

A. Signature Creation Algorithm 
 

 
Fig. 2. High-level overview of Honeycomb's signature creation algorithm 
 

Signature creation algorithm is used to compare the signature of the packet flow inbound and outbound. 
• If there is any existing connection state for the new packet, that state is updated, otherwise new state is 

created. 
• If the packet is outbound, processing stops here. Honeycomb performs protocol analysis at the network and 

transport layer. 
• For each stored connection: 

a) Honeycomb performs header comparison in order to detect matching IP networks, initial TCP 
sequence numbers, etc. 

b) If the connections have the same destination port, Honeycomb attempts pattern detection on the 
exchanged messages. 

• If no useful signature was created in the previous step, processing stops. Otherwise, the signature is used to 
augment the signature pool as described in Section III-F.  

• Periodically, the signature pool is logged in a configurable manner, for example by appending the Bro 
representation of the signatures to a _le on disk. 

 
B. Connection Tracking 

Honeycomb maintains state for a limited number of TCP and UDP connections2, but has rather unique 
requirements concerning network connection statekeeping. Since the aim is to generate signatures by comparing 
new traffic on the honeypot to previously seen one, which cannot release all connection state immediately when a 
connection is terminated. Instead, which is mark connections as terminated but keep them around as long as 
possible, or until it can be sure that it will not benefit from storing them any longer. 

Connections that have exchanged lots of information are potentially more valuable for detecting matches 
with new traffic. The system must prevent aggressive port scans from overgrowing the connection hash tables which 
would cause the valuable connections to be dropped. Therefore, both UDP and TCP connections are stored in a two-
stage fashion: Connections are at first stored in a “handshake” table and move to an “established” table when actual 
payload is exchanged.  

The system performs stream reassembly: for TCP, which reassemble flows up to a configurable total 
maximum of bytes exchanged in the connection.  stores the reassembled stream as a list of exchanged messages up 
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to a maximum allowed size, where a message is all the payload data that was transmitted in one direction without 
any payload (i.e., at most pure ACKs) going the other way. For example, a typical HTTP request is stored as two 
messages: one for the HTTP request and one for the HTTP reply. For UDP,  similarly create messages for all 
payload data going in one direction without payload data going the other way.  

 
Fig. 3. A TCP packet exchange (left) and the way Honeycomb traces the connection (right) 
 
C. Protocol Analysis 

Honeycomb creates an empty signature record for the flow and starts inspecting the packet. Each signature 
record has a unique identifier and stores discovered facts (i.e., characteristic properties) about the currently 
investigated traffic independently of any particular NIDS signature language. The signature record is then 
augmented continuously throughout the detection process, maintaining a count of the number of facts recorded 

This system currently perform protocol analysis at the network and transport layers for IP, TCP and UDP 
packet headers, using the header-walking technique previously used in traffic normalization. Instead of correcting 
detected anomalies, which record them in the signature, for example invalid IP fragmentation offsets or unusual 
TCP flag combinations. Note that for these checks, Honeycomb does not need to perform any comparison to 
previously seen packets. which refer to a signature at this point as the analysis signature. 

Honeycomb then performs header comparison with each currently stored connection of the same type (TCP 
or UDP). If the stored connection has already moved to the second level hash table, Honeycomb tries to look up the 
corresponding message and uses the headers associated with that message. If any overlaps are detected (e.g., 
matching IP identifiers or address ranges), the analysis signature is cloned and becomes specific to the currently 
compared flows. The discovered facts are then recorded in the new signature. 
D. Pattern Detection in Flow Content 

After protocol analysis, Honeycomb proceeds to the analysis of the reassembled flow content. Honeycomb 
applies the LCS algorithm to binary strings built out of the exchanged messages. It does this in two different ways, 
illustrated in Figures below. 

a) HORIZONTAL DETECTION:  
Assume that the number of messages in the current connection after the connection state update is n.  

Honeycomb then attempts pattern detection on the nth messages of all currently stored connections with the same 
destination port at the honeypot by applying the LCS algorithm to the payload strings directly. 

b) VERTICAL DETECTION:  
Honeycomb also concatenates incoming messages of an individual connection up to a configurable 

maximum number of bytes and feeds the concatenated messages of two different connections to the LCS algorithm. 
The point here is that horizontal detection will fail to detect patterns in interactive sessions like Telnet, whereas 
vertical detection will still work. More importantly, vertical detection also masks TCP dynamics: the concatenation 
suppresses the effects of slicing the communication flow into individual messages. 
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Fig. 4. Horizontal pattern detection: two messages at the same depth into the stream are passed as input to the LCS 
algorithm for detection 

 
Fig. 5. Vertical pattern detection: for both connections, several incoming messages are concatenated into one string 
and then passed as input to the LCS algorithm for detection. 
 
E. Signature Lifecycle 

Honeycomb checks how is the signature can be used to improve the signature pool, which represents the 
recent history of detected signatures. The signature pool is implemented as a queue with configurable maximum 
size; once more signatures are detected that can be stored in the pool, old ones are dropped. Dropped signatures are 
not lost, since the contents of the signature pool are reported in regular intervals. 
 
Honeycomb tries to reduce the number of reported signatures as much as possible by performing signature 
aggregation. 

a. Sig1 = Sig2: signature identity. This operator evaluates to true when Sig1 and Sig2 match in all attributes 
except those which can be expressed as lists in resulting signatures (e.g., ephemeral source port numbers).                                              

b. Sig1  Sig2: signature Sig1 defines only a subset of Sig2's facts. This particularly includes any payload 
patterns detected by the LCS algorithm: A byte sequence b1 is considered weaker than b2 when b1 is a 
substring of b2. 

 
D. Discussion 

 
Honeycomb created 38 signatures for hosts that just probed common ports. 25 signatures were created containing 

flow content strings. These are relatively long; on average they contain 136 bytes. The longest strings are those 
describing worms: Honeycomb managed to create precise signatures for the Slammer and CodeRed II worms. Note 
that these are the overlaps after 6 hits of Slammer and 3 CodeRed II hits, so they are more reliable than a match 
found in only two flows!  
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My tests show that Honeycomb works and produces interesting signatures. It has to be seen how easily the 
generated signatures can be used in production environments, and how the system performs under higher load. 
However, honeypots generally see only relatively little traffic, so this problem should be manageable. 

The system is rich in configuration parameters, which can have major influence on the performance of the 
system. My tests were done with reasonable default values, which may not be the optimal values for the described 
environment. 
 

E. Conclusion 
Honeycomb, a system that can produce NIDS signatures automatically by analyzing traffic on a honeypot. 

The system produces good-quality signatures on a typical end user's Internet connection. The system is particularly 
good at producing signatures for worms5. The signatures for Slammer and CodeRed II are extremely precise and 
were produced without any specific knowledge hardcoded into the system. 
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