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Abstract 

An efficient system for protecting the fingerprint anonymity by mixing any two separate fingerprints into new virtual identity, 
while storing into a database each combined template is stored with priority order. In the registration phase, it extracts the 
minutiae from fingerprint A and ridge flow from fingerprint B and singular points from both fingerprints. With the features 
extracted from the fingerprints and proposed techniques, virtual template is created then stored into database with priority for 
three pairs of fingerprint and the first prioritized template is set as default password. During the authentication, the two query 
fingerprints is needed from the same fingerprints used in the identification phase. If the default password template is not matched 
and meet the threshold value then it will look for the second priority password. Here, the existing two-stage fingerprint matching 
process and reconstruction approach is used for matching the two query fingerprint against the stored combined minutiae 
template and reconstruct the combined minutiae template to avoid the possibility of distinguish between the original template and 
combined minutiae template by the hacker. In this approach, the efficiency for protecting any application wherever we use the 
fingerprint as password is improved and possibility of hacking will be reduced. 
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I.INTRODUCTION 

Nowadays, biometrics is widely used in authentication systems. In general, biometrics needs to be stored in a 
database for subsequent authentication. However, templates stored in the database are at the risk of being stolen 
or modified. Once the template is stolen, it is difficult to be replaced like passwords and the private personal 
information associated with the stolen template would also be exposed. Thus, biometric templates have to be 
stored in the database so that both the privacy of the template and the security of the system are not compromised 
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under various attacks. Most of the existing fingerprint privacy protection techniques require the user to carry a 
token or memorize a key, which creates the inconvenience.  

 
They may also be vulnerable when both the token (or key) and the protected fingerprint are stolen. Jin et 

al. [3] propose a biohashing approach based on the inner products between the user’s fingerprint features and a 
tokenized pseudo-random number. The accuracy of this approach mainly depends on the token, which is assumed 
to be never stolen or shared. Ratha et al. [4] propose to generate cancelable fingerprint templates by applying non-
invertible transforms on the minutiae. The non-invertible transform will usually lead to a reduction in matching 
accuracy. The work in [3] and [4] are shown to be vulnerable to intrusion and linkage attacks when both the token 
(or key) and the transformed template are stolen [9].  

 
The works in [10]–[12] combine two different fingerprints into a single new identity either in the feature 

level [10] or in the image level [11], [12]. In [10], the concept of combining two different fingerprints into a new 
identity is first proposed, where the new identity is created by combining the minutiae positions extracted from 
the two fingerprints. The original minutiae positions of each fingerprint can be protected in the new identity. 
However, it is easy for the attacker to identify such a new identity because it contains many more minutiae 
positions than that of an original fingerprint. The experiment shows that the EER of matching the new identities is 
2.1% when the original minutiae positions are marked manually from the original fingerprints. A similar scheme 
is proposed in [13], where the minutiae positions extracted from a fingerprint and the artificial points generated 
from the voice are combined to produce a new identity. In [11], [12], the authors first propose to combine two 
different fingerprints in the image level.  

 
First of all, each fingerprint is decomposed into the continuous component and the spiral component based 

on the fingerprint FM-AM model [14]. After some alignment, the continuous component of one fingerprint is 
combined with the spiral component of the other finger- print, so as to create a new virtual identity which is 
termed as a mixed fingerprint. Compared with the work in [10], [13], such an image level based fingerprint 
combination technique has two advantages:  (i) it is difficult  for the attacker  to distinguish  a mixed fingerprint 
from the original fingerprints, and (ii) existing fingerprint matching algorithms are applicable for matching two 
mixed fingerprints. However, this approach produces a visually unrealistic mixed fingerprint due to the variations 
in the orientation and frequency between the two different fingerprints.  

 
Their experimental results [12] show that the EER of matching two mixed fingerprints is about 15% when 

two different fingerprints are randomly chosen for creating a mixed fingerprint. If the two different fingerprints 
are carefully chosen according to a compatibility measure, the EER can be reduced to about 4%. In this paper, we 
propose a novel system for protecting fingerprint privacy by combining two different fingerprints into a new 
identity. During the enrollment, the system captures two fingerprints from two different fingers. We propose a 
combined minutiae template generation algorithm to create a combined minutiae template from the two 
fingerprints. In such a template, the minutiae positions are extracted from one fingerprint, while the minutiae 
directions depend on the orientation of the other fingerprint and some coding strategies.  

The template will be stored in a database for the authentication which requires two query fingerprints. A 
two-stage fingerprint matching process is further proposed for matching the two query fingerprints against a 
combined minutiae template. By using the combined minutiae template, the complete minutiae feature of a single 
fingerprint will not be compromised when the database is stolen. In addition, the combined minutiae template 
share a similar topology to the original minutiae templates, it can be converted into a real-look alike combined 
fingerprint by using an existing fingerprint reconstruction approach [15]. The combined fingerprint issues a new 
virtual identity for two different fingerprints, which can be matched using minutiae based fingerprint matching 
algorithms. 
 
II. PROPOSED SYSTEM FOR FINGERPRINT PRIVACY 
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              Fig.1 Proposed Fingerprint Privacy System 

 
In the enrollment phase, the system captures two fingerprints from two different fingers, say 

fingerprints A and B from fingers A and B, respectively. We extract the minutiae positions from fingerprint 
and the orientation from fingerprint using some existing techniques [16], [17]. Then, by using our proposed  
coding  strategies,  a combined  minutiae  template  is generated based on the minutiae positions, the 
orientation and the reference  points  detected  from  both  fingerprints.  

The Combined Minutiae Template (Mc) is stored in database with the priority as shown in fig.2 where Mc1 
is the first enrolled fingerprint combined template, Mc2 is the second enrolled fingerprint combined template, Mc3  

is the third enrolled fingerprint combined template. 
 

 

k                  1st priority 

                    2nd priority 
 
 
                   3rd priority 

Fig. 2 Priority in database 
In the authentication phase, two query fingerprints are required from the same two fingers, say fingerprints 
A’, B’ and from fingers A and B. As what we have done in the enrollment, we extract the minutiae positions 
from fingerprint A’ and the orientation from fingerprint B’. Reference points are detected from both query 
fingerprints. These extracted information will be matched against  the corresponding  template  stored  in the 
database  by using  a  two-stage  fingerprint  matching with the priority. The authentication will be successful 
if the matching score is over a predefined threshold. 
 
A.  Reference Points Detection 
 
 

The reference   points detection   process is motivated   by Nilsson et al. [18], who first propose to use complex 
filters for singular point detection. Given a fingerprint, the main steps of the reference points detection are 
summarized as follows: 

 
1. Compute the orientation O from the fingerprint using the Orientation Estimation Algorithm proposed in 

[17]. Obtain the orientation Z in complex domain, where 
                                                           Z=cos(2O)+jsin(2O)       (1) 

Mc 1 

Mc3 

Mc2 Database 



IJRIT International Journal of Research in Information Technology, Volume 2, Issue 1, January 2014, Pg: 40-45 

 

R.Ranjani,IJRIT           43 

 

2. Calculate a certainty map of reference points[18] 
           Cref  =Z*Tref                   (2) 
Where “*” is the convolution operator and Tref  is the reference points detection. 

 
 

Fig 3. Combined minutiae template 
 

3.   Locate a reference point satisfying the two criterions:  (i) the amplitude should be a local maximum, and 
(ii) the local maximum should be over a fixed threshold. 

4.   If no reference point is found for the fingerprint, locate a reference point with the maximum certainty 
value in the whole fingerprint image. 

B. Combined Minutiae Template Generation 

Given a set of N minutiae positions Pe  = {pi  = (xi , yi), of  fingerprint B,  where  Oe(xi,yi)  is  not  well  defined 
{1  ≤  i   ≤  N }  of  fingerprint A,  the  orientation  Oe    of fingerprint B and the primary cores of fingerprints A 
and B. A combined minutiae template is generated by (1) minutiae position alignment and (2) minutiae direction 
assignment, as shown in Fig. 2. 

(1) Minutiae position alignment: Suppose we detect two primary cores Ca and Cb for fingerprint A and B, 
respectively. Let assume Ca  is  located at  (cxa , cya )  with  the angle βa , and Cb  is located at (cxb , cyb ) 
with the angle βb . The alignment is performed by translating and rotating each minutiae point 

(2) Minutiae Direction alignment: Each aligned minutiae position Pi is assigned with a direction as follows 
        Θi= Oe(xi,yi)+ρπ                    (3) 
where ρ is an integer which is randomly selected from {0,1}. The range of Oe(xi,yi) is from 0 to π. 
Therefore, the range of Θi will be from 0 to 2π, which is the same as that of the minutiae directions from 
an original fingerprint. However, sometimes, pi may be located outside of the fingerprint B, where 
Oe(xi,yi) is not well defined. In such case, we need to predict Oe(xi,yi) before the direction assignment. 
Some existing works for modeling the fingerprint orientation can be adopted for the orientation 
prediction. 
    Once all the N aligned minutiae positions are assigned with directions a comine minutiae template 
Me={ mi=(pi,θi), 1<i<N} is created for enrollment. In some cases, a global position translation may be 
necessary for  Me, such that all the minutiae points are located inside the fingerprint image. 

C. Two-Stage Fingerprint Matching 

Given the minutiae positions PA’ of fingerprint A’, the orientation OB’ of fingerprint B’ and the reference 
points of the two query fingerprints. In order to match the MC stored in the database, it includes the query minutiae 
determination and matching score calculation. 

1. Query Minutiae Determination: The query minutiae determination is very important step during the 
fingerprint matching. In order to simplify the description of algorithm, the local features extracted for a 
minutiae point in MC. The local features are extracted and the minutiae points and orientation are matched 
against the stored template is similar to the work proposed in the existing system [1]. 
 

1. Matching Score Calculation: For the combined minutiae templates that are generated using 
Coding Strategies 1, we do a modulo for all the minutiae directions in MQ and MC, so as to 
remove the randomness. After the modulo operation, we use an existing minutiae matching 
algorithm to calculate a matching score between MQ and MC for the authentication decision. 
For other combined minutiae templates, we directly calculate a matching score between MQ 

and MC using an existing minutiae matching algorithm. 
 

III.COMBINED FINGERPRINT GENERATION 
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In a combined minutiae template, the minutiae positions and directions are extracted from two different 
fingerprint separately. These minutiae positions and directions share a similar topology to those from an original 
fingerprint. Therefore, the combined minutiae template has a similar topology to an original minutiae template. 
Some existing works have shown that it is possible to reconstruct a full fingerprint image from a minutiae 
template. By adopting one of these fingerprint reconstruction approaches, we are able to convert our combined 
minutiae template into a combined fingerprint image. With the given two different fingerprint as input, we first 
generate a combined minutiae template using our combined minutiae template generation algorithm. Then, a 
combined fingerprint is reconstructed from the combined minutiae template using one of the reconstruction 
approaches. 

Among the existing fingerprint reconstruction approaches, this work achieves good performance. 
However, the work in does not incorporate a noising and rendering step to make the reconstructed fingerprint 
image real-look alike. To create a real-look alike fingerprint image from a set of minutiae points, further applying a 
noising and rendering step after adopting the work, where the following 7 stages are carried through as described 

1. Estimate an orientation field O from the set of minutiae points by adopting the orientation 
reconstruction algorithm. 

2. Generate a binary ridge pattern based on O and a predefined fingerprint ridge frequency using gabor 
filtering. 

3. Estimate the phase image ѱ of the binary ridge pattern using fingerprint FM-AM model. 
4. Reconstruct the continuous phase image ѱs by removing the spirals in the phase image ѱ. 
5. Combine the continuous phase image ѱc and the spiral ѱs during a reconstructed phase image ѱ. 
6. Refine the reconstructed phase image ѱ by removing the spurious minutiae points to produce a 

refined phase image. 
7. Applying the noising and rendering step on ѱ, so as to create a real-look alike fingerprint image. 

 
 

IV.PERFORMANCE EVALUATION 

The experiment result is conducted on the impressions of fingerprint in the FVC2000 DB2 database, 
which contains 200 fingerprints from 100 fingers. The Verifinger 6.3 is used for the minutiae positions extraction 
and the minutiae matching.The orientation estimation algorithm is very useful and shows very low error rate when 
compare to other systems. 

 
Fig 4 Performance Evaluation 

V. CONCLUSION 

 In the enrollment, the system captures two fingerprints from two different fingers. A combined minutiae 

template containing only a partial minutiae feature of each of the two fingerprints will be generated and stored in a 

database. To make the combined minutiae template, look real as an original minutiae template, three different 

coding strategies are introduced during the combined minutiae template generation process. In the authentication 

process, two query fingerprints from the same two fingers which are enrolled with first priority set are required. 
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A two-stage fingerprint matching process has proposed for matching the two query fingerprints against the enrolled 

template. Comparing with the state-of-the-art technique, it generates a better new virtual identity when the two 

different fingerprints are randomly chosen. The analysis shows that it is not easy for the attacker to recover the 

original minutiae templates from a combined minutiae template or a combined fingerprint. The priority method is 

very efficient to ensure the right user to authenticate. 
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