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Abstract 
 
The need  of monitoring people,  animals,  and things in gen- eral,  brings to consider  mobile WSNs besides 

traditional, fixed ones. Moreover,  several advanced scenarios, like those including actuators, in- volve multiple sinks. 

Mobility and multiple sinks radically changes the way routing is performed, while the peculiarities of WSNs make it 

diffi- cult to reuse protocols  designed for other types of mobile networks.We formulate the tradeoff as an optimization 

problem for dynamically determining the best redundancy  level to apply to multipath routing for intrusion  tolerance 

so that the query  response success probability is  maximized while prolonging the  useful lifetime. Furthermore, we 

consider  this optimization problem for the case  in which a voting-based  distributed intrusion detection algorithm is 

applied to detect  and evict malicious  nodes in a  HWSN. We develop  a novel probability model to analyze  the best 

redundancy  level in terms of path redundancy and source redundancy, as well as the best intrusion  detection settings 

in terms of the number of voters and the intrusion invocation interval under which the lifetime of a   HWSN is  

maximized. We then apply the analysis results obtained to  the design of  a  dynamic redundancy  management 

algorithm to identify and apply the best design parameter settings  at runtime in response  to environment  changes, to 

maximize the HWSN lifetime. 

Index Terms—sensor  networks; multipath routing; intrusion detection;  reliability 

 
1 Introduction 
 

Multipath routing is considered an effective mechanism for fault and intrusion tolerance to improve data delivery in 

WSNs. The basic idea is that the probability of at least one path reaching the sink node or base station 

increases  as   we   have more   paths   doing   data   delivery.  While   most   prior   research focused on using 

multipath routing to improve reliability some attention has been paid to using multipath routing to tolerate insider 

attacks . These studies, however, largely ignored the tradeoff between QoS gain vs. energy consumption which can 

adversely shorten the system lifetime. 
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The  research  problem  we  are  addressing  in  this  paper  is effective  redundancy  management  of  a  clustered 

HWSN  to prolong its lifetime operation in the presence of unreliable and malicious  nodes.  We   address  the 

tradeoff   between   energy consumption vs. QoS gain in reliability, timeliness and security with   the   goal   to 

maximize  the  lifetime  of  a  clustered  HWSN while satisfying application QoS requirements in the context of 

multipath routing. More  specifically, we  analyze the  optimal amount  of  redundancy through which  data  are 

routed to a remote sink in the presence of unreliable and malicious nodes, so that the query success probability is 

maximized while maximizing the HWSN lifetime. We consider this optimization problem for the case in which 

a voting-based 

distributed 
 

 

2. Existing System 
 

In Existing System, a security attack on VANETs can have severe harmful or fatal consequences to legitimate users. 

Consequently, ensuring secure vehicular communications is a must before any VANET application can be put into 

practice the CRL size in VANETs is expected to be large for the following reasons: 

To preserve the privacy of the drivers, i.e., to abstain the leakage of the real identities and location information of 

the drivers from any external eavesdropper should be preloaded with a set of anonymous digital certificate, where 

the OBU has to periodically change its anonymous certificate to mislead attackers. Consequently, a revocation of 

an OBU results in revoking all the certificate carried by that OBU leading to a large increase in the CRL size. 

 

•            OBU - On-Board 

Units 
 

 
Disadvantag

e 
 

 
In Existing system, vehicles communicate through wireless channels, a variety of attacks such as  

o            Injecting false information, 

o            Modifying 

and 

o            Replaying the disseminated messages can be easily 

launched. 
 
The rest of the paper is organized as follows. In Section II we   discuss   related   work   and   contrast   our approach   

with existing work on multipath routing for intrusion tolerance and reliability   enhancement.  In Section   III,   we   

define   our   system model with system assumptions given. In Section IV we derive an analytical  expression  for  the  

system  lifetime,  considering factors such as query rate, attacker behavior, node capture rate, link  reliability,  and  

energy  consumption.  In  Section  V  we present  numerical  data  and provide physical interpretations of the  results. In 

Section VI,  we  present a dynamic management algorithm for  managing  redundancy of  multipath  routing  for 

intrusion  tolerance  to  maximize  the  system  lifetime while satisfying the  system  reliability, timeliness and  security 

requirements in  the  presence of  unreliable wireless communication and malicious nodes. Finally in Section VII we 

conclude the paper and outline some future research areas. 
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4 Related Works 

 

While fully mobile WSNs have been rarely considered so far, the case of mobile sinks in a stationary WSN is not 

new. Sink mobility has been also considered as a way to transform the problem of routing data toward the sinks 

into the problem of routing sinks towards the data .The case of WSNs involving mobile sensors, like those 

deployed to monitor animals is also not new. Unfortunately, the routing protocols proposed in this area  focused 

on strongly disconnected scenarios, where the very low density of  nodes requires mechanisms typical of 

delay-tolerant net- works. As mentioned, we consider different scenarios in which sink reachability is more the 

rule than the exception, thus allowing real-time monitoring of critical situations. 

 
 

5. Proposed System 
 

In Propose System an efficient authentication and revocation scheme called TACK. TACK adopts a hierarchy system 

architecture consisting of a central trusted authority and regional authorities (RAs) distributed all over the network. The 

proposed method can reduce the RL checking to two pairing operations. However, this solution is based on fixing some 

parameters in the group signature attached to every certificate request, which reduces the privacy preservation of TACK 

and renders the tracking of a vehicle possible. 
 

 
Advantages 

ff           safety-related VANETs applications 
 

 
Modules 

1.           Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure 

2.           Expedite Message Authentication Protocol 

3.           Security Analysis 

a.           Hash Chain Values 

b.           Resistance of forging attacks 

c.           Forward secrecy 

d.           Resistance to replay attacks 

e.           Resistance to colluding attacks 
 

 
Modules Description 

 

 
1.           Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure 

 

 
In this Module, the two basic communication modes, which respectively allow OBUs to communicate with each other 

and with the infrastructure RSUs. Since vehicles communicate through wireless channels, a variety of attacks such as 

injecting false information, modifying and replaying the disseminated messages can be easily launched. 
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2.           Expedite Message Authentication Protocol 

In this Module, 

A Trusted Authority (TA): This is responsible for providing anonymous certificate and Distributing secret keys to all 

OBUs in the network. 

Roadside units (RSUs): which are fixed units distributed all over the network. The RSUs Can communicate securely 

with the TA. 

On-Board Units (OBUs):  which are embedded in vehicles? OBUs can communicate either with other OBUs through 

V2V communications or with RSUs through V2I communications. 

3.           Security Analysis 

a.           Hash Chain Values 

 

The values of the hash chains are continuously used in the revocation processes, and hence, the TA can consume all 

the hash chain values. As a result, there should be a mechanism to replace the current hash chain with a new one. 
 
 
 

6.Conclusions 
 

While the typical application for WSNs is in environmental monitoring, different scenarios are also possible. In 

particular, in the WASP project financed by the EU Commission we are considering scenarios like controlling 

animals in a farm or monitoring elder people in hospices, which involve mobile nodes and multiple sinks, while 

continuous connectivity is guaranteed by the small area in which sensors move .The CCBR protocol we described 

in this paper provides a context and content- based routing layer especially tailored to such scenarios. On top of this 

layer, it becomes easy to develop several communication paradigms, from publish- subscribe to continuous queries 

ala TinyDB. Our simulations show that the mechanisms used by CCBR are very effective in providing good 

delivery with a low cost of routing, which potentially implies a low power consumption.As a further work in this 

area, we are interested in investigating how to add “in network processing” capabilities to CCBR, to allow sinks 

to specify some aggregation function, letting CCBR decide where to aggregate data. A very complex task in 

mobile scenarios like those we target. 
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