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Abstract 

A wide variety of systems require reliable personal recognition schemes to either confirm or determine the identity 

of an individual requesting their services. The purpose of such schemes is to ensure that the rendered services are 

accessed only by a legitimate user, and not anyone else. Examples of such applications include secure access to 

buildings, computer systems, laptops, cellular phones and ATMs. In the absence of robust personal recognition 

schemes, these systems are vulnerable to the wiles of an impostor. Biometric recognition, or simply biometrics, 

refers to the automatic recognition of individuals based on their physiological and/or behavioral characteristics. By 

using biometrics it is possible to confirm or establish an individual’s identity based on “who she is”, rather than by 

“what she possesses” (e.g., an ID card) or “what she remembers” (e.g., a password). In this paper, we give a brief 

overview of the field of biometrics and summarize some of its advantages, disadvantages, strengths, limitations, and 

related privacy concerns. 
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1. Introduction 

Humans have used body characteristics such as face, voice, gait, etc. for thousands of years to recognize each other. 

Alphonse Bertillon, chief of the criminal identification division of the police department in Paris, developed and 

then practiced the idea of using a number of body measurements to identify criminals in the mid 19th century. Just 

as his idea was gaining popularity, it was obscured by a far more significant and practical discovery of the 

distinctiveness of the human fingerprints in the late 19th century. Soon after this discovery, many major law 

enforcement departments embraced the idea of first “booking” the fingerprints of criminals and storing it in a 

database (actually, a card file). Later, the leftover (typically, ragmentary) fingerprints (commonly referred to as 

latents) at the scene of crime could be “lifted” and matched with fingerprints in the database to determine the 

identity of the criminals. Although biometrics emerged from its extensive use in law enforcement to identify 

criminals (e.g., illegal aliens, security clearance for employees for sensitive jobs, fatherhood determination, 

forensics, positive identification of convicts and prisoners), it is being increasingly used today to establish person 
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recognition in a large number of civilian applications. What biological measurements qualify to be a biometric? Any 

human physiological and/or  behavioral characteristic can be used as a biometric characteristic as long as it satisfies 

the  following requirements:  

 

• Universality: each person should have the characteristic;  

• Distinctiveness: any two persons should be sufficiently different in terms of the  characteristic;  

• Permanence: the characteristic should be sufficiently invariant (with respect to the matching criterion) over a 

period of time;  

• Collectability: the characteristic can be measured quantitatively.  However, in a practical biometric system (i.e., a 

system that employs biometrics for personal recognition), there are a number of other issues that should be 

considered, including:  

• Performance, which refers to the achievable recognition accuracy and speed, the resources  required to achieve the 

desired recognition accuracy and speed, as well as the operational and environmental factors that affect the accuracy 

and speed;  

• Acceptability, which indicates the extent to which people are willing to accept the use of a particular biometric 

identifier (characteristic) in their daily lives;  

• Circumvention, which reflects how easily the system can be fooled using fraudulent  methods. 

 

2. Biometric Systems 

A biometric system is a technological system that uses information about a person (or other biological organism) to 

identify that person. Biometric systems rely on specific data about unique biological traits in order to work 

effectively. A biometric system will involve running data through algorithms for a particular result, usually related 

to a positive identification of a user or other individual.  Depending on the application context,a biometric  system 

may operate either in verification mode or  identification mode: 

• In Verification (or authentication) mode the system performs a one-to-one comparison of a captured 

biometric with a specific template stored in a biometric database in order to verify the individual is the 

person they claim to be. Three steps are involved in the verification of a person. In the first step, reference 

models for all the users are generated and stored in the model database. In the second step, some samples 

are matched with reference models to generate the genuine and impostor scores and calculate the threshold. 

Third step is the testing step. This process may use a smart card, username or ID number (e.g. PIN) to 

indicate which template should be used for comparison. 'Positive recognition' is a common use of the 

verification mode, "where the aim is to prevent multiple people from using same identity" 

•  In Identification mode the system performs a one-to-many comparison against a biometric database in 

attempt to establish the identity of an unknown individual. The system will succeed in identifying the 

individual if the comparison of the biometric sample to a template in the database falls within a previously 

set threshold. Identification mode can be used either for 'positive recognition' (so that the user does not 

have to provide any information about the template to be used) or for 'negative recognition' of the person 

"where the system establishes whether the person is who she (implicitly or explicitly) denies to be". The 

latter function can only be achieved through biometrics since other methods of personal recognition such 

as passwords, PINs or keys are ineffective. 
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3. Multimodal biometric systems 

Multimodal biometric systems use multiple sensors or biometrics to overcome the limitations of unimodal biometric 

systems. For instance iris recognition systems can be compromised by aging irides  and finger scanning systems by 

worn-out or cut fingerprints. While unimodal biometric systems are limited by the integrity of their identifier, it is 

unlikely that several unimodal systems will suffer from identical limitations. Multimodal biometric systems can 

obtain sets of information from the same marker (i.e., multiple images of an iris, or scans of the same finger) or 

information from different biometrics (requiring fingerprint scans and, using voice recognition, a spoken pass-

code). Multimodal biometric systems can integrate these unimodal systems sequentially, simultaneously, a 

combination thereof, or in series, which refer to sequential, parallel, hierarchical and serial integration modes, 

respectively. The interested reader is pointed to Choubisa for detailed tradeoffs of response time, accuracy, and costs 

between integration modes. 

Broadly, the information fusion is divided into three parts, pre-mapping fusion, midst-mapping fusion, and post-

mapping fusion/late fusion. In pre-mapping fusion information can be combined at sensor level or feature level. 

Sensor-level fusion can be mainly organized in three classes: (1) single sensor-multiple instances, (2) intra-class 

multiple sensors, and (3) inter-class multiple sensors. Feature-level fusion can be mainly organized in two 

categories: (1) intra-class and (2) inter-class. Intra-class is again classified into four subcategories: (a) Same sensor-

same features, (b) Same sensor-different features, (c) Different sensors-same features, and (d) Different sensors-

different features. 

 

4. Performance 

The following are used as performance metrics for biometric systems:  

• false acceptance rate or false match rate (FAR or FMR): the probability that the system incorrectly matches 

the input pattern to a non-matching template in the database. It measures the percent of invalid inputs which are 

incorrectly accepted. In case of similarity scale, if the person is an imposter in reality, but the matching score is 

higher than the threshold, then he is treated as genuine. This increases the FAR, which thus also depends upon 

the threshold value. 

• false rejection rate or false non-match rate (FRR or FNMR): the probability that the system fails to detect a 

match between the input pattern and a matching template in the database. It measures the percent of valid inputs 

which are incorrectly rejected. 

• relative operating characteristic (ROC): The ROC plot is a visual characterization of the trade-off between 

the FAR and the FRR. In general, the matching algorithm performs a decision based on a threshold which 

determines how close to a template the input needs to be for it to be considered a match. If the threshold is 

reduced, there will be fewer false non-matches but more false accepts. Conversely, a higher threshold will 

reduce the FAR but increase the FRR. A common variation is the Detection error trade-off (DET), which is 
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obtained using normal deviation scales on both axes. This more linear graph illuminates the differences for 

higher performances (rarer errors). 

• equal error rate or crossover error rate (EER or CER): the rate at which both acceptance and rejection 

errors are equal. The value of the EER can be easily obtained from the ROC curve. The EER is a quick way to 

compare the accuracy of devices with different ROC curves. In general, the device with the lowest EER is the 

most accurate. 

• failure to enroll rate (FTE or FER): the rate at which attempts to create a template from an input is 

unsuccessful. This is most commonly caused by low quality inputs. 

• failure to capture rate (FTC): Within automatic systems, the probability that the system fails to detect a 

biometric input when presented correctly. 

• template capacity: the maximum number of sets of data which can be stored in the system. 

 

5. A Comparison of Various Biometrics 

A number of biometric characteristics exist and are in use in various applications . Each biometric has its strengths 
and weaknesses, and the choice depends on the application. No single biometric is expected to effectively meet the 
requirements of all the applications. In other words, no biometric is “optimal”. The match between a specific 
biometric and an application is determined depending upon the operational mode of the application and the 
properties of the biometric characteristic. A brief introduction of the commonly used biometrics is given below: 

• DNA: Deoxyribo Nucleic Acid (DNA) is the one-dimensional ultimate unique code for one’s individuality - except 
for the fact that identical twins have identical DNA patterns. It is, however, currently used mostly in the context of 
forensic applications for person recognition. Three issues limit the utility of this biometrics for other applications: (i) 
contamination and sensitivity: it is easy to steal a piece of DNA from an unsuspecting subject that can be 
subsequently abused for an ulterior purpose; (ii) automatic real-time recognition issues: the present technology for 
DNA matching requires cumbersome chemical methods (wet processes) involving an expert’s skills and is not 
geared for on-line non-invasive recognition; (iii) privacy issues: information about susceptibilities of a person to 
certain diseases could be gained from the DNA pattern and there is a concern that the unintended abuse of genetic 
code information may result in discrimination, e.g., in hiring practices. 

• Ear: It has been suggested that the shape of the ear and the structure of the cartilegenous tissue of the pinna are 
distinctive. The ear recognition approaches are based on matching the distance of salient points on the pinna from a 
landmark location on the ear. The features of an ear are not expected to be very distinctive in establishing the 
identity of an individual. 

• Face: Face recognition is a non-intrusive method, and facial images are probably the most common biometric 
characteristic used by humans to make a personal recognition. The applications of facial recognition range from a 
static, controlled “mug-shot” verification to a dynamic, uncontrolled face identification in a cluttered background 
(e.g., airport). The most popular approaches to face recognition are based on either (i) the location and shape of 
facial attributes, such as the eyes, eyebrows, nose, lips, and chin and their spatial relationships, or (ii) the overall 
(global) analysis of the face image that represents a face as a weighted combination of a number of canonical faces. 
While the verification performance of the face recognition systems that are commercially available is reasonable 
,they impose a number of restrictions on how the facial images are obtained, sometimes requiring a fixed and simple 
background or special illumination. These systems also have difficulty in recognizing a face from images captured 
from two drastically different views and under different illumination conditions. It is questionable whether the face 
itself, without any contextual information, is a sufficient basis for recognizing a person from a large number of 
identities with an extremely high level of confidence .In order that a facial recognition system works well in 
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practice, it should automatically (i) detect whether a face is present in the acquired image; (ii) locate the face if there 
is one; and (iii) recognize the face from a general viewpoint (i.e., from any pose). 

• Fingerprint: Humans have used fingerprints for personal identification for many centuries and the matching 
accuracy using fingerprints has been shown to be very high .A fingerprint is the pattern of ridges and valleys on the 
surface of a fingertip, the formation of which is determined during the first seven months of fetal development. 
Fingerprints of identical twins are different and so are the prints on each finger of the same person. Today, a 
fingerprint scanner costs about US $20 when ordered in large quantities and the marginal cost of embedding a 
fingerprint-based biometric in a system (e.g., laptop computer) has become affordable in a large number of 
applications. The accuracy of the currently available fingerprint recognition systems is adequate for verification 
systems and small- to medium-scale identification systems involving a few hundred users. Multiple fingerprints of a 
person provide additional information to allow for large-scale recognition involving millions of identities. One 
problem with the current fingerprint recognition systems is that they require a large amount of computational 
resources, especially when operating in the identification mode. Finally, fingerprints of a small fraction of the 
population may be unsuitable for automatic identification because of genetic factors, aging, environmental, or 
occupational reasons (e.g., manual workers may have a large number of cuts and bruises on their fingerprints that 
keep changing). 

• Keystroke: It is hypothesized that each person types on a keyboard in a characteristic way. This behavioral 
biometric is not expected to be unique to each individual but it offers sufficient discriminatory information to permit 
identity verification. Keystroke dynamics is a behavioral biometric; for some individuals, one may expect to observe 
large variations in typical typing patterns. Further, the keystrokes of a person using a system could be monitored 
unobtrusively as that person is keying in information. 

6. Applications of Biometric Systems 

The applications of biometrics can be divided into the following three main groups: 

• Commercial applications such as computer network login, electronic data security, ecommerce, Internet access, 

ATM, credit card, physical access control, cellular phone, PDA, medical records management, distance learning, 

etc. 

• Government applications such as national ID card,correctional facility, driver’s license, social security, welfare-

disbursement, border control, passport control, etc. 

• Forensic applications such as corpse identification, criminal investigation, terrorist identification, parenthood 

determination, missing children, etc. 

Traditionally, commercial applications have used knowledge-based systems (e.g., PINs and passwords), government 

applications have used token-based systems (e.g., ID cards and badges), and forensic applications have relied on 

human experts to match biometric features. Biometric systems are being increasingly deployed in large scale civilian 

applications .The Schiphol Privium scheme at the Amsterdam airport, for example, employs iris scan cards to speed 

up the passport and visa control procedures .Passengers enrolled in this scheme insert their card at the gate and look 

into a camera; the camera acquires the image of the traveler’s eye and processes it to locate the iris, and compute the 

Iriscode ; the computed Iriscode is compared with the data residing in the card to complete user verification. A 

similar scheme is also being used to verify the identity of Schiphol airport employees working in high-security 

areas. Thus, biometric systems can be used to enhance user convenience while improving security. 

 

7. Summary 

Reliable personal recognition is critical to many business processes. Biometrics refers to automatic recognition of an 

individual based on her behavioral and/or physiological characteristics. The conventional knowledge-based and 

token-based methods do not really provide positive personal recognition because they rely on surrogate 
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representations of the person’s identity (e.g., exclusive knowledge or possession). It is, thus, obvious that any system 

assuring reliable personal recognition must necessarily involve a biometric component. This is not, however, to state 

that biometrics alone can deliver reliable personal recognition component. In fact, a sound system design will often 

entail incorporation of many biometric and non-biometric components (building blocks) to provide reliable personal 

recognition. 

Biometric-based systems also have some limitations that may have adverse implications for the security of a system. 

While some of the limitations of biometrics can be overcome with the evolution of biometric technology and a 

careful system design, it is important to understand that foolproof personal recognition systems simply do not exist 

and perhaps, never will. Security is a risk management strategy that identifies, controls, eliminates, or minimizes 

uncertain events that may adversely affect system resources and information assets. The security level of a system 

depends on the requirements (threat model) of an application and the cost-benefit analysis. In our opinion, properly 

implemented biometric systems are effective deterrents to perpetrators. 

 

As biometric technology matures, there will be an increasing interaction among the market, technology, and the 

applications. This interaction will be influenced by the added value of the technology, user acceptance, and the 

credibility of the service provider. It is too early to predict  

where and how biometric technology would evolve and get embedded in which applications. But it is certain that 

biometric-based recognition will have a profound influence on the way we conduct our daily business.  

  

8. Conclusion 

 

Biometrics refers to automatic identification of a person based on his or her physiological characteristics. It provides 

a better solution for the increased security requirements of our information society than traditional identification 

methods such as passwords and PINs. As biometric sensors become less expensive and miniaturized, and as the 

public realizes that biometrics is actually an effective strategy for protection of privacy and from fraud, this 

technology is likely to be used in almost every transaction needing authentication of personal identity. 

 

9. Future Scope 

For more than a century, criminal investigators have used fingerprints to identify suspects on the basis of evidence 
left at the crime scene. Whereas fingerprints were once compared visually, today computers speed up the process: 
the Automated Fingerprint Identification System (AFIS), now used in most Western countries, compares traces 
found at a crime scene with millions of stored fingerprint images in just a few seconds. Recently, the police in 
various German cities introduced mobile AFIS, enabling comparisons to be made immediately over mobile 
communication networks. However, it is not only criminal investigators who use such technology; many 
commercial access-control systems use identification systems based on biometrics—the automated recognition of 
individuals by using behavioural and/or biological characteristics. An increasing demand for safety and security in 
both the public and private sectors is now driving research in this rapidly growing field. 

In addition to fingerprints, biometric technologies can make use of a rich variety of anatomical characteristics, such 
as images of the face, iris or retina, or representations of the geometry of the hand. These systems also use 
behavioural or physiological characteristics, such as a written signature, voice or the typing pattern on a keyboard. 
Such functions create an individual signal that can be measured by biometric technology. 
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