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ABSTRACT: Mach provides a new foundation for UNIX development that spans networks of uniprocessors 

and multiprocessors. Mach is a multiprocessor operating system kernel. The basic Mach abstractions are 

intended not simply as extensions to the normal UNIX facilities but as a new foundation upon which UNIX 

facilities can be built and future development of UNIX-like systems for new architectures can continue. The 

difference between Mach and UNIX is that Mach is not a trademark of AT&T Laboratories whereas UNIX is a 

trademark of AT&T Laboratories. This paper describes Mach and the motivations that led to its design. It also 

describes some of the details of its implementation and current status. 
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I. INTRODUCTION 
 

Mach is a multiprocessor operating system kernel currently under development at Carnegie-Mellon University. 

In addition to binary compatibility with Berkeley’s current UNIX 4.3BSD release, Mach provides a number of 

new facilities not available in 4.3: 

� Support for multiprocessors including: 

i. Provision for both tightly-coupled and loosely-coupled general purpose multiprocessors. 

ii. Separation of the process abstraction into tasks and threads, with the ability to execute multiple threads 

within a task simultaneously. 

� A new virtual memory design which provides: 

i. Large and sparse virtual address spaces. 

ii. Copy-on-write virtual copy operation. 

iii. Copy-on-write and read-write memory sharing between tasks. 

iv. Memory mapped files. 

v. User-provided backing store objects and pagers. 

� A capability-based interprocess communication facility: 

i. Transparently extensible across network boundaries with preservation of capability protection. 

ii. Integrated with the virtual memory system and capable of transferring large amounts of data up to the 

size of an address space via copy-on-write techniques. 

� A number of basic system support facilities, including: 

i. An internal adb-like kernel debugger. 

ii. Support for transparent remote file access between autonomous systems. 

iii. Language support for remote-procedure call style interfaces between tasks written in C, Pascal, and 

CommonLisp. 

 

The computing environment for which Mach is targeted spans a wide class of systems, providing basic support 

for large, general purpose multiprocessors, smaller multiprocessor networks and individual workstations. As of 
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April 1986, all Mach facilities, with the exception of threads, are operational and in production use on 

uniprocessors and multiprocessors by both individuals and research projects at CMU. 

 

II. DESIGN: AN EXTENSIBLE KERNEL 

 
Mach takes an essentially object-oriented approach to extensibility. It provides a small set of primitive functions 

designed to allow more complex services and resources to be represented as references to objects. The 

indirection thus provided allows objects to be arbitrarily placed in the network (either within a multiprocessor or 

a workstation) without regard to programming details. 

 
The Mach kernel abstractions, in effect, provide a base upon which complete system environments may be built. 

By providing these basic functions in the kernel, it is possible to run varying system configurations on different 

classes of machines while providing a consistent interface to all resources. The actual system running on any 

particular machine is a function of its servers rather than its kernel. 

The Mach kernel supports four basic abstractions: 

1. A task is an execution environment in which threads may run. It is the basic unit of resource allocation. A 

task includes a paged virtual address space and protected access to system resources (such as processors, port 

capabilities and virtual memory). The UNIX notion of a process is, in Mach, represented by a task with a single 

thread of control. 

2. A thread is the basic unit of CPU utilization. It is roughly equivalent to an independent program counter 

operating within a task. All threads within a task share access to all task resources. 

3. A port is a communication channel – logically a queue for messages protected by the kernel. Ports are the 

reference objects of the Mach design. They are used in much the same way that object references could be used 

in an object oriented system. Send and Receive are the fundamental primitive operations on ports. 

4. A message is a typed collection of data objects used in communication between threads. Messages may be of 

any size and may contain pointers and typed capabilities for ports. 

 

Operations on objects other than messages are performed by sending messages to ports which are used to 

represent them. The act of creating a task or thread, for example, returns access rights to the port which 

represents the new object and which can be used to manipulate it. The Mach kernel acts in that case as a server 

which implements task and thread objects. It receives incoming messages on task and thread ports and performs 

the requested operation on the appropriate object. This allows a thread to suspend another thread by sending a 

suspend message to that thread’s thread port even if the requesting thread is on another node in a network. 

III. TASKS AND THREADS 
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It has been clear for some time that the UNIX process abstraction is insufficient to meet the needs of modern 

applications. The definition of a UNIX process results in high overhead on the part of the operating system. 

Typical server applications, which use the fork operation to create a server for each client, tend to use far more 

system resources than are required. In UNIX this includes process slots, file descriptor slots and page tables. To 

overcome this problem, many application programmers make use of co-routine packages to manage multiple 

contexts within a single process. 

     With the introduction of general purpose shared memory multiprocessors, the problem is intensified due to a 

need for many processes to implement a single parallel application. On a machine with N processors, for 

example, an application will need at least N processes to utilize all of the processors. A co-routine package is of 

no help in this case, as the kernel has no knowledge of such co-routines and cannot schedule them. 

     Mach addresses this problem by dividing the process abstraction into two orthogonal abstractions: the task 

and thread. A task is a collection of system resources. These include a virtual address space and a set of port 

rights. A thread is the basic unit of computation. It is the specification of an execution state within a task. A 

task is generally a high overhead object, whereas a thread is a relatively low overhead object. 

     To overcome the previously mentioned problems with the process abstraction, Mach allows multiple threads 

to exist (execute) within a single task. On tightly coupled shared memory multiprocessors, multiple threads may 

execute in parallel. Thus, an application can use the full parallelism available, while incurring only a modest 

overhead on the part of the kernel. 

     Tasks are related to each other in a tree structure by task creation operations. Regions of virtual memory may 

be marked as inheritable read-write, copy-on-write or not at all by future child tasks. A standard UNIX fork 

operation takes the form of a task with one thread creating a child task with a single thread of control and all 

memory shared copy-on-write. 

     Application parallelism in Mach can thus be achieved in any of three ways: 

• Through the creation of a single task with many threads of control executing in a shared address space, 

using shared memory for communication and synchronization. 

• Through the creation of many tasks related by task creation which share restricted regions of memory. 

• Through the creation of many tasks communicating via messages. 

 

IV. VIRTUAL MEMORY MANAGEMENT 

 
The Mach virtual memory design allows tasks to: 

• Allocate regions of virtual memory, 

• De-allocate regions of virtual memory, 

• Set the protections on regions of virtual memory, 

• Specify the inheritance of regions of virtual memory. 

It allows for both copy-on-write and read/write sharing of memory between tasks. Copy-on-write virtual 

memory often is the result of form operations or large message transfers. Shared memory is created in a 

controlled fashion via an inheritance mechanism. Virtual memory related functions, such as pagein and pageout, 

may be performed by non-kernel tasks. Mach does not impose restrictions on what regions may be specified for 

these operations, except that they are aligned on system page boundaries (where the definition of the page size is 

a boot-time parameter of the system). 

The way Mach implements the UNIX fork is an example of Mach’s virtual memory operations. When a fork 

operation is invoked, a new (child) address map is created based on the old (parent) address map’s inheritance 

values. Inheritance may be specified as shared, copy or none, and may be specified on a per-page basis. Pages 

specified are shared, are shared for read and write access by both the parent and child address maps. Those 

pages specified as copy are effectively copied in the child map, however; for efficiency, copy-on-write 

techniques are typically employed. An inheritance specification of none signifies that the page is not passed to 

the child at all. In this case, the child’s corresponding address is left unallocated. By default, newly allocated 

memory is inherited copy-on-write. 
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Consider the following example: Assume that a task with an empty address space has the following operations 

applied to it: 

 

OPERATION ARGUMENTS COMMENTS 

Allocate 0-0x100000 allocate from 0 to 1 megabyte 

Protect 0-0x10000 read/current make 0-64K read only 

Inherit 0x8000-0x20000 share make 32K-128K shared on fork 

  

The resulting address map will be a one megabyte address space, with the first 64K read-only and the range 

from 32K to 128K will be shared by children created with the fork operation. 

      An important feature of Mach’s virtual memory is the ability to handle page faults and page-out data 

requests outside of the kernel. When virtual memory is created, special paging tasks may be specified to handle 

paging requests. For example, to implement a memory mapped file, virtual memory is created with its pager 

specified as the file system. When a page fault occurs, the kernel will translate the fault into a request for data 

from the file system. 

 

V. VIRTUAL MEMORY IMPLEMENTATION 

 
The basic data structures used in the virtual memory implementation are: 

1. Address maps: doubly linked lists of map entries, each entry describing the properties of a region of 

virtual memory. There is a single address map associated with each task. 

 

 
2. Share maps: special address maps that describe regions of memory that are shared between tasks. A 

sharing map provides a level of indirection from address maps, allowing operations that affect shared 

memory to affect all maps without back pointers. 
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3. VM objects: units of backing storage. A VM object specifies resident pages as well as where to find 

non-resident pages. VM objects are pointed at by address maps. Shadow objects are used to hold pages 

that have been copied after a copy-on-write fault. 

4. Page structures: specify the current attributes for physical pages in the system (e.g., mapped in what 

object, active/reclaimable/free). 

The virtual memory implementation is split between machine independent and machine dependent sections. The 

machine independent portion of the implementation has full knowledge of all virtual memory related 

information. The machine dependent portion, on the other hand, has a simple page validate/invalidate/protect 

interface, and has no outside knowledge of other machine independent related data structures. 

     The actual data structures used in a machine dependent implementation depend on the target machine. For 

example, the VAX implementation maintains VAX page tables, whereas the RT/PC implementation maintains 

an Inverted Page Table. Since the machine independent section maintains all data structures, it is possible for a 

machine dependent implementation to garbage collect is mappings (e.g. throw away page tables on a VAX). The 

machine independent section will then request the machine dependent section to map these pages again when 

the mappings are once again needed. 

     In addition to the normal demand paging of tasks, the Mach virtual memory implementation allows portions 

of the kernel to be paged. In particular, address map entries are pageable in the current implementation. 

 

VI. INTERPROCESS COMMUNICATION 

 

The Mach interprocess communication facility is defined in terms of ports and messages and provides location 

independence, security and data type tagging. 

     The port is the basic transport abstraction provided by Mach. A port is a protected kernel object into which 

messages may be placed by tasks and from which messages may be removed. A port is logically a finite length 

queue of messages sent by a task. Ports may have any number of senders but only one receiver. Access to a port 

is granted by receiving a message containing a port capability (to either send or receive). 

     Ports are used by tasks to represent services or data structures. Operations on a window are requested by a 

client task by sending a message to the port representing that window. The window manager task then receives 

that message and handles the request. Ports used in this way can be thought of as though they were capabilities 

to objects in an object oriented system. The act of sending a message (and perhaps receiving a reply) 

corresponds to a cross-domain procedure call in a capability based system such as Hydra or StarOS. 

     A message consists of a fixed length header and a variable size collection of typed data objects. Messages 

may contain both port capabilities and/or embedded pointers as long as both are properly typed. A single 

message may transfer up to the entire address space of a task. 

     Messages may be sent and received either synchronously or asynchronously. Currently, signals can be used 

to handle incoming messages outside the flow of control of a normal UNIX style process. A task could create or 

assign separate threads to handle asynchronous events. 

Figure 4 shows a typical message interaction. A task A sends a message to a port P2. Task A has send rights to 

P2 and receive rights to a port P1. At some later time, task B which has receive rights to port P2 receives that 

message which may in turn contain send rights to port P1 (for the purposes of sending a reply message back to 

task A). Task B then (optionally) replies by sending a message to P1. 
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Figure 5 shows Task A sending a large (for example, 24 megabyte) message to a port P1. At the point the 

message is posted to P1, the part of A’s address space containing the message is marked copy-on-write – 

meaning any page referenced for writing will be copied and the copy placed instead into A’s virtual memory 

table.  

 
The copy-on-write data then resides in a temporary kernel address map until task B receives the message. At 

that point the data is removed from the temporary address map. The operating system kernel determines where 

in the address space of B the newly received message data is placed, allowing the kernel to minimize memory 

mapping overhead. Any attempt by either A or B to change a page of this copy-on-write data results in a copy of 

that page being made and placed into that task’s address space. 

 

VII. KERNEL DEBUGGER 

 

Kernel debugging has always been a tedious undertaking. UNIX systems traditionally have no support for 

kernel debugging, requiring kernel implementers to “debug with printf” or other ad hoc methods. The Mach 

kernel has a built-in kernel debugger (kdb) based on adb7. All adb commands are implemented including 

support for breakpoints, single instruction step, stack tracing and symbol table translation. 

     In order to aid debugging, as well as study the performance of the kernel, the Mach debugger also supports 

functions not available in adb. For example: 

• Enhanced stack traces: stack traces may contain the values of local variables and registers for each 

stack frame. 
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• Call/return trace support: single stepping may continue without intervention until the next call or return 

instruction. 

• Instruction counting: the number of instructions executed between regions of code may be counted. 

 

VIII. IMPLEMENTATION: A NEW FOUNDATION FOR UNIX 

 

The Mach kernel currently supplants most of the basic system interface functions of the UNIX 4.3BSD kernel: 

trap handling, scheduling, multiprocessor synchronization, virtual memory management and interprocess 

communication. 4.3BSD functions are provided by kernel-state threads which are scheduled by the Mach kernel 

and share communication queues with it. 

     The spectacular growth in size of the Berkeley UNIX kernel over the last few years has made it apparent that 

continued expansion of UNIX functionality threatens to undercut the advantages of simplicity and modifiability 

which mad UNIX an attractive operating system alternative for research and development. Work is underway to 

remove non-Mach UNIX functionality from kernel-state and provide these services through user-state tasks. The 

goal of this effort is to “kernelize” UNIX is a substantially less complex and more easily modifiable basic 

operating system. This system would be better adapted to new uniprocessor and multiprocessor architectures as 

well as the demands of a large network environment. The success of this transition will depend heavily on the 

fact that the basic Mach abstractions allow kernel facilities such as memory object management and interprocess 

communication to be transparently extended. 

      

IX. CURRENT STATUS: MACH-1 

 

Mach is still under development and extensive performance comparisons with other systems have not yet been 

done. Although the system has yet to be tuned, current performance appears to be in line with 4.3BSD. Some 

early simplistic measures of virtual memory performance are encouraging. The MicroVAX II cost of touching 

newly allocated memory is less than 0.7 milliseconds per 1024 bytes of data (versus approximately 1.2 

milliseconds for 4.3BSD). Operations typically expensive in UNIX, e.g. fork, are substantially faster with the 

new virtual memory support. Mach is currently in production use by CMU researchers on a number of projects 

including a multiprocessor speech recognition system called Agora and a project to build parallel production 

systems. 

Figure 6: Mach with UNIX functionality in user-state tasks. As of April 1986 the box labelled “UNIX 

compatibility” still executes in kernel state and communicates with the Mach kernel layer through a shared 

communication queue. 
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As of April 1986, Mach runs on most VAX architecture machines: VAX11/750, 11/780, 11/785, 8600, 

MicroVAX I, and MicroVAX II. In addition, Mach runs on four (11/780 or 11/785) processor VAX11/784 with 

8 MB of shared memory and the IBM RT/PC. The same binary kernel image runs on all VAX uniprocessors and 

multiprocessors. The same kernel source is used for both VAX and RT/PC systems. Work has begun on ports to 

the uniprocessor SUN 3, multiprocessor Encore MultiMax and VAX 8300. 
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