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Abstract 

I would like to introduce a model for Test Data Proprietary (TDP) that allows a client that has stored data at a suspicious server to 
verify that the server possesses the original data without retrieving it. The model generates probabilistic proofs of Proprietary by 
sampling random sets of blocks from the server, which drastically reduces I/O costs. The client maintains a constant amount of 
metadata to verify the proof. The challenge/response protocol transmits a small, constant amount of data, which minimizes 
network communication. Thus, the TDP model for remote data checking supports large data sets in widely-distributed storage 
systems. I present two provably-secure TDP schemes that are more efficient than previous solutions, even when compared with 
schemes that achieve Iaker guarantees. In particular, the overhead at the server is low (or even constant), as opposed to linear in 
the size of the data. Experiments using our implementation verify the practicality of TDP and reveal that the performance of TDP 
is bounded by disk I/O and not by cryptographic computation. To avoid the security risks, audit services are critical to ensure the 
integrity and availability of outsourced data and to achieve digital forensics and credibility on cloud computing. Test Data 
Proprietary (TDP), which is a cryptographic technique for verifying the integrity of data without retrieving it at an suspicious 
server, can be used to realize audit services. 
 
 

1. Introduction 
 

Verifying the authenticity of data has emerged as a critical issue in storing data on suspicious servers. It 
arises in peer-to-peer storage systems network file systems long-term archives  Ib-service object stores and database 
systems Such systems prevent storage servers from misrepresenting or modifying data by providing authenticity 
checks when accessing data. HoIver, archival storage requires guarantees about the authenticity of data on storage, 
namely that storage servers possess data. It is insufficient to detect that data have been modified or deleted when 
accessing the data, because it may be too late to recover lost or damaged data. Archival storage servers retain 
tremendous amounts of data, little of which are accessed. They also hold data for long periods of time during which 
there may be exposure to data loss from administration errors as the physical implementation of storage evolves, 
e.g., backup and restore, data migration to new systems, and changing memberships in peer-to-peer systems. 
Archival network storage presents unique performance demands. Given that file data are large and are stored at 
remote sites, accessing an entire file is expensive in I/O costs to the storage server and in transmitting the file across 
a network. Reading an entire archive, even periodically, greatly limits the scalability of network stores. (The growth 
in storage capacity has far outstripped the growth in storage access times and bandwidth Furthermore, I/O incurred 
to establish data Proprietary interferes with on-demand bandwidth to store and retrieve data. I conclude that clients 
need to be able to verify that a server has retained file data without retrieving the data from the server and without 
having the server access the entire file. Previous solutions do not meet these requirements for proving data 
Proprietary. Some schemes provide a Iaker guarantee by enforcing storage complexity: The server has to store an 
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amount of data at least as large as the client’s data, but not necessarily the same exact data. Moreover, all previous 
techniques require the server to access the entire file, which is not feasible when dealing with large amounts of data. 
I define a model for provable data Proprietary (TDP) that provides probabilistic proof that a third party stores a file. 
The model is unique in that it allows the server to access small portions of the file in generating the proof; all other 
techniques must access the entire file. Within this model, I give the first provably-secure scheme for remote data 
checking. The client stores a small O(1) amount of metadata to verify the server’s proof. Also, the scheme uses O(1) 
bandwidth1. The  Test and the response are each slightly more than 1 Kilobit. I also present a more efficient version 
of this scheme that proves data proprietary using a single modular exponentiation at the server, even though it 
provides a Iaker guarantee. Both schemes use homomorphism verifiable tags. Because of the homomorphic 
property, tags computed for multiple file blocks can be combined into a single value. The client pre-computes tags 
for each block of a file and then stores the file and its tags with a server. At a later time, the client can verify that the 
server possesses the file by generating a random Test against a randomly selected set of file blocks. Using the 
queried blocks and their corresponding tags, the server generates a proof of Proprietary. The client is thus convinced 
of data Proprietary, without actually having to retrieve file blocks. The efficient TDP scheme is the fundamental 
construct underlying an archival introspection system that I are developing for the long-term preservation of 
Astronomy data. I are taking Proprietary of multi-terabyte Astronomy databases at a University library in order to 
preserve the information long after the research projects and instruments used to collect the data are gone. The 
database will be replicated at multiple sites. Sites include resource-sharing partners that exchange storage capacity to 
achieve reliability and scale. As such, the system is subject to freeloading in which partners attempt to use storage 
resources and contribute none of their own [20]. The location and physical implementation of these replicas are 
managed independently by each partner and will evolve over time. Partners may even outsource storage to third-
party storage server providers Efficient TDP schemes will ensure that the computational requirements of remote data 
checking do not unduly burden the remote storage sites. I implemented our more efficient scheme (E-TDP) and two 
other remote data checking proto- cols and evaluated their performance. 

Experiments show that probabilistic Proprietary guarantees make it practical to verify Proprietary of large 
data sets. With sampling, E-TDP verifies a 64MB file in about 0.4 seconds as compared to 1.8 seconds without 
sampling. Further, I/O bounds the performance of E-TDP; it generates proofs as quickly as the disk produces data. 
Finally, E-TDP is 185 times faster than the previous secure proto col on 768 KB files. 

 

 
 



Ashok Bekkanti, IJRIT          21 

 

1.1 Contributions 
 

In this paper I: Formally define protocols for provable data Proprietary (TDP) that provide probabilistic proof 
that a third party stores a file. - introduce the first provably-secure and practical TDP schemes that guarantee data 
Proprietary. Implement one of our TDP schemes and show experimentally that probabilistic Proprietary guarantees 
make it practical to verify Proprietary of large data sets. Our TDP schemes provide data format independence, which 
is a relevant feature in practical deployments (more details on this in the remarks of Section 4.3), and put no 
restriction on the number of times the client can Test the server to prove data Proprietary. Also, a variant of our main 
TDP scheme offers public verifiability Note. A preliminary version of this paper that appears in the proceedings of 
CCS 2007 [3] contained an error in the security proof: I erroneously made an assumption that does not hold when 
the parameter e is public2. As a result, I have simplified the scheme and e is now part of the secret key. Keeping e 
secret affects only the public verifiability feature, which is no longer provided by our main TDP scheme. This 
feature allows anyone, not just the data owner, to Test the server for data Proprietary. HoIver, I show how to achieve 
public verifiability by simply restricting the size of file blocks 
 
1.1.1. Contributions 
In this paper, I focus on efficient audit services for outsourced data in clouds, as Ill as the optimization for high-
performance audit schedule. First of all, I propose architecture of audit service outsourcing for verifying the integrity 
of outsourced storage in clouds. This architecture based on cryptographic verification protocol does not need to trust 
in storage server providers. Based on this architecture, I have made several contributions to cloud audit services as 
follows:  
 
• I provide an efficient and secure cryptographic interactive audit scheme for public auditability. I prove that this 
scheme retains the soundness property and zero-knowledge property of proof systems. These two properties ensure 
that our scheme can not only prevent the deception and forgery of cloud storage providers, but also prevent the 
leakage of outsourced data in the process of verification. 
 
• I propose an efficient approach based on probabilistic queries and periodic verification for improving performance 
of audit services. To detect abnormal situations timely, I adopt a way of sampling verification at appropriate planned 
intervals.  
• I presented an optimization algorithm for selecting the kernel parameters by minimizing computation overheads of 
audit services. Given the detection probability and the probability of sector corruption, the number of sectors has an 
optimal value to reduce the extra storage for verification tags, and to minimize the computation costs of CSPs and 
clients’ operations. In practical applications, above conclusions will play a key role in obtaining a more efficient 
audit schedule. Further, our optimization algorithm also supports an adaptive parameter selection for different sizes 
of files (or clusters), which could ensure that the extra storage is optimal for the verification process. 
Finally, I implement a prototype of an audit system to evaluate our proposed approach. Our experimental results not 
only validate the effectiveness of above-mentioned approaches and algorithms, but also show our system has a loIr 
computation cost, as Ill as a shorter extra storage for verification. I list the features of our TDP scheme in Table 1. I 
also include a comparison of related techniques, such as, TDP (Ateniese et al., 2007), DTDP (Erway et al., 2009), 
and CPOR (Shacham and Waters, 2008). Although the computation and communication overheads of O(t) and O(1) 
in TDP/STDP schemes are loIr than those of O(t + s) and O(s) in our scheme, our scheme has less complexity due to 
the introduction of a fragment structure, in which an outsourced file is split into n blocks and each block is also split 
into s sectors. This means that the number of blocks in TDP/STDP schemes is s times more than that in our scheme 
and the number of sampling blocks t in our scheme is merely 1/s times more than that in TDP/STDP schemes. 
Moreover, the robability of detection in our scheme is much greater than that in TDP/STDP schemes because of 1 − 
(1  − _b)ts ≥ 1 − (1 − _b)t.  

 
In addition, our cheme, similar to TDP and CPOR schemes, provides the ownership proof of outsourced 

data as a result that it is constructed on the public-key authentication technology, but STDP and DTDP schemes 
cannot provide such a feature because they are only based on the Hash function. Provable Data Proprietary (TDP) I 
describe a framework for provable data Proprietary. This provides background for related work and for the specific 
description of our schemes. A TDP protocol (Fig. 1) checks that an outsourced storage site retains a file, which 
consists of a collection of n blocks. The client C (data owner) pre-processes the file, generating a piece of  Table 1: 
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Features and parameters (per challenge) of various TDP schemes when the server misbehaves by deleting a fraction 
of an n-block file (e.g., 1% of n).metadata that is stored locally, transmits the file 

 

The server and client computation is expressed as the total cost of performing modular exponentiation 
operations. For simplicity, the security parameter is not included as a factor for the relevant costs. ∗ No security 
proof is given for this scheme, so assurance of data Proprietary is not confirmed. † The client can ask proof for 
select symbols inside a block, but cannot sample across blocks. to the server S, and may delete its local copy. The 
server stores the file and responds to challenges issued by the client. Storage at the server is in (n) and storage at the 
client is in O(1), conforming to our notion of an outsourced storage relationship. As part of pre-processing, the client 
may alter the file to be stored at the server. The client may expand the file or include additional metadata to be 
stored at the server. Before deleting its local copy of the file, the client may execute a data Proprietary Test to make 
sure the server has successfully stored the file. Clients may encrypt a file prior to out-sourcing the storage. For our 
purposes, encryption is an orthogonal issue; the “file” may consist of encrypted data and our metadata does not 
include encryption keys. At a later time, the client issues a Test to the server to establish that the server has retained 
the file. The client requests that the server compute a function of the stored file, which it sends back to the client. 
Using its local metadata, the client verifies the response. 
 

Threat model. The server S must ansIr challenges from the client C; failure to do so represents a data loss. 
HoIver, the server is not trusted: Even though the file is totally or partially missing, the server may try to convince 
the client that it possesses the file. The server’s motivation for misbehavior can be diverse and includes reclaiming 
storage by discarding data that has not been or is rarely accessed (for monetary reasons), or hiding a data loss 
incident (due to management errors, hardware failure, compromise by outside or inside attacks etc). The goal of a 
TDP scheme that achieves probabilistic proof of data Proprietary is to detect server misbehavior when the server has 
deleted a fraction of the file. Requirements and Parameters. The important performance parameters of a TDP 
scheme include: Computation complexity: The computational cost to pre-process a file (at C), to generate a proof of 
Proprietary (at S) and to verify such a proof (at C); Block access complexity: The number of file blocks accessed to 
generate a proof of Proprietary For a scalable solution, the amount of computation and block accesses at the server 
should be minimized, because the server may be involved in concurrent interactions with many clients. I stress that 
in order to minimize bandwidth, an efficient TDP scheme cannot consist of retrieving entire file blocks. While 
relevant, the computation complexity at the client is of less importance, even though our schemes minimize that as 
Ill. To meet these performance goals, our TDP schemes sample the server’s storage, accessing a random subset of 
blocks. In doing so, the TDP schemes provide a probabilistic guarantee of Proprietary; a deterministic guarantee 
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cannot be provided without accessing all blocks. In fact, as a special case of our TDP scheme, the client may ask 
proof for all the file blocks, making the data Proprietary guarantee deterministic. Sampling proves data Proprietary 
with high probability based on accessing few blocks in the file, which radically alters the performance of proving 
data Proprietary. Interestingly, when the server deletes a fraction of the file, the client can detect server misbehavior 
with high probability by asking proof for a constant amount of blocks, independently of the total number of file 
blocks. As an example, for a file with n = 10, 000 blocks, if S has deleted 1% of the blocks, then C can detect server 
misbehavior with probability greater than 99% by asking proof of Proprietary for only 460 randomly selected blocks 
(representing 4.6% of n). 

 
 
2. Audit system architecture 
 

In this section, I first introduce an audit system architecture for outsourced data in clouds in Fig. 1, which 
can work in an audit service outsourcing mode. In this architecture, I consider a data storage service containing four 
entities:  
 
2.1 Data owner (DO): who has a large amount of data to be stored in the cloud? 
 
2.2 Cloud service provider (CSP): who provides data storage service and has enough storage spaces and 
computation resources; 
 
2.3 Third party auditor (TPA): who has capabilities to manage or monitor outsourced data under the delegation of 
data owner; and 
 
2.4 Granted applications (GA):  who have the right to access and manipulate stored data. These applications can 
be either inside clouds or  outside clouds according to the specific  requirements  

 

Fig. 2. Audit system architecture for cloud computing 
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This architecture is known as the audit service outsourcing due to data integrity verification can be 
implemented by TPA without help of data owner. In this architecture, the data owner and granted clients need to 
dynamically interact with CSP to access or update their data for various application purposes. HoIver, I neither 
assume that CSP is trust to guarantee the security of stored data, nor assume that the data owner has the ability to 
collect the evidences of CSP’s fault after errors occur. Hence, TPA, as a trust third party (TTP), is used to ensure the 
storage security of their outsourced data. I assume the TPA is reliable and independent, and thus has no incentive to 
collude with either the CSP or the clients during the auditing process: 
 
• TPA should be able to make regular checks on the integrity and availability of these delegated data at appropriate 
intervals 
 
• TPA should be able to take the evidences for the disputes about the inconsistency of data in terms of authentic 
records for all data operations. In this audit architecture, our core idea is to maintain the security of TPA to 
guarantee the credibility of cloud storages. This is because it is more easy and feasible to ensure the security of one 
TTP than to maintain the credibility of the whole cloud. Hence, theta could be considered as the root of trust in 
clouds. To enable privacy-preserving public auditing for cloud data storage under this architecture, our protocol 
design should achieve 
 
Following security and performance guarantees: 
 

Audit-without-downloading: to allow TPA (or other clients with the help of TPA) to verify the correctness 
of cloud data on demand without retrieving a copy of whole data or introducing additional on-line burden to the 
cloud users; Verification-correctness: to ensure there exists no cheating CSP that can pass the audit from TPA 
without indeed storing users’ data intact; Privacy-preserving: to ensure that there exists no way for TPA to derive 
users’ data from the information collected during the auditing process; and High-performance: to allow TPA to 
perform auditing with minimum overheads in storage, communication and computation, and to support statistical 
audit sampling and optimized audit schedule with a long enough period of time. 
 
 
3. Construction of interactive audit scheme 

 
In this section, I propose a cryptographic interactive audit scheme (also called as interactive TDP, ITDP) to 

support our audit system in clouds. This scheme is constructed on the standard model of interactive proof system, 
which can ensure the confidentiality of secret data (zero-knowledge property) and the undeceivability of invalid tags 
(soundness property). 3.1. Notations and preliminaries Let H = {Hk} be a keyed hash family of functions Hk : {0, 
1}*→ {0, 1}n indexed by k ∈ K. I say that algorithm A has advantage _ inbreaking the collision-resistance of H if 
 

 
 
Definition 1 (Collision-resistant hash). A hash family H is (t, _)- collision-resistant if no t-time adversary has 
advantage at least _ in breaking the collision-resistance of H. I set up our systems using bilinear pairings proposed 
by Boneh and Franklin (2001). Let G be two multiplicative groups using elliptic curve conventions with large prime 
order p. The function e be a computable bilinear map e : G × G → GT with following properties: for any G, H 
∈ G and all a, b ∈ Zp,  
I have (1) Bilinearity: e([a]G, [b]H) = e(G, H)ab. (2) Non-degeneracy: e(G, H) / = 1 unless Gor H = 1. (3) 
Computability: e(G, H) is efficiently computable.  
 
Definition 2 (Bilinear map group system). A bilinear map group system is a tuple S = _p, G, GT , e_ composed of 
the objects as describedabove. 3.2. Definition of interactive audit I present a definition of interactive audit protocol 
based on interactive proof systems as follows:  
 
Definition 3. A cryptographic interactive audit scheme S is a collection of two algorithms and an interactive proof 
system, S=  (K, T, P): KeyGen(1s): takes a security parameter s as input, and returnsa public-secret keypair (pk, sk); 
TagGen(sk, F): takes as inputs the secret key sk and a file F, and returns the triples (_, , _), where _ denotes the 
secret used to generate verification tags, is the set of public verification parameters u and index information _, i.e., = 
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(u, _); _ denotes the set of verification tags; Proof (CSP, TPA): is a public two-party proof protocol of 
irretrievability betIen CSP (prover) and TPA (verifier), that is _CSP(F, _), TPA_(pk, ), where CSP takes as input a 
file F and a set of tags _, and a public key pk and a set of public parameters are the common input betIen CSP and 
TPA. At the end of the protocol run, TPA returns {0|1}, where 1 means the file is correct stored on the server. where, 
P(x) denotes the subject P holds the secret x and _P, V_(x) denotes both parties P and V share a  common data x in a 
protocol. This is a more generalized model than existing verification models  for outsourced data. Since the 
verification process is considered as an interactive protocol, this definition does not limit to the specific steps of 
verification, including scale, sequence, and the number of moves in protocol, so it can provide greater convenience 
for the construction of protocol. 
 
3.1. Proposed construction 
 

I present our construction of audit scheme in Fig. 2. This scheme involves three algorithms: key generation, 
tag generation, and verification protocol. In the key generation algorithm, each client is assigned a secret key sk, 
which can be used to generate the tags of many files, and a public key pk, which be used to verify the integrity of 
stored files. public verification parameter = (u, _), where u = (_(1), u1, . . ., us), _ = {_i} i∈ [1,n] is a hash index 
table. The hash value _ (1) = H_ (“Fn”) can be considered as the signature of the secret _1, _s and u1, us denotes the 
“encryption” of these secrets. The structure of hash index table should be designed according to applications. For 
example, for a static, archival file, I can define briefly _i = Bi, where Bi is the sequence number of block; for a 
dynamic file, I can also define _i = (Bi||Vi||Ri), where Bi is the sequence number of block, RI is the version number 
of updates for this block, and Ri is a random integer to avoid collision. The index table _ is very important to Ensure 
the security of files. According to _ and _(1), I can generate the hash value _(2) I =  H_(1) (_i) for each block. Note 
that, it must assure that the’s are different for all proces sed files. In our construction, the verification protocol has a 
3-move structure: 
 

Commitment, Test and response, which is shoId in Fig. 3. This protocol is similar to Schnorr’s protocol 
(Schnorr, 1991), which is a zero-knowledge proof system. Using this property, I ensure the verification process does 
not reveal anything other than the veracity of the statement of data integrity in a private cloud. In order to prevent 
the leakage of data and tags in the verification process, the secret data {mi,j} are protected by a random j ∈ Zp and 
the tags {_i} are randomized by a _ ∈ Zp. Furthermore, the values {j} and _ are protected by the simple commitment 
methods, i.e., H_ 1 and us I ∈ G, to avoid the adversary from gaining them. 3.4. Security analysis According to the 
standard model of interactive proof system. Proposed by Bellare and Goodrich (Goodrich, 2001), the proposed 
protocol Proof (CSP, TPA) has completeness, soundness, and zeroknowledge properties described below. 3.4.1. 
Completeness property For every available tag _ ∈ TagGen(sk, F) and a random Test Q = (i, vi)i∈I , the 
completeness of protocol can be elaborated as follows: 

 

 


