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Abstract 

Wireless networks are more vulnerable to security threats than wired networks. Sensor nodes are very small devices with 
limited memory, battery power, band-width, transmission range, and computation power which are scattered in large numbers in 
the target region and work unattended for large periods of time. Data in the sensor nodes deployed in military, health care, or 
commercial applications need to be securely transmitted. They are used to collect magnetic, seismic, and acoustic information 
and sense the temperature and pressure of a given region. Sensors are used in wildlife exploration, ocean water monitoring, 
plantation monitoring, cold chain management, rescue operation, vital sign monitoring, and other civilian purposes. They are 
widely used in military areas for tracking military vehicles, sniper localization, and collecting and transmitting secure 
information. The interception of such data can cause havoc and must thus be prevented. Security in wireless sensor networks 
(WSN) poses the following challenges [10]: wireless nature of communication, resource limitation on sensor nodes, very large 
and dense WSN, lack of a fixed infrastructure, unknown network topology prior to deployment, and high risk of physical attacks 
to unattended sensors. For security reasons cryptographic keys must be embedded in the sensor nodes which can carry on 
communication securely. 

KEYWORDS: WSNs, Security, Cryptography, Topology. 

1. Introduction 

A sensor network is an infrastructure comprised of sensing (measuring), computing, and communication 
elements that gives an administrator the ability to instrument, observe, and react to events and phenomena in a 
specified environment. The administrator typically is a civil, governmental, commercial, or industrial entity. The 
environment can be the physical world, a biological system, or an information technology (IT) framework. 
Network(ed) sensor systems are seen by observers as an important technology that will experience major 
deployment in the next few years for a plethora of applications, not the least being national security. Typical 
applications include, but are not limited to, data collection, monitoring, surveillance, and medical telemetry. In 
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addition to sensing, one is often also interested in control and activation.  There are four basic components in a 
sensor network:  

(1) an assembly of distributed or localized sensors;  

(2) an interconnecting network (usually, but not always, wireless-based);  

(3) a central point of information clustering; and 

 (4) a set of computing resources at the central point (or beyond) to handle data correlation, event trending, status 
querying, and data mining.  

              In this context, the sensing and computation nodes are considered part of the sensor network; in fact, some 
of the computing may be done in the network itself. Because of the potentially large quantity of data collected, 
algorithmic methods for data management play an important role in sensor networks. The computation and 
communication infrastructure associated with sensor networks is often specific to this environment and rooted in 
the device-and application-based nature of these networks. For example, unlike most other set-tings, in-network 
processing is desirable in sensor networks; furthermore, node power (and/or battery life) is a key design 
consideration. The information collected is typically parametric in nature, but with the emergence of low-bit-rate 
video and imaging algorithms, some systems also support these types of media. Wireless sensors can be used 
where wire line systems cannot be deployed. The rapid deployment, self-organization, and fault-tolerance 
characteristics of WSNs make them versatile for military command, control, communications, intelligence, 
surveillance, reconnaissance, and targeting systems. Many of these features also make them ideal for national 
security. Sensor networking is also seen in the context of pervasive computing. Traditionally, sensor networks have 
been used in the context of high-end applications such as radiation and nuclear-threat detection systems, ‘‘over-the-
horizon’’ weapon sensors for ships, biomedical applications, habitat sensing, and seismic monitoring. More 
recently, interest has focusing on networked biological and chemical sensors for national security applications; 
furthermore, evolving interest extends to direct consumer applications. The basic elements and design focus of 
sensor networks. These elements and design principles need to be placed in the context of the sensor network 
environment, which is characterized by many (sometimes all) of the following factors: large sensor population 
(e.g., 64,000 or more client units need to be supported by the system and by the addressing apparatus), large 
streams of data, incomplete/uncertain data, high potential node failure; high potential link failure (interference), 
electrical power limitations, processing power limitations, multihop topology, lack of global knowledge about the 
network, and (often) limited administrative support for the network. Sensor network developments rely on 
advances in sensing, communication, and computing. 

 

2. Sensor Types and Technology  
 

A sensor network is composed of a large number of sensor nodes that are densely deployed. To list just a 
few venues, sensor nodes may be deployed in an open space; on a battlefield in front of, or beyond, enemy lines; in 
the interior of industrial machinery; at the bottom of a body of water; in a biologically and/or chemically 
contaminated field; in a commercial building; in a home; or in or on a human body. A sensor node typically has 
embedded processing capabilities and onboard storage; the node can have one or more sensors operating in the 
acoustic, seismic, radio (radar), infrared, optical, magnetic, and chemical or biological domains. The node has 
communication interfaces, typically wireless links, to neighboring domains. The sensor node also often has location 
and positioning knowledge that is acquired through a global positioning system (GPS) or local positioning 
algorithm. Sensor nodes are scattered in a special domain called a sensor field. Each of the distributed sensor nodes 
typically has the capability to collect data, analyze them, and route them to a (designated) sink point. Figure 1.2 
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depicts a typical WSN arrangement. Although in many environments all WNs are assumed to have similar 
functionality, there are cases where one finds a heterogeneous environment in regard to the sensor functionality. 

 
 

 
 

Figure 1.2 Typical sensor network arrangements 
 

The following are important issues pertaining to WSNs: sensor type; sensor placement; sensor power 
consumption, operating environment, computational/sensing capabilities and signal processing, connectivity, and 
telemetry or control of remote devices. It is critical to note in this context that node location and fine-grained time 
(stamping) are essential for proper operation of a sensor network; this is almost the opposite of the prevalent Internet 
architecture, where server location is immaterial to a large degree and where latency is often not a key consideration 
or explicit design objective. In sensor networks, fine-grained time synchronization and localization are needed to 
detect events of interest in the environment under observation. The position of sensor nodes does not have be 
predetermined, allowing random deployment in inaccessible terrains or dynamic situations; however, this also 
means that sensor network protocols and algorithms must possess self-organizing capabilities. 

 

 
 

Figure 1.5 Generic protocol stack for sensor networks. 
 

 

2.1 Historical Survey of Sensor Networks 
 
The history of sensor networks spans four phases, described briefly below: 
 
Phase 1: Cold-War Era Military Sensor Networks During the cold war, extensive acoustic networks were 
developed in the United States for submarine surveillance; some of these sensors are still being used by the National 
Oceanographic and Atmospheric Administration (NOAA) to monitor seismic activity in the ocean. 
 
Phase 2: Defense Advanced Research Projects Agency Initiatives The major impetus to research on sensor 
networks took place in the early 1980s with programs sponsored by the Defense Advanced Research Projects 
Agency (DARPA). The distributed sensor networks (DSN) work aimed at determining if newly developed TCP–IP 
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protocols and ARPAnet’s (the predecessor of the Internet) approach to communication could be used in the context 
of sensor networks. 
 
Phase 3: Military Applications Developed or Deployed in the 1980s and 
1990s (These can properly be called first-generation commercial products.) Based on the results generated by the 
DARPA–DSN research and the test beds developed, military planners set out in the 1980s and 1990s to adopt sensor 
network technology, making it a key component of network-centric warfare. 
 
Phase 4: Present-Day Sensor Network Research (These can properly be called second-generation commercial 
products.) Advances in computing and communication that have taken place in the late 1990s and early 2000s have 
resulted in a new generation of sensor network technology. Evolving sensor networks represent a significant 
improvement over traditional sensors [1.38,1.39]. Inexpensive compact sensors based on a number of high-density 
technologies, including MEMS and (in the next few years) nanoscale electromechanical systems (NEMS), are 
appearing. 
 
Logical connectivity has the goal of supporting coordination and other high-level tasks; physical connectivity is 
typically supported over a wireless radio link. Sensing implies the presence of these capabilities in a tightly coupled 
environment, typically for the measurement of physical-world parameters. Some of the characteristic features of 
sensor networks include the following: 
 
_ Sensor nodes are densely deployed. 
_ Sensor nodes are prone to failures. 
_ the topology of a sensor network changes very frequently. 
_ Sensor nodes are limited in power, computational capacities, and memory. 
_ Sensor nodes may not have global identification because of the large amount of overhead and the large number of 
sensors. Sensor networks require sensing systems that are long-lived and environmentally resilient. Unattended, self-
powered low-duty-cycle systems are typical. 
 

 
Figure 1.3 Typical sensing nodes. 

 
Power consumption is often an issue that needs to be taken into account as a design constraint. In most instances, 
communication circuitry and antennas are the primary elements that draw most of the energy. Sensors are either 
passive or active devices. Passive sensors in element form include seismic-, acoustic-, strain-, humidity-, and 
temperature-measuring devices. Passive sensors in array form include optical- [visible, infrared 1 micron (mm), 
infrared 10 mm], and biochemical measuring devices. Passive sensors tend to be low-energy devices. Active sensors 
include radar and sonar; these tend to be high-energy systems. The trend is toward VLSI (very large scale 
integration), integrated optoelectronics, and nanotechnology; work is under way in earnest in the biochemical arena. 
The components of a (remote) sensing node include (see Figure 1.3) the following: 
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� A sensing and actuation unit (single element or array) 
� A processing unit 
� A communication unit 
� A power unit 
� Other application-dependent units 

 
In addition to (embedded) sensing there is a desire to build, deploy, and manage unattended embedded control 

and actuation systems, sometimes called control networks. Such a control system acts on the environment either in a 
self-autonomous manner or under the telemetry of a remote or centralized node. Key applications require more than 
just sensing: They need control and actuation. To the extent that we cover the topic in this book, control refers to 
some ‘‘minor’’ activity internal to the sensor (e.g., zoom, add an optical filter, rotate an antenna); actuation refers to 
a ‘‘major’’ activity external to the sensor itself (e.g., open a valve, emit some fluid into the environment, engage a 
motor to relocate somewhere else). Applications requiring control and/or actuation include transportation, high-tech 
agriculture, medical monitoring, drug delivery, battlefield interventions, and so on. In addition to standard concerns 
(e.g., reliability, security), actuation systems also have to take into account factors such as safety. 
 

3. Related work 

Most of the secure routing protocols for WSNs in the literature are based on symmetric key cryptography. 
Selecting the most appropriate cryptographic method is vital in WSNs because all security services are ensured by 
cryptography. Cryptographic methods used in WSNs should meet the constraints of sensor nodes and be evaluated 
by code size, data size, processing time, and power consumption. Although  considerable  developments  have  been  
made  towards  counteracting potential  threats  in  sensor networks,  these  security measures  remain  inadequate. 
Most of the solutions available in literature address a specific security problem but ignore   others;   those   
which   achieve   low   energy   and   memory   consumption compromise   on   the   level   of   security.   None   of   
these   solutions   are   able   to simultaneously ensure low energy and memory consumption and provide 
complete security. Thus, there is a need for a better security system which can combine low operational costs 
with a high security performance. The development of secure routing protocols is challenging because sensor nodes 
are prone to failures and the topology of a sensor network changes frequently due to node failures and possible 
mobility. Key issues include the following: 

• The secure routing protocols for WSNs in literature focus on static sensor networks only, ignoring 
mobility. Secure routing protocols for mobile sensor networks need to be investigated. 

• Current broadcast authentication schemes such as µTESLA and its extensions require the sensor network 
to be loosely time-synchronized. This requirement is often hard to meet and new techniques that do not require time 
synchronization are desirable. 

• New schemes with higher scalability and efficiency need to be developed for the authenticated 
broadcast protocols. The recent progress on public key cryptography may facilitate the design of authenticated 
broadcast protocols.  

• Quality of Service (QoS) in WSNs needs to be evaluated with the addition of secure routing services. 

• Selecting the appropriate cryptography method for sensor nodes is fundamental to providing security 
services in WSNs. However, the decision depends on the computation and communication capability of the sensor 
nodes.  

• Public key cryptography studies in the literature have demonstrated that public key operations may be 
practical in sensor networks. However, private key operations are still too expensive in terms of computation and 
energy cost to accomplish in a sensor node. The application of private key operations to sensor nodes needs to be 
studied further. 
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• Symmetric key cryptography is superior to public key cryptography in terms of speed and low energy 
cost. However, the key distribution schemes based on symmetric key cryptography are not perfect. Efficient and 
flexible key distribution schemes need to be designed. 

• It is also likely that more powerful motes will need to be designed in order to support the increasing 
requirements for computation and communication in sensor nodes. 

• The main emphasis while designing and developing protocols for WSNs is uniform load distribution 
among SNs, in order to increase the network life. Many protocols existing in the literature minimizes energy 
consumption on routing paths. Even though these approaches increase energy efficiency, but technique such as; 
dynamic routing where, data is forwarded to nodes with the highest residual energy, may cause problem such as, 
unbounded delays.  

• Security is another big issue, when WSNs are deployed in a hostile environment. Security protocols 
based on asymmetric cryptography, such as; RSA or Elliptic Curve Cryptography (ECC) are not applicable, due to 
the high computational complexity, high-energy consumption and increased code storage requirements. 
Furthermore, due to unpredictable network topology and lack of infrastructure support, trusted-server based key 
distribution protocols are not suitable for WSNs either. 
 

4. System Model 
 

 Network is deployed with an assumption that it is free from adversarial attacks during the setup phase. 
During the setup phase, the base station generates key sets from the key pool, for each node. By using the concepts 
of Q-composite keys, the nodes needs to have at least Q number of keys in common to establish a communication 
link rather than only one key, which enhances the security level of SEEAR. But, the drawback with Q-composite is 
that if the Q number of keys is common between two nodes, which are far away from each other, then to establish 
communication link between such nodes is a bad idea, because to make communication between these nodes is very 
energy consuming. Keeping this in mind, SEEAR imposes a new constraint of distance on Q-composite concept. In 
SEEAR, communication link between such nodes will be established, only if the distance between such nodes is less 
than or equal to some threshold value D0. The value of D0 is guided by the deployment area and the density of nodes 
within that area. 

 

4.1 SEEAR Protocol Description 

In SEEAR, the BS generates N key sets of K keys in each, from the key pool, for the node to be deployed 
in the deployment area, and maintains a list containing node ID, node Localization ID (LID) and key sets assign to 
the node. In SEEAR, nodes having Q keys in common, are known as logical neighbors, nodes having distance less 
than or equal to D0 between them, are known as physical neighbors and nodes satisfying both criteria, are known as 
actual neighbors.  

 

4.1.1 Finding Logical Neighbor (LN)  

               The method of finding Logical neighbors is straightforward. To find the Logical neighbors of any node, BS 
compare all the keys in the key set, assign to the node under consideration, with all the keys in the key sets assign to 
other nodes one by one, and whenever BS find any node having Q keys in common with the node under 
consideration, it store the ID of that node in the ‘LNbr’ list.   The BS finds all logical neighbors for each node and 
stores them in list ‘LNbr’, as shown in Figure 4.2(a). If any entry in the list ‘LNbr’ remains empty then BS assign 
new key set to the corresponding nodes and repeat the process. 
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4.1.2 Finding Physical Neighbor (PN) 

To find the physical neighbors of any node, BS compute the distance of the node under consideration with all its 
logical neighbors and store the ID of all those node, which distance is less than or equal to D0 in ‘PNbr’ list as 
shown in Figure 4.2(b). 

 

 

4.1.3 Finding Actual Neighbor (AN) 

With the help of these two lists, for each nodes BS finds all those nodes, which falls within distance D0 and 
having at least Q keys in common and store them in ‘Nbr’ list, as shown in Figure 4.2(c). Any empty location in list 
‘Nbr’ indicate that the corresponding node falls far away from the remaining node, which chance is very rare, 
because of dense deployment, and even if it happened, we can ignore it, because such nodes are very few in 
numbers. 
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 (a) List of Logical neighbors  (b) List of Physical neighbors 

 (c) List of Actual neighbors  
Figure 4.2 Representing List of neighbors 

 
Once the BS obtains the actual neighbors for all nodes, it constructs a network graph where, edges represents secure 
link and nodes represents nodes in the network. 

From the network graph, BS obtain minimum spanning tree of the graph, as shown in the Figure 4.3, and 
designate one node as root node and set it to communicate with base station. This delegation must be on rotation 
basis, otherwise the energy of the node communicating with BS depleted soon and the whole network will be 
disconnected. To rotate the delegation, BS can choose any scheduling scheme; SEEAR using the scheme presented 
in GANM [18]. BS computes link keys between a node and all of its neighbors by applying some hash function, as 
shown in the algorithm. It also computes a timer value, as shown in the algorithm, to synchronize the network. Once 
the link keys and timer value are computed, BS constructs N packets, one for each node, containing node ID, set of 
link keys for that node and timer value, as shown: 

 
 

Synchronization Packet   

Node ID Neighbors Link Keys  

 
Timer Value 

 
BS broadcast these packets in the network. Nodes in the area receive only the packet meant for them, store this 
information within its memory, and ignore other packets.  On receiving the above packet, timer within the node is 
triggered and the whole network gets synchronized. Once the network is synchronized, nodes within the network 
start sensing the surrounding and send the sensed data, in the following format to its parents, where, these data are 
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aggregated and this aggregated data is forwarded to their parent; this process is continued and finally aggregated 
data reaches to the node communicating with BS through which data is reached to the BS.  

 
Source ID Neighbors Link Keys  

 
Data 

Data Packet 

Timer Value 

 
This whole process of resynchronization is repeated after the regular interval of time in order to enhance the security 
level of the network, by generating unpredictable key values, in the least possible interval. To enhance the security 
level further, link keys and timer values may be encrypted before their transmission in the data packet.  

4.2 Analysis of SEEAR 

In WSN routing, energy and security are the three primary factors that should be kept in mind, before 
designing any protocol. It is a general myth that efficient routing, security and networks lifetime are seemed to be 
incompatible, but SEEAR trying to balance all these parameters. All these aspects are considered in development of 
SEEAR.  

We are using three keys for communication; out of which one is static (i.e., ID of node) and remaining two 
are dynamic, which are computed by applying hash function; as given in the algorithm. These two dynamic keys are 
changed every time, when the network gets resynchronized. So, in SEEAR, if some node gets compromised, it will 
be identified after next synchronization. SEEAR resynchronize entire network in the time less than T0, where, T0 is 
the time required to compromise any node by an adversary.  

               In some protocols, highest residual energy nodes are identified within the network and all data to the BS 
are routed through that node, which may causes problem, such as, unbounded delays. However, rather than checking 
nodes with highest residual energy, SEEAR delegate a node to communicate with BS on rotation basis, which is 
selected based on GANM (discussed in literature survey), and we kept this rotation time less than T0, so that, even if 
somehow an adversary is able to capture it, its effect could be minimized.  

              Energy is considered to be most important factor to enhance the life of the network. In SEEAR, 
communication link between two nodes is established only if the distance between these two nodes is less than D0 

and they satisfied the key criteria of Q composite keys. In SEEAR, algorithms to set up the network are running at 
the BS, which saves energy of SNs a lot. In Q-composite scheme, there is no restriction of distance between two 
nodes and if communication link is established between two nodes, which are far away with each other, then much 
more energy is required to communicate with each other, as compared to SEEAR.  

 

5. Results and Discussion 

SEEAR have simulated for energy consumed by SNs with the increasing threshold distance value, required 
to identify the physical neighbors, the effect of key set size on the time taken to establish a secure link and finally, 
we compare SEEAR with Q-Composite random key pre distribution. 
 
5.1 Simulation parameter  

The following are the simulation parameters considered for the implementation of the developed scheme: 

• The distance between the BS and the network is taken as 125m. 

• Size of message is 80 bytes. 

• Free space attenuation coefficient (Efs) is 10  pJ/bit/m2. 

• Multipath attenuation coefficient (Emp) is 0.0013 pJ/bit/m4. 



Shikha Sharma, IJRIT  9 

 

• Electronic power (Eelec) is 50 nJ/bit. 

• Size of committing value 8 bytes. 

• Size of node ID 4 bytes. 

• Size of MAC 8 bytes. 

• Number of SNs within cluster is 11. 

• Average distance between SNs within cluster is assumed to be 7.5m. 

• Cluster area 10m2. 

 

For realistic, our simulation uses the first order radio model as the communication model. Equation (1) and 
(2) represent the energy dissipation, when a SN sends or receives an l -bit message. 
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5.2 Simulation Results  

Figure 5.1 Show that the times taken for the establishment of secure link increases with the increasing key 
set size assigned to the sensor nodes. It is  observed that the lifetime of a SN decreases as the distance between two 
nodes  increases as shown in Figure 5.2. and finally, Figure 5.3. Show the comparison between the traditional Q- 
composite random key pre-distribution technique and SEEAR. 

 
Figure 5.1 Effect of Key Set Size on Secure Link Establishment 

 

It can be observed that the energy consumption for the secure link establishment in Q- composite random 
key pre-distribution scheme gets increased with the increasing size of Q. However, in SEEAR, the energy 
consumption remains constant since all the exhaustive tasks are managed by the BS rather than SN itself.  
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Figure 5.2 Effect of Distance between the Neighbors on the Lifetime of Sensor Nodes 

 

Figure 5.3 Comparison of Q-Composite Scheme with SEEAR 

 

6. Scope of Future works 

Presented model provides security and energy efficiency in homogeneous WSNs, which can be extended to 
work in heterogeneous WSNs. Further it can be extended to work in hierarchical architecture, which designed to 
work in flat architecture. Mobility is another issue that needs to be handled in clustering protocols as almost none of 
the present work provides clustering with dynamic deployment. This is really challenging since the cluster members 
keep on changing with time. So it requires a great overhead for the maintenance of current network topology. Most 
of the current protocols are highly application dependent, including ours. A generic model for the WSN needs to be 
developed that can cover a wider range of applications. 
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