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Abstract 

Cloud computing is an computing paradigm in which resources of the computing infrastructure are provided as services of the 
internet. In Cloud Computing consumers and businesses can use application without installation and can access their files at any 
system with internet access. As promising as it is, this paradigm also brings forth many new challenges for data security and 
access control when users outsource sensitive data for sharing on cloud servers which is not within the same trusted domain as 
data owners. To keep sensitive user data confidential against untrusted servers, cryptographic methods are used by disclosing 
data decryption keys only to authorized users. This paper explores various data encryption techniques such as homophormic 
encryption, searchable and structured encryption, Identity based encryption, signature based encryption etc. 

Keywords— Iaas, Pass, SaaS, fuzzy keywords, encryption techniques. 

 

1. Introduction 

Cloud Computing is innovation that uses advanced computational power and improved storage capabilities.   
Cloud computing is a new processing scheme in which computer processing is performed in the network. This 
means that users need not concern themselves with the processing details. Although Cloud computing enables 
flexible and agile computing which is impossible with existing systems. According to service model, cloud 
computing can be categorized (as shown in Figure 1) into three main categories: 

1) Infrastructure-as-a-Service (IaaS) 
2) Platform-as-a-Service (PaaS) 
3) Software-as-a-Service (SaaS) 
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Fig 1. Cloud Model 

The Internet functions through a series of network protocols that form a stack of layers, as shown in the 
figure 2. Once an Internet connection is established among several computers, it is possible to share services within 
any one of the following layers.  

 

Fig 2. Cloud Layer 

 

2. Cloud Architecture Design  

Cloud computing has computational and sociological implications. In computational terms cloud 
computing is described as a subset of grid computing concerned with the use of special shared computing resources. 
For this reason it is described as a hybrid model exploiting computer networks resources, chiefly Internet, enhancing 
the features of the client/server scheme. From a sociological standpoint on the other hand, by delocalizing hardware 
and software resources cloud computing changes the way the user works as he/she has to interact with the "clouds" 
on-line, instead of in the traditional stand-alone mode. 

  

 

Fig 3. System Model 
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3. Security Methods of Cloud Computing 

The various security methods used in the is discussed below. 

 
3.1 Access Control 

Access controls are “security features that control how users and systems communicate and interact.” When 
a user is prompted for a user ID and password, this is considered an access control. Threats to access control in 
cloud computing include frictionless registration processes, account hijacking, generic authentication attacks, and 
insecure identity and access management. 

3.2 Telecommunications and Network Security 

This domain discusses threats such as exploitation via cloud hacking, denial of service, and manipulation of 
vulnerabilities within a virtual machine, followed by countermeasures to mitigate these threats. Next, attacks and 
countermeasures on virtual machines vulnerabilities are discussed, followed by generic countermeasures to 
telecommunications and network security in the cloud. 

3.3 Information security governance and risk management 

The focus of analysis within this domain will center on information security policy as well as risk 
management/assessment, both of which are administrative security controls. Fragmented and incomplete security 
guidance of cloud computing implementation might result in exploited vulnerabilities. 

3.4 Application Security 

When dealing with application security, the DoD must consider the three levels of cloud computing, PaaS, 
SaaS and IaaS. This security issues with insecure interfaces, and then specific security issues within each of the 
three cloud levels, followed by countermeasures and recommendations. Exploitation of insecure interfaces and 
application programming interfaces (APIs). CSA lists insecure or weak interfaces and APIs as a top threat to cloud 
security. Interfaces for access control, encryption, and activity monitoring must encompass secure designs to prevent 
malicious and accidental circumventions of security policy. 

3.5 Security Architecture and Design 

In order to closely monitor resources for unauthorized activities or accesses, cloud customers should verify that 
proper security coding practices are utilized in cloud architecture designs. This summarizes potential problem areas 
within cloud to include: shared technologies, failures in design, and authorization. 

 

4. Related Work 

4.1 Plaintext fuzzy keyword search 

Recently, the importance of fuzzy search has received attention in the context of plaintext searching in 
information retrieval community [11]–[13]. They addressed this problem in the traditional information access. 
paradigm by allowing user to search without using try-and-see approach for finding relevant information based on 
approximate string matching. At the first glance, it seems possible for one to directly apply these string matching  
algorithms to the context of searchable encryption by computing the trapdoors on a character base within an 
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alphabet. However, this trivial construction suffers from the dictionary and statistics attacks and fails to achieve the 
search privacy. 

4.2 Searchable encryption 

Traditional searchable encryption has been widely studied in the context of cryptography. Among those 
works, most are focused on efficiency improvements and security definition formalizations. The first construction of 
searchable encryption was proposed by Song et al., in which each word in the document is encrypted independently 
under a special two-layered encryption construction. Goh  proposed to use Bloom filters to construct the indexes for 
the data files. To achieve more efficient search, Chang et al. and Curtmola et al. both proposed similar “index” 
approaches, where a single encrypted hash table index is built for the entire file collection. In the index table, each 
entry consists of the trapdoor of a keyword and an encrypted set of file identifiers whose corresponding data files 
contain the keyword. As a complementary approach, Boneh et al.  presented a  public-key based searchable 
encryption scheme, with an analogous scenario to that of. Note that all these existing schemes support only exact 
keyword search, and thus are not suitable for Cloud Computing. 

4.3 Others 

Private matching, as another related notion, has been studied mostly in the context of secure multiparty 
computation to let different parties compute some function of their own data collaboratively without revealing their 
data to the others. These functions could be intersection or approximate private matching of two sets, etc. The 
private information retrieval is  an often-used technique to retrieve the matching items secretly, which has been 
widely applied in information retrieval from database and usually incurs unexpectedly computation complexity. 

 

5. Problem Formulation 

In this paper, we consider a cloud data system consisting of data owner, data user and cloud server. Given a 
collection of n encrypted data files C = (F1, F2, . . . , FN) stored in the cloud server, a predefined set of distinct 
keywords W = {w1, w2, ...,wp}, the cloud server provides the search service for the authorized users over the 
encrypted data C. We assume the authorization between the data owner and users is appropriately done. An 
authorized user types in a request to selectively retrieve data files of his/her interest. The cloud server is responsible 
for mapping the searching request to a set of data files, where each file is indexed by a file ID and linked to a set of 
keywords. The fuzzy keyword search scheme returns the search results according to the following rules:  

1) If the user’s searching input exactly matches the pre-set keyword, the server is expected to return the files 
containing the keyword1;  

2)  if there exist typos and/or format inconsistencies in the searching input, the server will return the closest possible 
results based on pre-specified similarity semantics (to be formally defined in section III-D). An architecture of fuzzy 
keyword search is shown in the Fig. 1.  
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Fig 3. Architecture of fuzzy keyword Search 

5.1 Threat Model 

We consider a semi-trusted server. Even though data files are encrypted, the cloud server may try to derive 
other sensitive information from users’ search requests while performing keyword-based search over C. Thus, the 
search should be conducted in a secure manner that allows data files to be securely retrieved while revealing as little 
information as possible to the cloud server. In this paper, when designing fuzzy keyword search scheme, we will 
follow the security definition deployed in the traditional searchable encryption.  More specifically, it is required that 
nothing should be leaked from the remotely stored files and index beyond the outcome and the pattern of search 
queries. 

5.2 Design Goals 

In this paper, we address the problem of supporting efficient yet privacy-preserving fuzzy keyword search 
services over encrypted cloud data. Specifically, we have the following goals:  

i) To explore new mechanism for constructing storage efficient fuzzy keyword sets;  

ii) To design efficient and effective fuzzy search scheme based on the constructed fuzzy keyword sets;  

iii) To validate the security of the proposed scheme. 

 

6. Conclusion 
 

This paper aims at fine-grained data access control in cloud computing. One challenge in this context is to 
achieve fine grainedness, data confidentiality, and scalability simultaneously, which is not provided by current work. 
In this paper we propose a scheme to achieve this goal by exploiting KPABE and uniquely combining it with 
techniques of proxy re-encryption and lazy re-encryption. Moreover, our proposed scheme can enable the data 
owner to delegate most of computation overhead to powerful cloud servers. Confidentiality of user access privilege 
and user secret key accountability can be achieved. Formal security proofs show that our proposed scheme is secure 
under standard cryptographic models.  
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