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Abstract 

Mobile Ad-hoc Network (MANET) is mostly used network all around the world, because of its ability to communicate with other 
systems without any fixed network and is generally known as infrastructure less network. They can make decisions on its own 
that is autonomous state. The bridges are considered as base station in the network and a unified security solution is necessary for 
networks to protect both route and data forwarding operations in the network layer. Without any proper security solution, the 
malicious node in the network behaves as an uninfected node which causes reasons of different types of attacks like eaves 
dropping and selective forwarding attack generally known as gray hole attack. 

 In this paper we surveyed about the different types of attacks occurred in the network layer in MANET. We also studied 
the propose of a fair pricing strategy to improve the performance of a slotted Aloha system in which users act selfishly to 
improve their own utility. Based on a game theoretic framework, we show that both throughput and revenue can be optimized by 
appropriately selecting a pricing strategy for the selfish users. The network enforces fairness among different users by employing 
a pricing policy that favors equal access probabilities. 
 
Keywords: MANET, Malicious Node, Network Layer, Slotted Aloha System, Physical Layer, Access Probabilities. 

1. Introduction 

Mobile Ad hoc Networks (MANET) have been highly vulnerable to attacks due to the dynamic nature of its 
network infrastructure. Among these attacks, routing attacks have received considerable attention since it could 
cause the most devastating damage to MANET. Even though there exists several intrusions response techniques to 
mitigate such critical attacks, existing solutions typically attempt to isolate malicious nodes based on binary or naive 
fuzzy response decisions. However, binary responses may result in the unexpected network partition, causing 
additional damages to the network infrastructure, and naive fuzzy responses could lead to uncertainty in countering 
routing attacks in MANET. In this paper, we study a risk-aware response mechanism to systematically cope with the 
identified routing attacks.  
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Most research was carried to address the intrusion response actions by isolating uncooperative nodes based 
on the node reputation derived from their behaviors. Such a simple response against malicious nodes often neglects 
possible negative side effects involved with the response actions. In MANET scenario, improper countermeasures 
may cause the unexpected network partition, bringing additional damages to the network infrastructure. To address 
the above-mentioned critical issues, more flexible and adaptive response should be investigated. 
 Moreover, risk assessment is still a major issue and considered as a critical problem due to its involvements 
of subjective knowledge, objective evidence, and logical reasoning. Subjective knowledge could be retrieved from 
previous experience and objective evidence could be obtained from observation while logical reasoning requires a 
formal foundation. Wang et al. proposed a naive fuzzy cost-sensitive intrusion response solution for MANET. Their 
cost model took subjective knowledge and objective evidence into account but omitted a seamless combination of 
two properties with logical reasoning. In this paper, we seek a way to bridge this gap by using Dempster-Shafer 
mathematical theory of evidence (D-S theory), which offers an alternative to traditional probability theory for 
representing uncertainty. 

2. OLSR Routing Attacks 

In this section, we study an overview of OLSR and its routing attacks. The main issue with routing protocol 
is to discover the topology while ensuring that each node can acquire a recent map of the network to construct routes 
to its destinations. Several efficient routing protocols have been proposed and these protocols generally fall into one 
of two major categories: reactive routing protocols and proactive routing protocols. In reactive routing protocols, 
such as Ad hoc On Demand Distance Vector (AODV) protocol, nodes find routes only when they must send data to 
the destination node whose route is unknown. In contrast, in proactive routing protocols, such as OLSR, nodes 
obtain routes by periodic exchange of topology information with other nodes and maintain route information all the 
time. 

OLSR protocol is a variation of the pure Link-state Routing (LSR) protocol and is designed specifically for 
MANET achieves optimization over LSR through the use of multipoint relay (MPR) to provide an efficient flooding 
mechanism by reducing the number of transmissions required. Unlike LSR, where every node declares its links and 
forward messages for their neighbors, only nodes selected as MPR nodes are responsible for advertising, as well as 
forwarding an MPR selector list advertised by other MPRs. 

 
Based on the behavior of attackers, attacks against MANET can be classified into passive or active attacks. 

Attacks can be further categorized as either outsider or insider attacks. With respect to the target, attacks could be 
also divided into data packet or routing packet attacks. In routing packet attacks, attackers could not only prevent 
existing paths from being used, but also spoof non existing paths to lure data packets to them. Several studies have 
been carried out on modeling MANET routing attacks. Typical routing attacks include black hole, fabrication, and 
modification of various fields in routing packets (route request message, route reply message, route error message, 
etc.). All these attacks could lead to serious network dysfunctions. In terms of attack vectors, a malicious node can 
disrupt the routing mechanism in the following simple ways: first, it changes the contents of a discovered route, 
modifies a route reply message, and causes the packet to be dropped as an invalid packet; then, it validates the route 
cache in other nodes by advertising incorrect paths, and refuses to participate in the route discovery process; and 
finally, it modifies the contents of a data packet or the route via which the data packet is supposed to travel or 
behave normally during the route discovery process but is dropped. 

 
In OLSR, any node can either modify the protocol messages before forwarding them, or create false 

messages or spoof an identity. Therefore, the attacker can abuse the properties of the selection algorithm to be 
selected as MPR. The worst case is the possible selection of the attacker as the only MPR of a node. Or, the 
attackers can give wrong information about the topology of a network (TC message) in order to disturb the routing 
operation. 

 
 

3. Slotted Aloha With Pricing 

In this section, we studied a game-theoretic model for slotted Aloha. Each slot of the system is a one-stage 
game. At the beginning of each slot, the players learn the current state of the game, which is the number of users (N) 
who currently have packets to send. Each of these players has two possible actions: transmit (T) or wait (W). When 
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a user transmits, its transmission can either succeed (S), or fail (F). The gain associated with a successful 
transmission is a normalized throughput of 1, while the cost of transmitting for user i is ci (e.g., energy cost), and the 
network’s current charge for this user is µi. In our game, different nodes can have different transmission costs. If 
player i transmits and succeeds in a given slot, then that player will receive a payoff of 1−ci−µi for that slot 
(throughput - energy cost - price paid). If the user refrains from transmission in a particular slot (waits), this will 
result in one slot delay for that user. This delay is associated with the loss in the throughput the player could have 
achieved if it would have transmitted successfully. Thus, the payoff for this waiting user i can be determined 
as−(1−ci−µi) (the negative of the gain it could have been achieved if successful). Note that this cost strategy 
corresponds to users that are aggressively using the system resources. They value an opportunity to send, in the 
belief that they may be successful. 

If a player i transmits but fails, it will incur a transmission cost ci as well as one slot delay, but it will not pay 
for the transmission (we assume that a user is charged only for successful transmissions). Therefore, the payoff of 
this player in this case can be defined as −(1−ci−µi)−ci =−1+µi. Each player’s goal is to maximize its own payoff. 
The payoff function for player i is summarized in table I. 

Table 1: The Payoff Functions 

 
 

In this paper, we identified that the research is primarily focused on a fair pricing strategy, i.e., the network 
modifies the payoffs for users, via an appropriate pricing policy, to enforce equal access probabilities for every user, 
irrespective on their transmission costs. Therefore, our approach to optimize the system performance is to 
appropriately select the prices µj, j =1 , 2,···,N, for all the users, according to their transmission costs cj, j =1 , 
2,···,N, in order to achieve an optimal transmission probability p. 
 
 
4. Network Layer Attacks 
 

Ad-hoc networks routing mechanism has three layers like network layer, physical layer and MAC layers play 
a vital role. As we all know MANETs are more vulnerable to various attacks, all these three layers suffer from 
different attacks and it cause routing disorders. The different kind of attacks in the network layer varied such as 
selective forwarding attack and modifying some parameters of routing messages. Such an attacks are  
 
A. BLACK HOLE ATTACK  
 

Most frequent attack happened here is stop forwarding the data packets. If we consider a malicious node 
which keeps waiting for its neighbor node to initiate RREQ packet as a node receives the RREQ packet, it will send 
a false RREP packet instantly with a modified high sequence number. So that the source node will assume that there 
is a new route is available towards the destination. The source node ignores the RREP packet from the other nodes 
including the correct nodes where it automatically denies the other nodes and it will start sending the packets 
towards the malicious nodes. Then the malicious node takes all the routes towards itself and it doesn’t allow 
forwarding the packets anywhere. This type of attack will happen frequently which is severe to find out and we use a 
detection techniques to solve these attacks. This attack is called a black hole where it swallows all the data.   
 
B.GRAY HOLE ATTACK  
 

A variation of black hole attack is the gray hole attack, in which the nodes will drop the packets selectively. 
Selective forward attack is of two types they are  
 
• Dropping all UDP packets while forwarding TCP packets.  
• Dropping 50% of the packets or dropping them with a probabilistic distribution.  
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These are the attacks that seek to disrupt the network without being detected by the security measures.   
 

Gray hole is a node that can switch from behaving correctly to behaving like a black hole that is it is actually 
an attacker and it will act as a normal node. So we can’t identify easily the attacker since it behaves as a normal 
node. Every node maintains a routing table that stores the next hop node information which is a route packet to 
destination node. If a source node is in need to route a packet to the destination node it uses a specific route and it 
will be checked in the routing table whether it is available or not. If a node initiates a route discovery process by 
broadcasting Route Request (RREQ) message to its neighbor, by receiving the route request message the 
intermediate nodes will update their routing tables for reverse route to the source. A route reply message is sent back 
to the source node when the RREQ query reaches either to the destination node or to any other node which has a 
current route to destination.  The gray hole attack has two phases:   
 
Phase 1:  A malicious node exploits the AODV protocol to advertise itself as having a valid route to destination 

node, with the intention of interrupting packets of spurious route.   
 
Phase 2:  In this phase, the nodes has been dropped the interrupted packets with a certain probability and the 

detection of gray hole attack is a difficult process. Normally in the gray hole attacks the attacker behaves 
maliciously for the time until the packets are dropped and then switch to their normal behavior. Both 
normal node and attacker are same. Due to this behavior it is very hard to find out in the network to figure 
out such kind of attack. The other name for Gray hole attack is node misbehaving attack. 

5. Conclusions 

MANETs are utilized to improve environments without any predefined infrastructure or centralized 
administration. Another unique characteristic of MANET is the dynamic nature of its network topology which 
would be frequently changed due to the unpredictable mobility of nodes. Furthermore, each mobile node in MANET 
plays a router role while transmitting data over the network. Hence, any compromised nodes under an adversary’s 
control could cause significant damage to the functionality and security of its network since the impact would 
propagate in performing routing tasks. 

The Infected nodes have been caused severe damage and the whole network has been attacked in the network 
layer which is a Gray hole attack in MANET. Due to its dynamic nature, MANET prone to different limitations and 
weakness. To overcome this problem we have to use a new technique which should be designed. Our aim is to 
detect and mitigate the false node which is acting as a normal node, which is very hard to find out. During the 
survey we addressed how the attack has been happened in the network layer. 
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