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Abstract 

Wireless networks are built upon a shared medium, which makes them vulnerable to jamming attacks. Jamming attacks are 
accomplished by emitting interfering RF signals that do not adhere to the rules of an underlying MAC protocol. When such 
jamming signals interfere with the transmissions of legitimate transmitters at the receiver, the signals collide and render the 
originally transmitted data signals uninterruptable at the receiver. In contrast to traditional security primitives such as 
authentication, confidentiality, or integrity that can be ad- dressed with the application of cryptographic techniques, jamming 
attacks cannot be entirely fended off by conventional security mechanisms. While spread spectrum communication techniques are 
able to mitigate the effect of narrowband sources of interference, a jammer can always disturb the communication by emitting 
broadband signals that exceed the power of legitimate signals at the receiver. In this paper we study how jammers employees a 
wide range of strategies to disturb wireless communication. 
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1. Introduction 
Traditional implementations of networks required the physical location of the nodes to be stable and cables 

were used to connect those devices. In today’s world, the necessity of wireless devices mounted and thus the 
services to those devices needs to be provided with the same security as the wired networks. The entry and exit 
points of the wired networks clearly obeyed several stringent constraints. In order to obtain a service from the 
network, a node should be authorized by the administrator if being administered by a dedicated control station. The 
internet service whereas cannot limit the service and users. The densely populated internet users are raising everyday 
along with modes of attacks. The social networks and email service providers are the high priority zones of attacks. 
Places where confidential and secret messages are yet to be implemented with high secure strategies. The wireless 
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nature of the current networks has benefitted the users in many ways. Availability and access to the services without 
the need of static location and cables indeed simplified the structure of the networks. Users are enabled to 
communicate with other users or the control station through mere air medium and with proper authentication. This 
incremented the number of users to access and obtain services which automatically caused congestion among the 
legitimate users. Numerous algorithms have been proposed with different ideologies to prioritize the users and order 
the providence of the requested services. All of these advancements and methodologies concentrated on the steps to 
enhance the efficiency of the network. But the security of the network and resources has to be ensured beyond the 
speed and cost of communication. The network resources are made to be exhausted and unavailable for the intended 
users. Exhaustion of those resources is achieved by transmitting uncalled-for messages just for congesting the 
medium. The legitimate user is blocked or denied his/her service due to the congestion in the medium or made to 
wait until the packet gets discarded.   

 
2. Preliminary Study of Jammers 

As the name implies Jammers are the concept used during the war times to jam the signals of the opponent 
from sending unwanted signals with inappropriate messages to distract the people. A high frequency signal 
transferring was carried out by counter measures into the medium to exhaust the attacker’s signal. The low power 
signal would be overlapped such that it would be lost and cannot be received by the intended device. 
 

A transmitter (antenna) is allowed to send encrypted message as a signal towards a destination where another 
antenna (receiver) would collect the signal. The transmitted signal uses a particular frequency band and strength to 
reach the destination. Jammer would act to disrupt the signal by forwarding the attack signal of the same frequency 
but of high power to override the same. However these jammers are used for blocking the attack signal which now 
has evolved to be a serious device for Denial of Service (DoS) attack. Detection of the attack signal is obvious for 
tackling the attack. The jammers perform attack in two modes; in the former the attack signal could be easily 
spotted. The signal would be a distorted noise or a scrambled message of disturbance which was latter attack has 
been modified to evade detection and identification from the other end. The receiver would not doubt the activity 
since the network would be absolutely normal with a ultimate goal is to block the original signal from reaching the 
correct destination. 
 
2.1 Jammer Categories 
 
 Jammers may be of mechanical jammers implemented to reflect the signal when focused at a particular 
direction. They are physical type of jammers. But selective attacks are not possible on any specific frequencies but 
pose a serious attack on the signals. However, the electronically activated jammers perform on the determined 
frequencies. These devices are energy efficient, low power and sincere jamming technological advancements. Radio 
jammers are considered to be the most probable jammers to be used in networks. The motive of the jammers is to 
transmit unwanted noise, distorted music, scrambled voice, unclear messages, high frequency signals into the 
network for exhausting and wasting the dedicated medium. The nodes since programmed to wait if the medium is 
sensed to be busy, continue to wait until the packet is expired. Considering internal the network, the jammers act to 
stop the transmitted packets from the legitimate users which are comparatively tougher than blocking a signal. 
Individual packets are prevented from reaching their intended receiver by various means such as flooding the 
medium with meaningless packets. The final output is to deny the service to the requesting user by keeping the 
medium busy for a long time making the user to give up the idea of transmission. On the whole the jammers are of 
five types based on the time of their activity and mode of attacks as Continuous Jammers, Impersonate Jammers, 
Unsystematic Jammers, Systematic Jammers and Exacting Jammers. 
 
2.2 Jammers Target 
  
 The attack of a jammer may be implied on CTS/RTS messages are the requests made and permit messages 
for a packet to initiate a communication process between the sender and receiver nodes. The node wishing to 
transmit a packet forwards a Request To Send (RTS) message and waits for approval. Once Clear To Send (CTS) 
message is obtained, the transmission begins (The CTS message quiets all wireless stations in its area to avoid crash 
and enables the sender of the RTS message to begin data transfer). The jammer may jam the transmission of these 
message packets causing incomplete communication between the medium and the network. Without the response 
message (CTS) the transmission cannot occur. Similarly without a request message (RTS) there would be no clear 
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message. The next mode of attack occurs in the Acknowledgement messages (ACK). The message is broken into a 
number of smaller packets for easier transmission. For every packet received there should be an acknowledgement 
message. Otherwise the sender thinks that the packet is lost and retransmits the previous packet. The common 
jammer would simply jam the frequency used for the communication process. Irrespective of the type of packets and 
the contents they hold within, the band can be easily jammed without any analyses on the packets. The jamming of 
the frequency would cause the communicating nodes to wait until the medium is free. Unaware of the attack under 
process, the legitimate nodes wait for an infinite time or until the administrator finds out the attacker.   
  
 Meanwhile the contents of the messages can be altered. The changes in the route information and the 
destination would cause the packets to be misguided and made them to get lost in the widespread wireless network. 
The altered address of the packet would affect the confidentiality of the packet in sectors of military and financial 
applications. The altered data of the messages would cause adverse effects in medical applications. 
 
3. DoS Attacks on Jammers 

Jamming is achieved by flooding the bandwidth or exhausting a network with numerous requests such that it 
loses concentration on the priority and the order of execution. The service provider will get confused on which to 
respond first or gets crashed in most cases. Requests of different varieties would not provide a chance for the 
network to react and thus crashes the whole system. The internal jammer or attacker is capable of observing the 
activities at every moment and act accordingly. They need not be active for a long time to attack. Aware of the 
detection and prevention strategies, the attacker will stay low till the network functions are degraded.  The internal 
attacker would pose a threat in any of the following means.  

 
Sybil attacks are used to gain the control of the networks by compromising a number of nodes with 

multiple identities. The internal attacker avails the information of the entities and their session details. All the users 
are supposed to maintain a pattern of usage of the services in a network. The time a person logins and the type of 
services he uses is recorded in the space of a network monitor. An internal jammer may know the details on its 
colleagues or friends or may be capable of hacking the network monitor and recover the recorded information.  With 
the information on the login ids and password the same internal attacker may act as multiple entities and possess as 
many sessions as possible. Finally the attacker would be able to misuse the resources of the network. The network 
monitor would validate on the identities of those multiple nodes but not doubt their source. Resulting in a blockage 
of services to the original users who would be rejected to login and obtain their service.  

 
The next type of attack is the node replication attack by an internal jammer, in which the nodes are created 

repeatedly with the intention to disturb the original routes in the network. In case of a large organization, the number 
of nodes is high to obtain services from the server node. The source and the destination nodes cannot communicate 
directly as they are near at most instances. If the requesting node is at a far end of the boundary, a number of 
intermediate nodes would be involved in the communication process. The transfer of packets crosses many hops till 
it reaches the destination node. The nodes are replicated with the same identity such that there are numerous nodes 
with one identity. When the route is established, there is no surety that the original node will be assigned. The 
replicated nodes would lead to a false destination thus jamming the original route. This attack is severe if the 
messages to be communicated are of high importance. The internal jammer would be aware of all the identities of 
every node on the network.  

 
Wormhole attacks are the next kind of attacks of an internal jammer. The packets transmitted at the source 

node are recorded by the attacker. The jammer would then create a dedicated pathway for the copy of the packets to 
an attacker’s destination node. This method would disturb the confidentiality of the message packets. The worm 
holes can be also created in between the original source and a duplicate destination by assuring it as a true 
destination node. In the presence of a wormhole, the source would not be aware of the destination nodes. The 
jammers are careful enough to hide themselves and be active to become a serious attack. Jammer need not know the 
keys for breaking the encrypted message for posing a threat since the packets are jammed from reaching the 
destination which is already an attack. Being an internal attacker the keys used for encryption and decryption would 
be open to all members of the network. The route request and response messages are the primary concerns of the 
attacker. Without a secure channel for communication the messages cannot be ensured with confidentiality. 
Immediate analysis and detection of these wormholes is absolutely necessary to prevent huge data loss.    
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4. Jamming Detection 

In this section, we describe our jamming detection scheme using the packet delivery model of the previous 
section. The basic idea is to continuously monitor the traffic over a link and determine two metrics. The first metric 
is the observed packet delivery ratio PDRo(t) at time t, which is calculated by counting the ratio of correctly 
received packets over the total number of transmitted packets in a sliding observation window: 

 

 
 
To determine the number of correctly received packets the receiver checks the FCS of all received packets 

and, if correct, increments a counter. Determining the total number of transmitted packets at the receiver must take 
into account that a reactive jammer might successfully jam all SFDs of the transmitted packets, thus preventing any 
successful packet synchronization at the receiver. The only reliable information source is therefore the preamble 
when the reactive jammer has not yet started. The receiver counts the received preamble symbols and increments its 
counter of transmit- ted packets when at least one symbol 0 is detected within a sliding time window of the size of 
the preamble. The observed PDRo should be calculated over a time window that is shorter than the channel 
coherence time but sufficiently long to capture enough packets to derive a statistically relevant average. In this work, 
we fix this window size to W = 100 ms, corresponding to roughly 100 data packets at the actual transmit rate of the 
sender. 

 

 
 

Figure 1: Detection of Jammer Attack 
 
The second metric is an estimated PDR based on the preamble chip errors. The receiver demodulates the 

incoming signal and at- tempts to map the demodulated 32-chip sequence to a known symbol. When the receiver is 
not synchronized yet, it at- tempts to map the incoming sequences to symbol 0. This is done with hard-decision 
decoding, that is, the receiver checks if the Hamming distance of the received chip sequence is smaller than a 
threshold value. This threshold value (4 for our receiver) is usually significantly below the mean Hamming distance 
of the symbols to prevent the receiver to synchronize on noise. To calculate a statistically relevant chip error rate, 
the receiver averages the Hamming distances of multiple preamble symbols. We point out again that the calculated 
average is not constrained to include only preamble symbols from a single packet. For example, when a jammer is 
reacting very quickly and jams symbols at positions 2 to 8 in the preamble, the received chip sequences 2 to 8 are 
not accounted for the statistics because, due to chip flipping, their Hamming distance becomes greater than the hard 
decoding threshold and these symbols are hence not interpreted as 0. Similarly, when the link conditions are poor, a 
receiver might miss multiple symbols per preamble. After receiving enough 0 symbols, the estimated PDR is 
calculated as 
 

 
 

where Rj is the jth received 32-bit chip sequence that has been interpreted as a 0 with hard decoding, C0 is the chip 
sequence of symbol 0, h(·,·) is the Hamming distance, S is the set of received preamble symbols within a sliding 
window, and gCER(·) is a function that models the empirical distribution of the PDR versus chip errors per 
preamble symbol as defined. To assure that the set S is large enough irrespectively of the channel quality and the 
jammer reaction time, we do not determine PDRe based on a fixed sliding time window but rather on a fixed set size. 
We have set this size to |S| = 10 (i.e., 10 symbols 0) in our work as it has proven to provide a reasonable tradeoff 
between accuracy and reactivity of jamming detection. 
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5. Conclusions 

  Analyzing the source of the attacks should be accurate and quick enough for determining the location of the 
attackers and mitigating them. The defending strategies proposed are in need of certain alterations to protect and 
conserve the confidentiality of the message packets. Every method proposed in a conserving ideology rise another 
new type of attack. Denial of Service attacks raised from the jammers greatly affects the performance of the 
networks. The attacks are generated to override the present detection and prevention strategies.   
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