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Abstract 

The Luhn algorithm is a simple checksum formula used in various fields to check the validity of identification numbers, 
including credit card numbers, International Mobile Equipment Identity (IMEI) numbers, and Identity Card Numbers (ID card). 
However, during a real test, a weakness was found in the validating ID card. We intend to enhance the Luhn algorithm for the 
validation of ID card numbers. The enhancement is expected to be useful for many sites that use the algorithm. 
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1. Introduction 

National identity card is a portable document, typically a plasticized card with digitally-embedded 
information, that someone is required or encouraged to carry as a means of confirming their identity[1, 2]. However, 
some electronic sites require ID card numbers to register their users in the system and to increase the reliability of 
users in their system, in this case the user presents his ID card number to himself  to system as along with username 
and password[3-7].  
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In the current online environment, individuals are asked to maintain dozens of different usernames and 
passwords, one for each website with which they interact The complexity of this approach is a burden to individuals, 
and it encourages behavior—like the reuse of passwords—that makes online fraud and identity theft easier At the 
same time, online businesses are faced with ever-increasing costs for managing customer accounts, the 
consequences of online fraud, and the loss of business that results from individuals’ unwillingness to create yet 
another account Moreover, both businesses and governments are unable to offer many services online, because they 
cannot effectively identify the individuals with whom they interact Spoofed websites, stolen passwords, and 
compromised accounts are all symptoms of inadequate authentication mechanisms[8].  

Many sites used Luhn algorithm to validate ID card numbers. User presents his ID card numbers to the 
system to prove his credentials (username and password) such as electronic public library in Hong Kong and Iraq. 
ID card number is a unique digit which is issued to citizens and permanent residents for identification. The length 
and contents of ID card numbers difference from country to another, some countries uses 12 digits of ID card such 
as Malaysia and Indonesia, other countries usage 15 digits such as United Arab Emirates and China. Typically Luhn 
algorithm used to validate the numbers of Id card online. 
 

Malaysia issued ID card to citizen called MyKad, it involve 12 digits. From leftmost the 7th and 8th 
represents the place of birth of the MyKad holder, each state has specific code represent this state inside the number 
of Id card[9] as shown in table 1. The last digit of the Id card number called check digit.   

 

Place of Birth Code Place of Birth Code 
Johor 01, 21, 22, 

23, 24 
Perlis 09, 40 

Kedah 02, 25, 26, 
27 

Selangor 10, 41, 42, 
43, 44 

Kelantan 03, 28, 29 Terengganu 11, 45, 46 
Malacca 04, 30 Sabah 12, 47, 48, 

49 
Negeri 

Sembilan 
05, 31, 59 Sarawak 13, 50, 51, 

52, 53 
Pahang 06, 32, 33 Federal 

Territory of 
Kuala Lumpur 

14, 54, 55, 
56, 57 

 
Penang 07, 34, 35 Federal 

Territory of 
Labuan 

15, 58 
 

Perak 08, 36, 37, 
38, 39 

Federal 
Territory of 
Putrajaya 

16 
 

 

Table 1. The code for each state in Malaysia 
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2. Luhn Algorithm (Mod 10) Formula 

The Luhn formula, also known as the (modulus 10) or mod 10 algorithm, is a simple checksum formula 
used to validate a variety of identification numbers, including the ID card number. The formula was created by IBM 
and the algorithm is in the public domain and widely used today. The formula was designed to protect against 
accidental errors[10], as shown in figure 1. 
 

 

Figure 1: Luhn Algorithm 

2.1 Formula (Mod 10) Algorithm Steps 
 

1. Step 1: Starting with the second to last digit and moving left double the value of all alternating digits. If 
product of this doubling operation is greater than 9, then subtract 9 from product. 

2. Step 2: Obtain the sum of the digits of the products together with the un- doubled digits from the original 
number except for the check digit. 
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3. Step 3: Divide the sum by 10 and check if the remainder is zero. If the remainder is zero, then that is the 

check digit. If the number is not zero, then subtract the remainder from 10. The resulting number will be 
the check digit. 
 
 

2.2 Illustration 

The use of the algorithm is demonstrated through the following example. In this example, we will attempt to 
validate ID card with the number 750807085303, which is the holder of this card from perak. 
 

1. Step 1: Starting with the second to last digit and moving left, double the value of all the alternating digits. If 
product of this doubling operation is greater than 9, then subtract 9 from product as described previously 
(Seen in Figure. 2). 

 
 
 
 
 

  

                                               Figure2: First Step of Luhn algorithm 

2. Step 2: Obtain the sum of the digits of the products together with the un- doubled digits from the original 
number except for the check digit. (Digits in parentheses are products of Step 1). 

 
                         (0)+3+ (1) +8+ (0) +7+ (0) +8+ (0) +5+ (5) = 37 

3. Step 3: Divide the sum by 10 and check if the remainder is zero. If the remainder is zero, then that is the 
check digit. If the number is not zero, then subtract the remainder from 10. The resulting number will be 
the check digit. 
                                           37 mod 10 => 7 
                                             10 – 7 = 3 

Result (3) matches the check digit (3), indicating that the ID card number is a valid number. 

 

3. Real Test For Luhn Algorithm 

During a real test for Luhn algorithm, we found a weakness when testing ID card numbers. A number of 
applications for Luhn algorithm are available online and a considerable number of electronic governance systems 
rely on Luhn algorithm to issue and check ID card numbers status[11]. The two digits (7th and 8th) in mykad 
represent the place of birth for mykad holder, and every place has a unique code. 

After completing the real test, we determined that the Luhn algorithm merely checks the last digits of the 
ID card numbers and neglects its length. Moreover, the Luhn algorithm does not check the place of birth code, 
which is considered one of a main factor in identifying citizens such as Malaysia. We conducted approximately 102 
experiment for different ID card numbers by utilize the same steps mentioned previously. In the following, we show 
some of the experiments. 

ID     ID 7 5 0 8 0 7 0 8 5 3 0 3 

Double X2  X2  X2  X2  X2  X2  
 14  0  0  0  10  0  
Result 5  0  0  0  1  0  
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First experiment - First Example: In this example, we use the same Id card number employed in section B, but 
change the place of birth code from (08) to (65), where the place of birth code (65) is an unreal number, but the ID 
card number is a unique number and changing from (08) to (65) makes the ID card number unreal. 

1. Step 1: Double the value of all alternating digits as described previously (Seen in Figure. 3). 

 
ID 7 5 0 8 0 7 6 5 5 3 0 3 

Double X2  X2  X2  X2  X2  X2  
 14  0  0  12  10  0  
Result 5  0  0  3  1  0  

 
                                   Figure 3: First Step when the place of birth is unreal 
                                                         (First Experiment - First Example) 
                               

2. Step 2: Sum all digits, except check digit. (Digits in parentheses are the products from Step 1). 
 

                       (0) + 3 + (1) + 5 + (3) + 7 + (0) + 8 + (0) + 5 + (5) = 37 
 

3. Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resulting number will be the 
check digit. 

                                  37 mod 10 => 7 
                                  10 – 7 = 3 

When result (3) matches the check digit (3), the ID card is a valid number. However the place of birth (65) 
is an unreal number and ID card number is a unique number, thus, the Luhn algorithm has a weakness when 
checking ID card number. 

Second example: We use same ID card number (750807085303) but changed the place of birth from (08) to 
(57), where (57) is an unreal and represent the code of federal territory of Kuala Lumpur Thus, the ID card will be 
750807575303. 

1. Step 1: Double the value of all alternating digits as described previously (Seen in Figure. 4). 
 

ID 7 5 0 8 0 7 5 7 5 3 0 3 
Double X2  X2  X2  X2  X2  X2  
 14  0  0  10  10  0  
Result 5  0  0  1  1  0  

                      
                       Figure 4: First Step when the place of birth is change from (08) to (57) 
                                                      (First Experiment – Second Example) 
 

2. Step 2: Sum all digits, except check digit. (Digits in parentheses are the products from Step 1). 
 
                   (0) + 3 + (1) + 7 + (1) + 7 + (0) + 8 + (0) + 5 + (5) = 37 
 

3. Step 3: Divide the sum by 10, and then subtract the remainder from 10. The resulting number will be the 
check digit. 

                                                     37 mod 10 => 7 
                                     10 – 7 = 3 
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When result (3) matches the check digit (3), the ID card is a valid number. However, ID card number is a 
unique number, thus, the Luhn algorithm has a weakness when checking ID card number.                            

We perform numerous experiments for MasterCard numbers using the Luhn algorithm and we obtain the 
same results: the algorithm cannot distinguish the place of birth thus it cannot give us accurate results when validate 
ID card numbers. Readers can also test same ID card number employed in section B after change the place of birth 
from (08) to (16, 24, 32, 40, 73, 81, or 99), he/she get  same results as we demonstrated 

Second experiment - First Example: In this example, we prove that the Luhn algorithm suffers from weaknesses 
including failure to determine the length of ID card number. We use the ID card with number (801205071849). 

1. Step 1: Double the value of all alternating digits as described previously (shown in Figure 5). 
 
 
 
            
 
 
 
                                       Figure 5: First Step when the place of birth is real 
                                                      (Second Experiment – First Example) 
 

2. Obtain the sum of all digits, except for the check digit. (Digits in parentheses are products of Step 1). 
                (8) + 8 + (2) + 7 + (0) + 5 + (0) + 2 + (2) + 0 + (7) = 41 
 

3. Divide the sum by 10, and then subtract the remainder from 10. The resulting number will be the check 
digit. 

                                                              41 mod 10 => 1 
                                                              10 – 1 = 9 
 
Last result (9) matches with check digit (9), indicating that the ID card is a valid number. 

We exclude the last three digits of the original number (801205071849) for it to become a 9-digit number 
given that mykad has 12 digits (as described previously). The ID card number used in this example is 801205071. 

1. Step 1: Double the value of all alternating digits as described previously (shown in Figure 6). 

 
 
 
 
 
                                             
Figure 6: First Step when Id card number 9 digits (Second Experiment – First Example) 
 

2. Obtain the sum of all digits, except for the check digit. (Digits in parentheses are products of Step 1). 

                                            (5) + 0 + (1) + 0 + (4) + 1 + (0) + 8 = 19 
 

3. Divide the sum by 10, and then subtract the remainder from 10. The resulting number will be the check 
digit. 

ID 8 0 1 2 0 5 0 7 1 8 4 9 
Double X2  X2  X2  X2  X2  X2  
 16  2  0  0  2  8  
Result 7  2  0  0  2  8  

ID 8 0 1 2 0 5 0 7 1 

Double  X2  X2  X2  X2  

  0  4  10  14  

Result  0  4  1  5  
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                                                          19 mod 10 => 9 
                                                              10 – 9 = 1 
 
When result (1) matches the check digit (1), it indicates that the ID card number is valid. However, this ID card 
number is invalid because it should have 12 digits.                                       

Second example: We use another ID card with number (860930122004) 

1. Step 1: Double the value of all alternating digits as described previously (shown in Figure 7). 

 
 
 
           
 
                                  Figure 7: First Step when the place of birth is real 
                                                   (Second Experiment – Second Example) 
 

2. Obtain the sum of all digits, except for the check digit. (Digits in parentheses are products of Step 1). 

 
                     (0) + 0 + (4) + 2 + (2) + 0 + (6) + 9 + (0) + 6 + (7) = 36 

 
3. Divide the sum by 10, and then subtract the remainder from 10. The resulting number will be the check 

digit. 
                                            36 mod 10 => 6 
                                                        10 – 6 = 4 

Last result (9) matches with check digit (9), indicating that the ID card is a valid number. 

We exclude the last digit (from rightmost) of the original number (860930122004) for it to become a 11-digit 
number given that mykad has 12 digits (as described previously). The ID card number used in this example is 
86093012200. 

1. Step 1: Double the value of all alternating digits as described previously (shown in Figure 8). 

 
 
 
 
 
                                        Figure 8: First Step when ID card 11 digit 
                                                   (Second Experiment – Second Example) 
 

2. Obtain the sum of the digits of the products together with the un- doubled digits from the original number 
except for the check digit. (Digits in parentheses are products of Step 1). 
 

                   (0) + 2 + (4) + 1 + (0) + 3 + (9) + 0 + (3) + 8 = 30 
3. Divide the sum by 10 and check if the remainder is zero. If the remainder is zero, then that is the check 

digit. If the number is not zero, then subtract the remainder from 10. The resulting number will be the 
check digit. 

ID 8 6 0 9 3 0 1 2 2 0 0 4 
Double X2  X2  X2  X2  X2  X2  
 16  0  6  2  4  0  
Result 7  0  6  2  4  0  

ID 8 6 0 9 3 0 1 2 2 0 0 

Double  X2  X2  X2  X2  X2  

  12  18  0  4  0  

Result  3  9  0  4  0  
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When result (0) matches the check digit (0), the ID card is a valid number. However, ID card number is a unique 
number, thus, the Luhn algorithm suffers from weaknesses including failure to determine the length of ID card 
number. 

 

4. Proposed Flowchart For The Enhanced Luhn Algorithm  
 

After completing the real test for ID card with the Luhn algorithm, our proposed enhancement of the Luhn algorithm 
is shown in Figure 9. 

 

                                 Figure 9: Enhancement of the Luhn algorithm 
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5. Conclusion 

 The Luhn algorithm is widely used on the Internet and was tested to check ID card numbers. The results of 
the real test yielded a weakness that could be exploited. Thus, we conducted about 102 experiments for different ID 
cards by utilizing the Luhn algorithm steps. Several experiments and examples are discussed in this paper. 
Enhancement of the algorithm was also discussed. In our future work, we intend to test the Luhn algorithm to check 
credit card, which would be important particularly for websites that accept credit cards for e-payments. 
 

6. References 

[1] Smart Card Alliance Council, Smart Cards and Biometrics, 2011: USA. p. 26. 

[2] Smart Card Alliance Healthcare Council, Smart Card Technology in U.S. Healthcare, 2012: USA. p. 38. 

[3] Alexander Heichlinger and Patricia Gallego, A new e-ID card and online authentication in Spain. 2010. 

3(1): p. 43-64. 

[4] Georg Aichholzer and Stefan Strauß, The Austrian case: multi-card concept and the relationship between 

citizen ID and social security cards. Springer, 2010. 3(1): p. 65-85. 

[5] Marian Margraf, The New German ID Card, in Highlights of the Information Security Solutions Europe 

2010 Conference,2010, Springer. p. 367-373. 

[6] Teemu Rissanen, Electronic identity in Finland: ID cards vs. bank IDs. Springer, 2010. 3(1): p. 175-194. 

[7] Torsten Noack and Herbert Kubicek The introduction of online authentication as part of the new electronic 

national identity card in Germany. Springer, 2010. 3(1): p. 87-110. 

[8] The White House, Enhancing Online Choice, Efficiency, Security, and Privacy, 2011, United States 

Department of Health. p. 52. 

[9] Malaysia Central. MyKad Identity Number – MyKad: The Malaysia Government Multipurpose Smart 

Identity Card. 2012 Sep/2012 [cited 2013 2/Augu]; Available from: http://www.malaysiacentral.com. 

[10] Yao Zhiqiang, LI Chiyuan, and T. Huixian., The Application of Credit Card Number Validation Algorithm 

on the Wired and Wireless Internet 2010, IEEEXplore: Ternopil. p. 1-4. 

[11] Lintang Yuniar Banowosari, Nurhayati, and Teuku Yunufa Luhn Algorithm Implementation on Android in 

Credit Card Authentication. 2011. 1-5. 

 

 

 


