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Abstract 

Personal health record (PHR) service is an emerging model for health information exchange. It allows patients to create, manage, 
control and share their health information with other users as well as healthcare providers. In reality, a PHR service is likely to be 
hosted by third-party cloud service providers in order to enhance its interoperability. However, there have been serious privacy 
concerns about outsourcing patients’ PHR data to cloud servers, not only because cloud providers are generally not covered 
entities under HIPAA, but also due to an increasing number of cloud data breach incidents happened in recent years. In this 
paper, we address the security and privacy concerns of cloud-based PHR system by integrating advanced cryptographic 
techniques, such as ABE, into PHR system. 
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1. Introduction 

Personal health record (PHR) is an emerging patient-centric model of health information exchange, which is 
often outsourced to be stored at a third party, such as cloud providers. However, there have been wide privacy 
concerns as personal health information could be exposed to those third party servers and to unauthorized parties. To 
assure the patients’ control over access to their own PHRs, it is a promising method to encrypt the PHRs before 
outsourcing. Yet, issues such as risks of privacy exposure, scalability in key management, flexible access and 
efficient user revocation, have remained the most important challenges toward achieving fine-grained, 
cryptographically enforced data access control. In this paper, we propose a novel patient-centric framework and a 
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suite of mechanisms for data access control to PHRs stored in semi-trusted servers. To achieve fine-grained and 
scalable data access control for PHRs, we leverage attribute based encryption (ABE) techniques to encrypt each 
patient’s PHR file. Different from previous works in secure data outsourcing, we focus on the multiple data owner 
scenario, and divide the users in the PHR system into multiple security domains that greatly reduces the key 
management complexity for owners and users. A high degree of patient privacy is guaranteed simultaneously by 
exploiting multi-authority ABE. Our scheme also enables dynamic modification of access policies or file attributes, 
supports efficient on-demand user/attribute revocation and break-glass access under emergency scenarios. Extensive 
analytical and experimental results are presented which show the security, scalability and efficiency of our proposed 
scheme. 

A feasible and promising approach would be to encrypt the data before outsourcing. Basically, the PHR 
owner herself should decide how to encrypt her files and to allow which set of users to obtain access to each file. A 
PHR file should only be available to the users who are given the corresponding decryption key, while remain 
confidential to the rest of users. Furthermore, the patient shall always retain the right to not only grant, but also 
revoke access privileges when they feel it is necessary. 

 However, the goal of patient-centric privacy is often in conflict with scalability in a PHR system. The 
authorized users may either need to access the PHR for personal use or professional purposes. Examples of the 
former are family member and friends, while the latter can be medical doctors, pharmacists, and researchers, etc. We 
refer to the two categories of users as personal and professional users, respectively. The latter has potentially large 
scale; should each owner herself be directly responsible for managing all the professional users, she will easily be 
overwhelmed by the key management overhead. In addition, since those users’ access requests are generally 
unpredictable, it is difficult for an owner to determine a list of them. On the other hand, different from the single 
data owner scenario considered in most of the existing works in a PHR system, there are multiple owners who may 
encrypt according to their own ways, possibly using different sets of cryptographic keys. Letting each user obtain 
keys from every owner whose PHR she wants to read would limit the accessibility since patients are not always 
online. An alternative is to employ a central authority (CA) to do the key management on behalf of all PHR owners, 
but this requires too much trust on a single authority (i.e., cause the key escrow problem). 

 

2. Related Work 

This paper is mostly related to works in cryptographically enforced access control for outsourced data and 
attribute based encryption. To realize fine-grained access control, the traditional public key encryption (PKE)-based 
schemes either incur high key management overhead, or require encrypting multiple copies of a file using different 
users keys. To improve upon the scalability of the above solutions, one-to-many encryption methods such as ABE 
can be used. In Goyal et al.‘s seminal paper on ABE, data are encrypted under a set of attributes so that multiple 
users who possess proper keys can decrypt. This potentially makes encryption and key management more efficient. 
A fundamental property of ABE is preventing against user collusion. In addition, the encrypt or is not required to 
know the ACL. Several PHR systems have been proposed or implemented to enable access control on PHR. We 
classify them into two categories according to their different access control mechanisms. 

2.1 Authentication-Based PHR system 

Some PHR systems choose an attribute-based access control (ABAC) scheme or a role-based access control 
(RBAC) scheme to manage users’ access right. This type of system usually places full trust on the cloud server 
where the PHRs reside in. A typical example of authentication-based PHR system is Indivo X platform. Indivo is an 
open-source open standard personally controlled health record (PCHR) system that enables patients to own and 
manage their health records. Indivo provides patients the ability to share their records with different physicians, 
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hospitals and clinics while maintaining access control properties on the patients’ health records. Access control 
decisions are made by the Indivo server according to institutional policies and patient specified policies. 

2.2 Cryptography-Based PHR system 

Other PHR systems use cryptographically enforced access control scheme. This type of system usually 
allows patients to encrypt their PHR data and distribute corresponding decryption key to authorized user. A typical 
example of cryptography- based system is iHealthEMR [ALG+]. It implements a self-protecting electronic medical 
records (EMRs) using attribute-based encryption. In that system, patient can encrypt each node in the XML-based 
EMR file with an automatic generated access policy before exporting it to cloud system. PHR users’ access rights 
are defined by the attributes within their private key. However, it does not solve practical problems such as key 
revocation and key delegation. Nevertheless, the actual implementation is limited since the encrypted XML file 
contains malformed metadata and, therefore, cannot be accepted by the third party cloud service such as Google 
Health. 

 

3. Proposed Frame Work 

In our framework, there are multiple SDs, multiple owners, multiple AAs, and multiple users. In addition, 
two ABE systems are involved: for each PSD the YWRL’s revocable KP-ABE scheme is adopted; for each PUD, 
our proposed revocable MA-ABE scheme is used. The framework is illustrated in Fig. 1. We term the users having 
read and write access as data readers and contributors, respectively. 

 

 

Figure 1: The proposed framework for patient-centric, secure and scalable PHR sharing on semi-trusted storage 
under multi-owner settings. 

3.1 System Setup and Key Distribution 

The system first defines a common universe of data attributes shared by every PSD, such as “basic profile”, 
“medical history”, “allergies”, and “prescriptions”. An emergency attribute is also defined for break-glass access. 
Each PHR owner’s client application generates its corresponding public/master keys. The public keys can be 
published via user’s profile in an online healthcare social-network (HSN) (which could be part of the PHR service; 
e.g., the Indivo system). There are two ways for distributing secret keys. First, when first using the PHR service, a 
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PHR owner can specify the access privilege of a data reader in her PSD, and let her application generate and 
distribute corresponding key to the latter, in a way resembling invitations in Google Doc. Second, a reader in PSD 
could obtain the secret key by sending a request (indicating which types of files she wants to access) to the PHR 
owner via HSN, and the owner will grant her a subset of requested data types. Based on that, the policy engine of the 
application automatically derives an access structure, and runs keygen of KP-ABE to generate the user secret key 
that embeds her access structure. In addition, the data attributes can be organized in a hierarchical manner for 
efficient policy generation, see Fig. 2. When the user is granted all the file types under a category, her access 
privilege will be represented by that category instead. 

 

 

Figure 2: Attribute Hierarchy of Files 

For the PUDs, the system defines role attributes, and a reader in a PUD obtains secret key from AAs, which 
binds the user to her claimed attributes/roles. For example, a physician in it would receive “hospital A, physician, 
M.D., internal medicine” as her attributes from the AAs. In practice, there exist multiple AAs each governing a 
different subset of role attributes. For instance, hospital staffs shall have a different AA from pharmacy specialists. 
This is reflected by (1) in Fig. 1. MA-ABE is used to encrypt the data. In addition, the AAs distribute write keys that 
permit contributors in their PUD to write to some patients’ PHR ((2)). 

3.2 PHR Encryption and Access 

The owners upload ABE-encrypted PHR files to the server ((3)). Each owner’s PHR file is encrypted both 
under a certain fine- grained and role-based access policy for users from the PUD to access, and under a selected set 
of data attributes that allows access from users in the PSD. Only authorized users can decrypt the PHR files, 
excluding the server. For improving efficiency, the data attributes will include all the intermediate file types from a 
leaf node to the root. For example, in Fig. 2, an “allergy” file’s attributes are {PHR, medical history, allergy}. The 
data readers download PHR files from the server, and they can decrypt the files only if they have suitable attribute- 
based keys ((5)). The data contributors will be granted write access to someone’s PHR, if they present proper write 
keys ((4)). 

3.3 User Revocation 

Here we consider revocation of a data reader or her attributes/access privileges. There are several possible 
cases:  
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1) Revocation of one or more role attributes of a public domain user;  

2) Revocation of a public domain user which is equivalent to revoking all of that user’s attributes. These operations 
are done by the AA that the user belongs to, where the actual computations can be delegated to the server to 
improve efficiency ((8)).  

3) Revocation of a personal domain user’s access privileges;  

4) Revocation of a personal domain user. These can be initiated through the PHR owner’s client application in a 
similar way. 

 

3.4 Policy Updates 

A PHR owner can update her sharing policy for an existing PHR document by updating the attributes (or 
access policy) in the cipher text. The supported operations include add/delete/modify, which can be done by the 
server on behalf of the user.  

3.5 Break-glass 

When an emergency happens, the regular access policies may no longer be applicable. To handle this 
situation, break-glass access is needed to access the victim’s PHR. In our framework, each owner’s PHR’s access 
right is also delegated to an emergency department (ED, (6)). To prevent from abuse of break-glass option, the 
emergency staff needs to contact the ED to verify her identity and the emergency situation, and obtain temporary 
read keys ((7)). After the emergency is over, the patient can revoke the emergent access via the ED. 

 

4. PHR and PHR System Description 

The definition of PHR is heterogeneous and evolving. One of the challenges in delineating PHR research is 
finding a consistent description of what PHR actually entails. Markle Foundation defines PHR as a set of computer-
based tools that allow people to access and coordinate their lifelong health information and make appropriate parts 
of it available to those who need it. In some concepts, the PHR includes the patients’ interface to a healthcare 
providers’ electronic health record (EHR). In others, PHR are any consumer/patient-managed health record. 

Note that people tend to define new concepts in the context of existing technologies. We can give another 
definitions of PHRs and PHR system by referring to the terms “electronic health record (EHR)” and “electronic 
health record systems (EHR system)” which have been adopted by the standards development organization HL7. 
The term “PHR” refers to the collection of information about and individual’s health and health care, stored in 
electronic format. The term “PHR system” refers to the addition of computerized tools that help an individual 
understand and manage the information contained in a PHR. 

A better description of PHR and PHR systems can be established by characterizing them according to their 
attributes. A 2005 report 1 from National Committee on Vital and Health Statistic (NCVHS) outlines the attributes 
about PHR and PHR systems: 

• Scope and Nature of Content 
• Source of Information  
• Features and Functions 
• Custodian of the Record 
• Data Storage 
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• Party Controlling Access to the Data 
 

From these attributes, we may compare a PHR system to a hub and spoke model. It aggregates data from 
multiple sources (insurance companies, hospitals, PBMs, labs, and the patient) into centralized, patient-controlled 
data repositories. It is also responsible for making the record available to authorized users. 

 

 

Figure 3: Hub and Spoke Model of PHR system(Privacy Preserving) 

There are four emerging PHR system. Based on the primary source of data for the PHR, they are defined as 
provider-tethered, payer-tethered, third-party/free standing, and interoperable PHR system. All of them can be 
derived from the hub and spoke model above [KJJ+08]. For example, a provider-tethered or a pay-tethered PHR 
system can be considered in the hub and spoke model with just one thick spoke (provider-tethered PHR system are 
tied to a healthcare organizations internal record system; payer-tethered systems are tied to a given payers system). 

A third-party/free standing PHR system can be considered in the hub and spoke model without any spoke 
(consumers act as relays in third-party/free standing PHR system to aggregate data from different, unconnected 
sources). An interoperable PHR system can be considered as a full version of hub and spoke model. According to 
the hub and spoke model, interoperability represents a key component of PHR system. If a PHR system cannot 
exchange data with other healthcare systems, PHR will become isolated from other healthcare information, with 
limited access and transient value [KJJ+08]. Therefore, the minimal requirements of a PHR system are being 
capable of exporting data to and importing data from other systems in a standardized way. More advanced PHR 
system in the future will function as seamlessly integrated, interoperable subsystem of other health systems 
[LSW10]. 

In order to build a PHR system with high interoperability, we need to assess the limitation of the standard we 
intend to use in a PHR system. The healthcare industry has developed several standards through which healthcare 
data can be transferred among different information systems. These standards include and are not limited to health 
language seven (HL7), health insurance portability and account-ability (HIPAA), electronic data interchange (EDI) 
X12 Version 4010, continuity of care record (CCR) and continuity of care document (CCD), etc. Current PHR 
systems usually support multiple healthcare information standards, which make it possible for PHR systems to 
interoperate with other systems by providing standardized interface between different healthcare systems. 

A PHR system can be built upon various types of infrastructure, such as, personal computer, portable device, 
Internet, etc. Among them, cloud based deployment offer significant advantages over others underlying 
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infrastructure .Deploying a PHR system under cloud environment maximize the possibility for PHR system to 
interoperate with other systems throughout the entire health information environment. From a technical perspective, 
cloud-based PHR systems offer new possibility, such as ubiquitously accessible to the nomadic user, elastic 
computation resource for data mining service, easily development and deployment of new applications, high-degree 
of fault tolerance, etc., all without the concern of capacity and location of the actual infrastructure [Kau09]. 

Google Health, Microsoft Health Vault and Dossier solutions are the first steps in the direction of building 
PHR systems in a cloud environment. However, beside the security and privacy concern we will address later, the 
other major issue that prevents putting their solution into commercial use is the inability to upload patient health 
record directly from healthcare provider. Right now, patients need to obtain their electronic medical records (EMR), 
which is the main source of information that feed the PHR, from their healthcare provider before manually 
importing them into the PHR system. Often, it takes several weeks before patients can access their medical records 
from their healthcare providers, therefore, limiting the usage of PHR system. However, such PHR adoption related 
issue can be solved based on the nature of cloud computing. In fact, Google Health does offer interface with 
localized EMR database, even though the adoption rate among healthcare providers is fairly low due to the concern 
about extra training. 

 

5. Conclusion 

In this paper, we have proposed a novel framework of secure sharing of personal health records in cloud 
computing. Considering partially trustworthy cloud servers, we argue that to fully realize the patient-centric concept, 
patients shall have complete control of their own privacy through encrypting their PHR files to allow fine-grained 
access. The framework addresses the unique challenges brought by multiple PHR owners and users, in that we 
greatly reduce the complexity of key management while enhance the privacy guarantees compared with previous 
works. We utilize ABE to encrypt the PHR data, so that patients can allow access not only by personal users, but 
also various users from public domains with different professional roles, qualifications and affiliations. Further- 
more, we enhance an existing MA-ABE scheme to handle efficient and on-demand user revocation, and prove its 
security. Through implementation and simulation, we show that our solution is both scalable and efficient. 
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