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Abstract 

CDMA or Code Division Multiple Access is a form of access scheme that has been widely used in 3G cellular 
telecommunications systems as well as being used in a number of other technologies. In CDMA [1], one of the most important 
processes is multi user detection (MUD) in a multiple access scenario. One of the methods used for MUD in CDMA is elliptic 
curve cryptography (ECC). ECC is a public key cryptography technique which is gaining popularity in the last few years. ECC 
offers same level of security for smaller key sizes when compared to RSA algorithm and it is highly mathematical in nature.  To 
reduce the interference signal magnitude, in this paper a technique for MUD [2] in CDMA using ECC is proposed. The proposed 
technique uses multiple prime numbers for key generation. The simulations have been done in MATLAB 10.1A 
 
Keywords: Code Division Multiple Access (CDMA), Elliptic Curve Cryptography (ECC), Multiuser Detection 
(MUD), Multiple Access Interference (MAI), Bit Error Rate (BER), MMSE. 
 

1. Introduction 

Code Division Multiple Access [3] is a widely used technique for multiple access communication in 
wireless systems. It differs from the classical Time Division Multiple Access (TDMA) and Frequency Division 
Multiple Access (FDMA) in the sense that all users transmit across the entire frequency band (unlike FDMA) and 
many users can transmit simultaneously (unlike TDMA). The user data is separated on the basis of signature 
waveforms assigned to each user. These waveforms should be mutually orthogonal to each other so as to eliminate 
any interference among different users’ data. 
 

The detection in CDMA is done on the basis of a filter matched to the pseudo-random sequence of the user. 
This detector has been referred as the conventional matched filter detector. Since the conventional matched filter 
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was designed for orthogonal signature waveforms, it suffers from many drawbacks due to the MAI term which it 
does not take into account. Multi-user signal processing techniques take into account the MAI term and hence 
design systems which offer better performance than the conventional matched filter detector. By selecting mutually 
orthogonal signature waveforms for all users, the multiple access interference (MAI) can be avoided. However MAI 
occurs due to the impossibility of protecting orthogonality among received signature waveforms in a mobile 
environment. A superior detection strategy used to detect multiple users, which exploits the additional structure of 
the MAI instead of considering the noise. To alleviate the effect of MAI to various degrees, several multi-user 
detection techniques have been proposed. 
 

For direct-detection optical CDMA, many types of multi-user detectors have been proposed. The maximum 
likelihood (ML) detector, the minimum-mean-square-error (MMSE) detector [8], the decision feedback detector and 
the successive or parallel interference cancellation schemes are included in several well-known methods. Even 
though a formulation of the optimal multi-user detector for an optical system has been performed, the computational 
complexity of this algorithm significantly limits the number of users. Due to the coefficients the performance of a 
linear multi-user detector relies on the chip pulse waveform but it is independent of the time delay. The performance 
of receiver and the capacity of the CDMA systems can be improved significantly by using the multi-user detection 
schemes. 
 

To reduce the interference signal, a new technique using elliptic curve cryptography will be used. Elliptic 
Curve Cryptography [11] is a public key cryptography. In public key cryptography each user or the device taking 
part in the communication generally has a pair of keys, a public key and a private key, and a set of operations 
associated with the keys to do the cryptographic operations. Only the particular user knows the private key whereas 
the public key is distributed to all users taking part in the communication. Even though many methods of user 
detection in CDMA have been proposed, MUD using elliptical curve cryptography is the effective way of 
implementing secure user detection with low interference. In elliptic curve cryptography the interference signal is 
reduced based on the prime field. Normally one prime field is used to reduce the interference signal. In order to 
further reduce the interference signal, a new method MUD in CDMA using multiple prime fields will be 
implemented. 

 

2. Related Work 

2.1 Wired Equivalent Privacy (WEP) 

Anyone with a radio receiver can eavesdrop on a wireless network, and therefore widely acknowledged that 
a wireless network needs a mechanism to counter this threat. The IEEE 802.11 standard defines a data 
confidentiality mechanism known as Wired Equivalent Privacy (WEP). The security goal of WEP is data 
confidentiality equivalent to that of a wired LAN. When WEP is active in wireless LAN, packet is encrypted 
separately with RC4 cipher stream generated by a 64-bit RC4 key. The 64-bit key consists of a 24-bit initialization 
vector and a 40-bit WEP key. The encrypted packet is generated with a bit wise exclusive OR of the original packet 
and RC4 stream. The initialization vector chosen by the sender should be changed so that every packet won’t be 
encrypted with the same cipher stream. A 4-byte integrity check value is computed on the original packet using 
CRC32 checksum algorithm. 

 
2.1.1 Problems with WEP 
 

•  24-bit IVs are too short, and this puts confidentiality at risk. 
•   The CRC checksum, called the Integrity Check Value (ICV), used by WEP for integrity protection is 

insecure, and does not prevent adversarial modification of intercepted packets. 
•  WEP combines the ICV with the key in a way that enables cryptanalytic attacks. As a result, passive 

eavesdroppers can learn the key after observing a few million encrypted packets. 
•  Integrity protection for source and destination addresses is not provided. 

 
Title:  The title should be centered across the top of the first page and should have a distinctive font of 18 points 
Century. It should be in a bold font and in lower case with initial capitals. 
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2.2 RSA 

The RSA algorithm, invented by Rivest, Shamir, and Adleman, is one of the simplest public-key cryptosystems. The 
parameters are n, p and q, e, and d. The modulus n is the product of the distinct large random primes: n = pq. The 
RSA algorithm can be used to send encrypted messages and to produce digital signatures for electronic documents. 
The RSA algorithm requires computation of the modular exponentiation which is broken into a series of modular 
multiplications by the application exponentiation heuristics. 
 
2.2.1 Problems with RSA 
 

• The key length for RSA is greater. 
• RSA algorithm results in processing overhead. 
• Since RSA uses 1024bit keys, it reduces the overall 
• System security strength to 80bits whereas the total strength required is 128bits. 
• To support this strength RSA requires a minimum key size of 3072bits. 

 
 
 

3. Elliptic Curve Cryptography 

 

Elliptic Curve Cryptography is a public key cryptography. In public key cryptography each user or the 
device taking part in the communication generally have a pair of keys, a public key and a private key, and a set of 
operations associated with the keys to do the cryptographic operations. Only the particular user knows the private 
key whereas the public key is distributed to all users taking part in the communication. Some public key algorithm 
may require a set of predefined constants to be known by all the devices taking part in the communication. ‘Domain 
parameters’ in ECC is an example of such constants. Public key cryptography, unlike private key cryptography, does 
not require any shared secret between the communicating parties but it is much slower than the private key 
cryptography. The mathematical operations of ECC is defined over the elliptic curve y2 = x3 + ax + b, where 4a3 + 
27b2 ≠ 0. Each value of a and b gives a different elliptic curve. All points (x, y) which satisfies the above equation 
plus a point at infinity lies on the elliptic curve. The public key is a point in the curve and the private key is a 
random number. The public key is obtained by multiplying the private key with the generator point G in the curve. 
The generator point G, the curve parameters ‘a’ and ‘b’, together with few more constants constitutes the domain 
parameter of ECC. 

 
One main advantage of ECC is its small key size. A 160-bit key in ECC is considered to be as secured as 

1024-bit key in RSA. Elliptic curves are rich mathematical structures which have shown themselves to be useful in a 
range of applications including primality testing and integer factorization. One potential use of elliptic curves is in 
the definition of public key cryptosystems that are close analogues of existing schemes. In this way, variants of 
existing schemes can be devised so that they rely their security on a different underlying hard problem [11]. 

 

3.1 ECDSA generation and verification 
 

The ECDSA is a variant of RSA and DSA which operates on Elliptic Curve groups. The developed high 
speed and less complex ECC algorithm has been integrated in ECDSA. The proposed EC variant provides smaller 
key sizes for the same security level and also achieves significant improvement in the ECDSA generation and 
verification timings. Initially, the curve parameters (n, P, d, Q, h) must be agreed upon. In ECDSA key generation, 
each entity A does the following: 

 
i. Select an elliptic curve E defined over F2

m. The number of points in E (F2
m) should be divisible by a large 

prime n. 
ii.  Select a point P Є E(F2

m) of order n. 
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iii.  Select a statistically unique and unpredictable integer d in the interval [1, n-1]. 
iv. Compute Q = d*P. 
v. A's public key is (E, P, n, Q):  A’s private key is d. 

 
 

To sign a message m in ECDSA signature generation, A does the following: 

i. Select a statistically unique and unpredictable integer k in the interval [1, n-1]. 
ii.  Compute kP = (x, y) and r = x mod n. If r = 0, then go to step 1. 
iii.  Compute k-1 mod n. 
iv. Compute s = k-1 {h(m) + dr}mod n, where h is the secure Hash Algorithm (SHA-I ). 
v. If s = 0, then go to step 1. 

vi. The signature for the message m is the pair of integers (r, s). 
 

 
 
The block diagram representation of ECDSA signature generation algorithm is illustrated in Figure 1. After 

completion of key generation, the next step is to filter the signals and combine all the signals in to one signal and 
transmit over a channel to the receiver. After key generation, the public key is sent to the user who requires the 
corresponding signal and then encoding operation is performed for the transmitting signal. 

 
 

 
 

Fig.1 ECDSA Signature Generation 
 
 
 
 

 

3.2 CDMA Transmission with Ecc Encoding 
 

Each user’s message is spread using a PN sequence and then encoded separately with ECDSA algorithm. 
Each of the digitally signed messages are combined as one message and transmitted over a channel as shown in 
Figure 2. 
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Fig.2 CDMA Transmitter with ECC encoding 
 

Initially different users will send signals with different codes on a single channel. To transmit these signals, 
each signal is modulated individually. The next   process is key generation and signature verification. Key 
generation is one of the most important processes in communication system, because using these keys, the signals 
are received at the receiver side. In the proposed method key is generated for each signals using elliptic curve digital 
signature algorithm. 

 

3.3 Signature Verification And User Detection 
 

To verify A's signature (r, s) on m, B should do the following: 
i. Obtain an authentic of A's public key (E, P, n, Q). Verify that r and s are integers in the interval [1, n - 1]. 
ii.  Compute w = s-1 mod n and h(m). 
iii.  Compute u1 = h(m)w mod n and u2 = r*w mod n. 
iv. Compute u1P + u2Q = (X0, Y0) and v = X0 mod n. 
v. Accept the signature if and only if v = r. 

 
 
The block diagram representation of ECDSA signature verification algorithm is illustrated in Figure 3. 
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Fig. 3 ECDSA signature verification 
 

At the receiver side, the user requesting signal is first decoded and the correct signal transmitted by the user 
is obtained. Then the received signal is filtered to reduce the noise and interference. Signature verification is carried 
out for each signal to detect and verify the desired signal. Receiver operation i.e. multiple user detector for CDMA is 
as shown in Figure 4. 
 

 
 

Fig. 4 Multiuser Detection in CDMA 

 

4. Results and Analysis 

 
The bit-error-rate (BER) versus signal-to-noise-ratio (Eb/No(dB)) performance for MUD in CDMA  on 

slow fading channels is evaluated by simulation. In the simulation, it is assumed that the receiver has the perfect 
knowledge of the channel coefficients. Simulations are carried out in Matlab considering 10 users transmitting and 
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receiving at a time. The performance of proposed method is compared with de-correlation detector, and MMSE 
linear detector. Figure 5 shows the plot of BER v/s SNR(dB) for de-correlation detector and MUD using proposed 
method.  

 

Fig. 5 Performance comparison of de-correlation detector and MUD using ECC. 
 
 

From Figure 5 it is clear that for de-correlation detector the BER value is from 1.9*10-1 to 4.5*10-2 for 
different SNR values. For the same SNR values the BER for proposed method is from 1.7*10-1 to 1.2*10-2.  From 
the above results it is clear that MUD using ECC has less BER values for different values of SNR when compared to 
de-correlation detector. Up to SNR values of 5 dB there is no significant change in BER performance of both the 
detectors because of channel constraints. Figure 6 shows the plot of BER v/s SNR(dB) for MMSE linear detector 
and MUD using proposed method.  

 

 
Fig. 6 Performance comparison of MMSE linear detector and MUD using ECC. 

 
 
From Figure 6 it is clear that for MMSE linear detector the BER value is from 1.9*10-1 to 4.5*10-2 for 

different SNR values. For the same SNR values the BER values for proposed method is from 1.9*10-1 to 1.5*10-2. 
From the above result it is clear that the proposed method is better than the MMSE linear detector. 



Raghuram K A, IJRIT  40 

 

5. Conclusion 

 

ECC is an excellent choice for doing asymmetric cryptology. As an example, a popular, recommended 
RSA key size for most application is 2,048 bits. For equivalent security using ECC, key size of only 224 bits is 
needed. The difference becomes more and more pronounced as security levels increase and as hardware gets faster, 
and the recommended key size must be increased. The proposed protocol inherits the security and implementation 
properties of the elliptic curve cryptosystems which seem to offer the highest cryptographic strength per bit among 
all existing public key crypto systems. Thus the use of ECC in wireless communications such as CDMA and 
wireless sensor networks is highly recommended. 
 

As a future expansion of this paper, it is possible to introduce elliptical curves with different prime fields 
that will increase security of the transmitted signal by increasing cryptographic strength. Also we can increase the 
number of users participating in communication without increasing MAI. 
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