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 Abstract 

In this paper we describe a method for integrating together Biometrics and Security through Hardmard  Matrix. The 
term biometrics is generally used today to refer to the identification of a person by analyzing physical characteristics, such as 
fingerprints. Since many physical and the way that you act or behave are unique to an individual, biometrics provides a system 
that you can trust   than ID cards, keys, passwords, or other traditional systems. Physical characteristics generally used in 
biometric identification include face, fingerprints, handprints, eyes, and voice. But in this paper we have used one of the 
biometric identification that is fingerprints.  It is used to control the security of computer network and help from preventing fraud 
by verifying identities of voters. 

Keywords : Biometrics , Hardmard Matrix ,Encryption , SBS Algorithms 

 

1. Introduction 

1.1 Biometrics 

 

 The term biometrics is generally used today to refer to the identification of a person by analyzing physical 

characteristics, such as fingerprints. The main difference between biometrics system with other security system are 

that it cannot be lost or forgotten. The person is required to physically present during the time of authentication and 

they are not easy to understand, share , copy and division. A Biometric system is the real time authentication system 

which requires an action that is done for a special reason of unique features. The individual will be tested or enrolled 

and then comparing it with the sample against a database which consist of several candidates. One of the most 

common physical biometric patterns used for security purposes is the fingerprint. 
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A fingerprint is an impression generated by the rubbing of one surface or things against another of human 

finger. It seems to be a series of dark lines which represents the high, peaking portion of the friction a line where 

two surfaces meet at an angle of skin, while the valleys between these two surfaces seems as white space and are the 

low, shallow portion of the friction ridge skin.  Fingerprint of dark areas are known as Ridges while the white areas 

are valleys that exist between the ridges. Thus, a fingerprint is defined by the uniqueness of the local ridge 

characteristics and their relationships. 

 

In this system, left thumb impression of person is used for unique recognition. This system runs in two ways:  

 

1.  Registration   

2.  Identification   

 

In registration process, both biometric information and demographic information of a person is stored. In 

identification process, only biometric information is used to identify person. In this paper we have presented strategy 

for thumb impression only. An effort is made in this paper for unique identification of a person by extracting thumb 

features and comparing with database thumb features. 

 

1.2 Hardmard Matrix 

 

We use a Hardmard Matrix, which is a two-dimensional matrix with an equal number of rows and column 

as shown in below fig. 

 

Two basic rules of Hardmard Matrix 

 

H1 =�+��     (1) 

 

H2N=  ��� ���� ������	 
 

According to Hardmard, if we know the table for N sequences Hn , we can create the table for 2N sequences H2N. 

The HN with the over bar stands for the complement of HsN, where each +1 is changed to -1 and vice versa.  

 

1.3 Encryption  

  Encryption of biometric data is to reach the goal of being able to match data directly in the encrypted 

domain. encryption have the interesting property that an operation with ciphertexts has a different operation with 

cipher texts. Since the fingerprints are unique to each individual, biometrics are seen as the answer of fight with the 

theft and fraud, especially when dealing with commerce over the internet.  It is trust to be superior to the use of 
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passwords or personal identification numbers  is that a biometric trait cannot be lost and stolen.  In my view "Except 

if criminals are going to start cutting off peoples fingers to gain access to their accounts, biometric encryption is a 

best  method for controlling access to those who should have it." 

This system identify a human from a measurement of a physical characteristic for example, fingerprint patterns 

to determine or verify an identity. The biological information is taken and stored in a database in an enrolment 

process for future identification or verification purposes.  

            

2. Related Work 
 

 
In this paper for biometric voting we have used thumb impression for the purpose of voter identification or 

authentication. As the thumb impression of every individual is unique, it helps in maximizing the accuracy. All the 

voters in the constituency have containing the thumb impressions which is stored in the database of all the voters in 

the constituency. Duplicity and unlawful votes is checked for in this system. After adapting this system conducting 

elections would no longer be a hard job.  

Table 1: Steps of Algorithm 

Step 1: Take the finger prints of the individual voter and scan the image of the thumb impression of voter. 

Step 2: Convert the thumb impression into the Encrypted data . Process for encrypting is shown in fig 1 

Step3: Now in the registration process, both biometric  information and demographic information is stored in the 

database of the voters. 

Step 4:  And in identification process only biometric information is used to identify person. If the encrypted data of 

thumb stored in the database and the same person try to vote again their votes will be rejected since encrypted data 

of that person is matched. 

 

 

 

 

 

 

 

 

 

 

 Fig 1: Figure showing the flow of the above algorithm   
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Syed Jaffar Abbas,IJRIT  94 

 

a).Two important rules  of Hardmard Matrix  

 H1 =�+1�     (1) 

 

     H2N =           �H� H�H� H�����	 
 b).Let n = 0,1 , 2 , 3 ,……………… r  

  then  N= power of ( 2n ) 

Generation of H2,H4,H8,H16,H32………… 

                H2 =            �H HH H����	              
                                

                     =�+1 +1+1 −1�By applying rule (1)                  Equation (2)                   

                        

                    Replace     +1     by    �+1 +1+1 −1� 
 

and -1       by    �−1 −1−1 +1�    Equation (3) 

 

From equation (2) and (3) 

H4=�+1 +1+1 −1 +1 +1+1 −1+1 +1+1 −1 −1 −1−1 +1�     Equation (4) 

From equation (3) and (4) 

H8=

��
��
��
��+1 +1+1 −1 +1 +1+1 −1+1 +1+1 −1 −1 −1−1 +1

+1 +1+1 −1 +1 +1+1 −1+1 +1+1 −1 −1 −1−1 +1+1 +1+1 −1 +1 +1+1 −1+1 +1+1 −1 −1 −1−1 +1
−1 −1−1 +1 −1 −1−1 +1−1 −1−1 +1 +1 +1+1 −1��

��
��
��
  Equation (5) 

From  equation (3) and (5)   

Similarly we can generate H32 and so on 
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2.1 Algorithm   Finger_print(thumb,r) 

Input: A thumb impression image  denoted by thumb and random number ,r. 

Output:  A set of Encrypted data denoted by encdata. 

1. Put the thumb image (thumb.jpg) through  finger print scanner. 

2. for a<-0 to thumb.getWidth()        

3.    for b<-0 to thumb.getHeight() 

4.      do Color picture <- Color(thumb.getRGB(a, b)); 

5.    R <- picture.getRed(); 

6.    G<- picture.getGreen(); 

7.    B <- picture.getBlue(); 

8.    Average <- (R+G+B)/3; 

9.           if average<140 

10.   the Color new_pixel<-  Color(0,0,0); 

11.  thumb.setRGB(a, b,new_pixel.getRGB()); 

12.    Source <- source.concat("0"); 

13.       else                 

14.  Color.new_pixel<- Color(255,255,255); 

15.  thumb.setRGB(a, b,new_pixel.getRGB()); 
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16.   source=source.concat("1"); 

17.    ImageIO.write(thumb,"jpg", newFile("Thumb_binary.jpg")); 

18.  Byte binary[]<- source.getBytes(); 

Now the new file will be converted  into binary picture and then converted into binary file in  text format.   

19. Select a random number r <- 0 to k 

20. Store the converted binary value. 

21. data <- binary[] 

22. X <- power of (2R) 

23.  tn[][]<- int[X][X]; 

24. Hn[0][0] <- 1; 

25. for i<-0to X. 

26.  for j<-0to X 

27. c <- c+1. 

28. cnt <- c-1. 

29. ch=data.charAt(cnt). 

30. m <- ch; 

31. tn[i][j]=m; 

32. tn[i][j]=0; 

33. for l <- 1to lessthan X. 

34. for i <- 0 to less than l. 

35. for j <- 0 to less than l. 

36. do 

Hn[i+l][j] <- Hn[i][j]. 

Hn[i][j+l] <-Hn[i][j]. 

Hn[i+l][j+l] <- Hn[i][j]*(-1). 

37. for i <- 0 to less than x. 

38. for j <- 0 to less than x. 

39. for k <-0 to less than x. 

40. do  

cn[i][j]<- cn[i][j]+tn[i][k]*Hn[k][j]; 

41. for i<-0 to less than l. 

42. for j<-0 to less than l. 

43. encdata<- cn[i][j]);        // Encrypted data 

44. return encdata. 

 

2.2 Finger Print Matching Algorithms 

1. Set Flag =0 
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2. K=finger-print (thumb ,r) 

3. for <- i=1 to n 

4. do if (k==D[i])  

flag =1  

endif 

5. do if (flag ==1) 

6. finger print is rejected . 

7. else 

8. finger print is accepted . 

9. end 

 

 

3. Result 

Through the finger print algorithm we are encrypting the thumb impression of individual voters and that 

encrypted thumb impression is stored into the database of the voters. In the below fig.  Thumb(1,2,…7) are the 

encrypted thumb of seven individual voters. Let Thumb 8 be the new thumb impression and the encrypted data of 

Thumb 8 will be compared with all the encrypted finger prints of person which is stored in the database of the voters 

by finger print matching algorithm . If it does not matched then Thumb 8 will be accepted. Similiarly Thumb 5 is 

another thumb impression of person and it will also compared in similar way as Thumb 8 and if Thumb 5 is matched 

then it will be rejected. 

               
 
 
 
 
 
 
 
 
 
 
 
 

 

Fig.3:  Example of Finger print matching algorithm 

 
 

4. Conclusion 

Through this paper we have tried to develop an algorithm to stop fraud in voting and duplicity of votes is 

checked for in this system. Thanks to this system that Duplicity and unlawful votes is checked for in this system. 

After adapting this system conducting elections would no longer be a hard job. 
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