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Abstract 
 

Surveillance is an ambiguous practice, primarily done in a surreptitious manner, without the knowledge of the person(s) under 
observation. It usually refers to observation of individuals or groups by government or private organizations. With the 
proliferation of Information Technology, the very means of surveillance has changed. The concept of communication and 
information sharing underwent a paradigm shift with the evolution of Internet, which enabled efficient and fast transfer of data 
from one part of the globe to another. However, it also provided enormous scope of anonymity. The open and intangible nature of 
cyberspace made it possible for a person to perform unethical activities using just a computer connected to the Internet with 
minimal chances of being identified. Physical presence was no longer imperative to commit crimes. Computer surveillance 
therefore became one of the primary methods of monitoring subject activities, mostly in clandestine mode. This paper focuses on 
the design and analysis of a Computer Surveillance Software for better results. 
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1. Introduction 

In today’s world many households have shared desktops and even shared laptops. Children are allowed onto 
their parents computers for educational purposes as well as recreation. Similarly in several corporate or educational 
organizations, PC sharing is a common activity and even though it helps to share the resources optimally there is 
always a problem of PC misuse. Often in a shared computer scenario, one user may misuse PC resources for 
malicious practices and it becomes a real challenge. Under such circumstance, the owner is legally responsible. 
Hence there is a need for computer monitoring or effective way of checking the activities performed in a PC. 
Computer monitoring can be performed using a special software to keep track of activities of a computer or using 
audio and video feeds from devices such as digital cameras to monitor the user. 
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This software belongs to the former category. Using this, a computer can be kept under vigil, by logging all 
keystrokes, all currently running applications, IP addresses of active connections, desktop screenshots of the system 
along with webcam snapshots of the user at regular intervals can be monitored efficiently. 

2. Features used in EyeSeeYou 

The different innovative techniques used to implement the salient features of the software are discussed as 
follows: 
 
2.1. Keystroke Log 
 

A library function has been used to determine whether a key has been pressed or not. A loop from 1 to 255 is 
run corresponding to 255 keystates in a standard keyboard. For each keystate, the library function is called to verify 
whether a key is pressed or not. For a positive response, which is denoted by a return value of -32767, the keystate is 
checked against a set of cases to determine which key is pressed. 

 
There are five different cases to be considered based on the combination of keys pressed and the functionalities 

provided by each key: 
 
1) Single valued keys: They have only one function corresponding to each key. The values are compared 

against the list of keystates and the relevant keystroke is recorded. 
 
2) Bi valued keys: They have two functions corresponding to each key, for example, the numeric and special 

characters keys. To identify which function to be executed, the state of the Shift key is checked, and based on it 
either the subscript or the superscript value is recorded as the pressed key. 

 
3) Alphabet keys: If the keystate is one of the alphabets we check whether the Caps Lock and Shift Keys are 

pressed or not. Based on their value the corresponding upper or lower case of the alphabet is recorded. 
 
4) Function Keys: These are the 12 function keys of the keyboard. They are treated in the same manner as 

single valued keys. 
 
5) Numeric Keypad keys: If the Num Lock Key is pressed it means the Numeric Keypad is active. So to 

determine the keys of this Keypad we first check the Num Lock condition and then compare it against the known 
keystates and the value is recorded. 

 
6) Special keys/Multimedia keys: Some keyboards, besides the basic functional keys have a set of special 

shortcut or multimedia keys.  Their values are similarly checked against the predetermined keystates and recorded. 
 

2.2. Capture Desktop  Screenshot 
 

A class Screenshot is defined consisting of a shared function GetDesktopImage which is used to copy the 
desktop image and save it in JPEG format. It can also be scaled by supplying optional arguments specifying the 
height and width and also whether the cursor visibility in the screenshot is allowed or not. 

 
 

2.3. Capture Webcam Snapshot 
 

A separate module is implemented for the webcam snapshot feature which uses DirectShow .NET library. The 
purpose of this library is to allow access to Microsoft's DirectShow functionality from within .NET applications. 
Utilizing this API, a variable of type capture, as defined in the library dll file, was created and the method Click was 
invoked to capture data from the webcam and denote its location by a pointer address. This data was then copied 
into a bitmap type object and saved as a BMP image. 
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2.4. List active IP addresses 
 

This feature is implemented using IPGlobalProperties Class within the System.Net.NetworkInformation 
namespace which provides information about network connectivity. The GetIPGlobalProperties Method within this 
class is utilized to access the detailed information about all the IP addresses. The Local End Point and the Remote 
End Point along with the Connection State are recorded for all current IPs to provide a detailed account of exactly 
which remote computers were accessed. 
 
 
2.5. List current applications 
 

The list of applications is generated using the Process.GetProcesses Method. It retrieves all the processes which 
have a visible window open in the system and records the title of the window along with the process name. 
 
2.6. Auto Start 
 

The auto start feature of the software is implemented by creating a registry entry when the logging process is 
started. A key value having the full path of the software is added to an existing registry key for programs to run at 
startup. This ensures that every time the system is restarted, the software starts automatically. The status of the 
logging process is stored in a hidden text file, whose content determines whether the logging process would start 
automatically or remain paused. 

 
The software, on uninstallation, deletes the corresponding key value from the startup registry key. Thus, the 

software no longer auto starts on system restarts. 
 
2.7. Hot Key Implementation 
 

The software remains hidden by default so that unauthorized users cannot access it. To make it visible for 
stopping, uninstalling or changing the settings, a predetermined hot key is set when the software is started. This is 
done by importing the User32.dll file and registering the combination of Alt + G as the hot key. The software checks 
for this combination and when a match is found, the window is made visible. The hot key is unregistered during the 
uninstallation process. 
 
2.8. Password Strength Indicator 
 

The password strength measuring feature is implemented using the following algorithm. There are five 
parameters that are used to measure how strong the chosen password is. They are: 

 
(i) iUpper: for upper case letters 
(ii) iLower: for lower case letters 
(iii) iNumbers: for numeric digits 
(iv) iLength: for length of the password 
(v) iOther: for special characters 
 
The parameters are incremented following a set of guidelines given below: 

 
Table 1. Render iLength value 

Password Length iLength 

Less than 5 -3 

Between 5 to 8 1 
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Between 8 to 10 2 

More than 10 3 

 
For an upper case letter, iUpper is incremented by 2 and for a lower case letter iLower by 1. If the character is 

numeric, iNumber is incremented by 3 and for a special character iOther by 5.All these parameters are summed up 
to give the total strength iSetTotal. However, if a character is repeated multiple times correspondingly, another 
parameter iRepeat keeps count of it and takes it into consideration during calculation of iSetTotal by negating 
iRepeat’s value. 

 
The password strength is classified into Weak, Medium, Strong and Very Strong as follows: 
 

Table 2. Classify iSetTotal to derive strength 

iSetTotal Password Strength 

Less than 10 Weak 

Between 10 to 20 Medium 

Between 20 to 30 Strong 

More than 30 Very Strong 

 
2.9. Portable: Absence of Installer 
 

Absence of an exhaustive installation process means the software does not show up in the Control Panel's 
Installed Programs List, thus serving its purpose to work in stealth mode. It also signifies that the software is 
portable and compact; it can be carried around in an USB device with the user being just a click away from 
activating it. 
 
2.10. Handling multiple instances 
 

Multiple instances of the software running at the same time is disabled using a constraint which checks whether 
the software process name already shows up in the list of currently running processes. If the software is currently 
activated, an attempt to reactivate it fails and the user is notified that the application is already running. 
 
2.11. User Friendly Interface 
 

Usability of the software has been given utmost importance while designing its interface. Thus to deliver a rich 
user experience, tooltips are used to provide dynamic help while filling up all the input fields in the software. A 
detailed User Manual along with a compilation of Frequently Asked Questions is also provided with the software to 
improve ease of use.   
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Figure1. Logging process active and inactive scenario 

 
3. Functionality of EyeSeeYou 
 

The software can be activated following three basic steps which have been classified into three different 
modules and incorporated within EyeSeeYou. The functionalities of the modules are defined as follows: 
 
3.1. User Login 
 

• It provides a security constraint and allows the user to login into the software only if a valid username and 
password is furnished. 

• The user can choose to stop installing d software at ds stage by simply clicking Cancel. 

• The Reset button helps to set the input fields to null. 

 
3.2. Settings 

 
• All input fields are validated with the help of constraints for invalid or null inputs. 

• Once the validation check confirms logical inputs, the fields are automatically populated the next time 
software is activated/ executed. 

 
The Settings module is sub-divided into the following sub modules: 

 
3.2.1. General Settings 
 

• Allows the user to choose the location to store temporary log files. The log files' attribute is set to 
hidden and they are automatically deleted after being mailed to the receiver to save disk space. 

• It also provides the user with an option to choose the mailing frequency, the range being 5 to 60 
minutes. The range is so chosen because if the mailing interval lies outside this range, the screenshots 
provided would either be ineffective, or would conflict with the one generated in the next instance. 

3.2.2. E-Mail Settings 
 

• Allows the user to specify the sender's e-mail address, receiver’s e-mail address, subject of the e-mail, 

SMTP settings of the mail client and the username and password of the sender's e-mail account. 
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     Figure 2. E-mail settings module 

 

3.2.3. Security Settings 
 

• Provides the user with an option to change the login password. Necessary constraints are put in place 
to validate the current password and to match the new password entered twice in the input fields. 

• The user is also alerted regarding the strength of the new password while it is being typed, helping to 
create a strong login password. 

 
3.3. Main 
 

• Different buttons are provided to Start and Stop (pause) the logging process, Hide the application from the 
Taskbar and Applications tab in the Task Manager, Control (change) the Software Settings and Uninstall 
(deactivate) the software. 

• The Control Box buttons are disabled so that the user cannot exit the application using the same. 
• The Status of the software is displayed to signify whether the logging process is currently active or not. 
• Stop, Control and Uninstall buttons are password protected so that only the user having a valid username 

and password can perform these functions. 
• Since Start and Stop buttons are complementary, when one of them is enabled, the other is automatically 

disabled. 
 
 
 

4. Results and Discussions 

The software has been tested under various circumstances to ensure proper functionality. Screenshots of one of 
the surveillance report is provided below in Fig-3. This software is found to be user friendly since it comes with a 
detailed User Manual and FAQ to guide the user through the installation and execution of the various functions of 
the software. 
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Figure3. Surveillance report sent as e-mail 
 

The dashboard reporting is done to the user with help of label messages and images. The Start and Stop buttons 
toggle between active and inactive depending on the state of the logging process. Dynamic help is also provided 
while filling up the settings module on mouse hover using tooltips. Security of the software is ensured by the login 
form. A valid user name and password is necessary to access the software. The settings, including the e-mail id and 
password of the user are stored in a hidden text file to safeguard confidential information about the user. In future, 
the present work can be extended by incorporating more features  like log chat history, webcam video feed recording  
and finally , the software can be made more efficient by maintaining a secure local database to store all the settings 
and login information rather than text files. 

 

5. Conclusions 

This computer surveillance software EyeSeeYou has been designed for novice users to monitor various 
activities performed on their computers in their presence and as well as in their absence. This software mainly 
provides clear reports on various aspects that are monitored like keystrokes typed by the user, IP address accessed, 
various applications used, screenshots of the desktop and the image of the user. All these aspects of information help 
to enhance the security aspects of the system.  
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