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Abstract 

The original aim of the Internet was to provide an open and scalable network among research and educational communities. In 
this environment, security issues were less of a concern. Unfortunately, with the rapid growth of the Internet over the past decade, 
the number of attacks on the Internet has also increased rapidly. And the toughest problem of Network Security is to trace the 
actual source of packet sender. This problem is called IP Traceback problem. Internet Protocol trace back is the technology to 
control Internet frauds. Currently a large number of Denial of Service and Distributed Denial of Service attack incidents make 
people aware of the importance of the IP trace back technique. IP trace back is the ability to trace the IP packets to their origins. 
It provides a security system with the ability to find the original sources of the attacking IP packets. IP trace back mechanisms 
have been researched for years, aiming at finding the sources of IP packets quickly and precisely. Various solutions or techniques 
are suggested till date but none of the technique is effective for implementation on actual internet to combat cyber crime. Each 
technique has its own pros and cons. In this paper we will discuss various IP Traceback techniques and challenges for their 
implementation 
 
Keywords:  IP Traceback, packet marking, logging. 

 

1. Introduction 

As Internet is increasingly being used in almost every aspect of our lives, it is becoming a critical resource 
whose disruption has serious implications. Blocking the availability of an Internet service may imply large financial 
losses. Such attacks that aimed at blocking availability of computer systems or services are generally referred to as 
denial of service (DoS) attacks. As more and more essential services become reliant on the Internet as part of their 
communication infrastructure, the consequences of denial of service attacks can be very damaging. Therefore, it is 
crucial to deter, or otherwise minimize, the damage caused by denial of service attacks. CERT Coordination Center 
reported that the number of reported Internet security incidents has jumped from six in 1988 to 137,529 in 2003. The 
annual Computer Security Institute (CSI) computer crime and security survey reported that 30-40% of the survey 
participants were targeted by a DoS attack between 1999 and 2005, and 21-29% of the participants were targeted by 
a DoS attack during 2006 to 2009 time period. The 2010 Worldwide Infrastructure Security Report found that DoS 
attacks had gone mainstream,  and network operators were facing larger, more frequent DDoS attacks. The volume 
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of the largest single attack observed in 2010 period reached a staggering 100 Gbps point, a 1000 percent increase 
since 2005. 

 

2. Existing IP Traceback Techniques 

There is no intrinsic support to identify the real sources of IP packets in the Internet architecture, so 
different techniques have been proposed to provide traceback capability. Existing trace back schemes can be roughly 
categorized into three distinct categories viz. traditional, marking and logging. In traditional scheme, victim 
develops an attack signature, consisting of some data common and unique to the attack traffic. A query including the 
attack signature is then sent hop-by-hop to each router along the path. Examples of this type of technique are input 
debugging and controlled flooding . In packet logging, the IP packet is logged at each router through which it 
passes. Routers are queried in order to reconstruct the network path. SPIE (Source Path Isolation Engine) is an 
example of this type of technique . In packet marking , the router marks IP  packets with its identification 
information. The network path can be reconstructed by combining packets containing marks. The marking 
information may be inscribed in the same attack packets called inbound marking or extra ICMP packets called 
outbound marking. Current traceback schemes based on marking include variants of PPM (Probabilistic Packet 
Marking), ATA (Algebraic Based Traceback Approach) , DPM (Deterministic Packet Marking) , and schemes that 
use ICMP (Internet Control Message) messages, such as iTrace. 

 

 2.1 Classification of IP Traceback Techniques 

       2.1.1 Traditional Approach 

Traditional approach also referred as link-testing methods or hop-by-hop tracing work by testing network links 
between routers to determine the origin of the attacker’straffic. Types of traditional approach are as follows: 

a. Input Debugging 

Input debugging start from the router closest to the victim and interactively tests its incoming (upstream) links 
to determine which one carries the attack traffic. This process repeats recursively on the upstream routers until 
reaching the traffic’s source. 

       b. Controlled Flooding 

Controlled flooding works by generating a burst of network traffic from the victim’s network to the upstream 
network segments and observing how this intentionally generated flood affects the attack traffic’s intensity. 
From changes in the attack traffic’s frequency and intensity, the victim can deduce the incoming network link 
on the upstream router and repeat the same process on the router one level above. Traditional approach is not 
very efficient as it requires a lot of human effort and other network providers’ support. For a successful trace, 
attack must last far a long enough duration.  Compatibility with existing protocols, routers and network 
infrastructure is an advantage of this method.  
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Fig:1 Link-testing Traceback 

 

c. Advantages of Traditional Approach 

• Both controlled flooding and input debugging are compatible with existing protocols. 

• Both are compatible with existing routers and network infrastructure as well. 

• Both support incremental implementation 

d. Disadvantages of Traditional Approach 

 

2.1.2 Logging 

The main idea of IP traceback approach based on packet logging is to log packets at each router through which 
they pass. 

                           

Fig:2 Logging approach 
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2.1.2.1 SPIE (Source Path Isolation Engine) 

SPIE stores packet digests, instead of packets themselves, in a space-efficient data structure, to decrease the 
required storage space. For each arriving packet, the router uses the first 24 invariant byte of the packet (20-byte 
IP header with 4 bytes masked out plus 55 the first 8 bytes of payload) as input to the digesting function. The 
32-bit packet digest is stored into the time-stamped digest table. The digest table is paged out before it becomes 
saturated. Digest tables are archived for one minute for potential traceback operation. During the traceback 
process, routers are queried in the reverse-path flooding (RPF) manner and the digest tables at queried routers 
are examined to reconstruct the network path. Logging approach is resource-intensive in terms of processing 
and storage requirements. This scheme is not scalable. It is difficult to extend this scheme to complete Internet. 
Sharing of the logging information can lead to logistic and legal issues. Using Hash based IP traceback can 
reduce the storage overhead significantly  

 

a. Advantages of Logging 

• This method is compatible with existing protocols. 

• This method is compatible with existing routers and network infrastructure. 

• It allows post-attack analysis. 

• Insignificant network traffic overhead. 

• Can trace a single packet 

b. Disadvantages of Logging 

• This technique is resource-intensive in terms of processing and storage requirements. 

• The sharing of the logging information among several ISPs leads to logistic and legal issues. 

• It is less suitable for DDoS attacks 

 

 

2.1.3 Packet Marking 

The basic idea of IP traceback approach based on packet marking is that the router marks packets with its 
identification information as they pass through that router. 
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Fig:3 Packet marking 

 

The following are the various types of packet marking techniques 

a. PPM (Probabilistic Packet Marking) 

In Probabilistic Packet Marking the mark overloads a rarely used field in IP packet header, i.e., 16-bit IP 
identification field. The identification of a router could be 32-bit IP address, hash value of IP address or 
uniquely assigned number. In the last two cases, the length of identification information is variable and could be 
less than 16 bits. Since the marking space in packet header is too small to record the entire path, routers mark 
packets with some probability so that each marked packet carries the information of one node in the path. In 
addition, based on the length of router identification and the implementation of marking procedure, the router 
may only write part of its identification information into the marking space. While each marked packet 
represents only a small portion of the path it has traversed, the whole network path can be reconstructed by 
combining a modest number of such packets. The PPM approach does not incur any storage overhead at routers 
and the marking procedure (a write and checksum update) can be easily and efficiently executed at current 
routers. But due to its probabilistic nature, it can only trace the traffic that consists of a large volume of packets. 
However, this method increases the packet’s length at each router hop and can lead to additional fragmentation  

b. DPM (Deterministic Packet Marking) 

In DPM only ingress edge routers perform the marking. All other routers are exempted from the marking task. 
Basic DPM uses the 16-bit IP identification field of the IP header and one reserved bit to record the marking 
information. The IP address of every ingress edge router is split into two segments with 16 bits each. One 
segment is randomly selected when a packet traverses this router. The idea is that the victim is capable of 
recovering the whole IP address of an ingress edge router once it obtains both segments from the same router. 
For the victim to figure out which portion of the IP address the current packet carries, one bit is used as a flag. 
Therefore, the marking information comprises two parts, the 16-bit partial IP address of the edge router and a 1-
bit flag . There are two main differences between DPM and PPM. DPM only marks the first ingress edge router, 
while PPM marks all routers along an attack path. PPM marks probabilistically, while DPM marks every packet 
at the ingress edge router. The task of ingress address reconstruction in DPM is much simpler than the task of 
path reconstruction in PPM. 
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b.1  Advantages of Packet Marking 

• This technique can be deployed incrementally and appears to be low cost. 
• It can work with existing routers and network infrastructure. 
• It is effective against DDoS attacks. 
• ISP cooperation not required. 
• It allows post-attack analysis 

 
b.2 Disadvantages of Packet Marking 

• It requires modifications to the protocol. 

• PPM can produce false positive paths (that are not part of the attack path). 

• DPM cannot handle fragmentation 

 

c. ICMP (Internet Control Message Protocol) 

In ICMP traceback method, iTrace, each router selects one packet per 20,000 packets and then generates an 
ICMP message. The ICMP message has the same destination IP address as the traced packet. The ICMP 
message also contains the IP header of the traced packet, and the IP addresses of the incoming interface and the 
outgoing interface of the current router. As long as the victim receives sufficient ICMP messages, it may 
recover the whole attack path. The marking procedure of iTrace is very similar to PPM. Therefore, it shares 
similar pros and cons. Unlike PPM, ICMP traceback belongs to outbound marking, because of which ICMP 
traceback requires additional bandwidth to convey the marking information  

                                        

                                                                    Fig:4 ICMP traceback 

c.1 Advantages of ICMP 

• This method is compatible with existing protocols. 

• It can support incremental implementation. 

• It allows post-attack analysis. 

• If implemented with encryption and key distribution schemes presents a very promising and     expandable 
technology for of dealing with denial-of-service attacks 

• ISP cooperation is not required 

• Compatible with existing routers and network infrastructure 
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c.2 Disadvantages of ICMP 

• ICMP traffic is increasingly differentiated and may itself be filtered in a network 

   under attack. 

• The ICMP Traceback message relies on an input debugging capability (i.e., the  ability to associate a packe 
with the input port and/or MAC address on which it arrived) that is not available in some router architectures 

• If only some of the routers participate it seems difficult to positively “connect”  traceback messages from 
participating routers separated by a nonparticipating  router. 

• It requires a key distribution infrastructure to deal with the problem of attackers  sending false ICMP 
Traceback messages. 

d. ATA (Algebraic Based Traceback Approach) 

ATA is a modified PPM method that uses algebraic techniques from the fields of coding theory and machine 
learning to encode and decode path information as points on polynomials. The encoded path information is 
stored in the Fragment ID field. At the victim side, algebraic methods are used to reconstruct the polynomials. 

 

3. Challenges of IP Traceback 
 

IP traceback has several limitations, such as the problem with tracing beyond corporate firewalls. To 
accomplish IP traceback, we need to reach the host where the attack originated. It is difficult; however, to trace 
packets through firewalls into corporate intranets, the last-traced IP address might be the firewall’s address. 
Knowing the IP address of the organization’s network entry point, however, allows us to obtain information 
about the organization where the attacker’s host is located, such as the organization’s name and the network 
administrator’s e-mail address. If we can identify the organization from which the attack originated, the 
organization can often identify the user who launched the attack. Another limitation relates to the deployment of 
traceback systems. Most traceback techniques require altering the network, including adding router functions 
and changing packets. To promote traceback approaches, we need to remove any drawbacks to implementing 
them. Moreover, even if IP traceback reveals an attack’s source, the source itself might have been used as a 
stepping-stone in the attack. IP traceback methods cannot identify the ultimate source behind the stepping-stone 
however, techniques to trace attacks exploiting stepping-stones are under study. Some operational issues must 
also be solved before IP traceback can be widely deployed. To trace an attack packet through different 
networks, for example, there must be a common policy for traceback. We also need guidelines for dealing with 
traceback results to avoid infringing on privacy. Furthermore, we need to consider how to use information about 
an attack source identified by IP traceback. 
 
4. Conclusions 

 
The development of IP traceback techniques is motivated by different DoS attack in recent years. With the 

development of Mobile IP, more complex DoS attacks can be launched. However, IP traceback is the first step 
in identifying the attacker behind the attacks. The effectiveness of any traceback technique depends primarily 
on its overhead, convergence and the ability to trace any type of DoS attack. Nowadays  hybrid techniques are 
used which are  capable of tracing any type of DoS attack because we can trace by even a single packet.  They 
can an even trace beyond the corporate firewalls which is a challenge faced by most of the existing traceback 
techniques. They also eliminate the reflector DDoS attacks. They  are  particularly designed for networks 
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supporting both wired and mobile nodes. Today there is a need for practical implementation of an effective 
technique so that IP traceback could be carried out in real time across the internet 
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