
Shivappa M Metagar, IJRIT  101 

 

IJRIT International Journal of Research in Information Technology, Volume 1, Issue 5, May 2013, Pg. 101-112 
 
 
 

International Journal of Research in Information Technology (IJRIT) 
 
 

www.ijrit.com ISSN 2001-5569 
 
 

Cloud Security Analysis in Cloud Computing Technology 
1 Shivappa M Metagar  2Jayaprasad Motupalli  3 Sanjaykumar Hamilpure  4 Manojkumar Ambalagi 

 5 Bhootaleppa P Savukar     

1 Assistant Prof, Department of CSE, SVERI’s COE Pandharpur 

2 Lecturers, Dept. of ISE, SaIT, Bangalore 

3 Lecturer, Dept. of ISE, SaIT, Bangalore 

4 Assistant Prof, Department of MECH, SVERI’s COE Pandharpur 

5 Assistant Prof, Department of ECE, Dr. P.G. Halakatti Engg. College, Bijapur 

 1 shivametagar@gmail.com , 2 M.jayaprasad@gmail.com , 3 sanjay8h@gmail.com  , 

4 ambalagimanoj@gmail.com , 5 savukarbp@yahoo.co.in  

 

Abstract 

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released 
with minimal management effort or service provider interaction Cloud computing [2] is clearly one of today’s most enticing 
technology areas due, at least in part, to its cost-efficiency and flexibility. However, despite the surge in activity and interest, 
there are significant, persistent concerns about cloud computing that are impeding momentum and will eventually compromise 
the vision of cloud computing as a new IT procurement model. In this paper, we characterize the problems and their impact on 
adoption. In addition, and equally importantly, we describe how the combination of existing research thrusts has the potential to 
alleviate many of the concerns impeding adoption. In particular, we argue that with continued research advances in trusted 
computing and computation-supporting encryption,[1][4] life in the cloud can be advantageous from a business intelligence 
standpoint over the isolated alternative that is more common today. 
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1. Introduction 

Cloud Computing represents one of the most significant shifts in information technology many of us are 
likely to see in our lifetimes. Reaching the point where computing functions as a utility has great potential, 
promising innovations we cannot yet imagine. Customers are both excited and nervous at the prospects of Cloud 
Computing. They are excited by the opportunities to reduce capital costs. They are excited for a chance to divest 
themselves of infrastructure management, and focus on core competencies. Most of all, they are excited by the 
agility offered by the on-demand provisioning of computing and the ability to align information technology with 
business strategies and needs more readily. However, customers are also very concerned about the risks of Cloud 
Computing if not properly secured, and the loss of direct control over systems for which they are nonetheless 
accountable. To aid both cloud customers and cloud providers, CSA developed “Security Guidance for Critical 
Areas in Cloud Computing”, initially released in April 2009, and revised in December 2009. This guidance has 
quickly become the industry standard catalogue of best practices to secure Cloud Computing, consistently lauded for 
its comprehensive approach to the problem, across 13 domains of concern. Numerous organizations around the 
world are incorporating the guidance to manage their cloud strategies.  

The great breadth of recommendations provided by CSA guidance creates an implied responsibility for the 
reader. Not all recommendations are applicable to all uses of Cloud Computing. Some cloud services host customer 
information of very low sensitivity, while others represent mission critical business functions. Some cloud 
applications contain regulated personal information, while others instead provide cloud-based protection against 
external threats. It is incumbent upon the cloud customer to understand the organizational value of the system they 
seek to move into the cloud. Ultimately, CSA guidance must be applied within the context of the business mission, 
risks, rewards, and cloud threat environment using sound risk management practices. The purpose of this document 
“Top Threats to Cloud Computing”, is to provide needed context to assist organizations in making educated risk 
management decisions regarding their cloud adoption strategies. In essence, this threat research document should be 
seen as a companion to “Security Guidance for Critical Areas in Cloud Computing”. As the first deliverable in the 
CSA’s Cloud Threat Initiative, the “Top Threats” document will be updated regularly to reflect expert consensus on 
the probable threats which customers should be concerned about. There has been much debate about what is “in 
scope” for this research. We expect this debate to continue and for future versions of “Top Threats to Cloud 
Computing”[5] to reflect the consensus emerging from those debates. While many issues, such as provider financial 
stability, create significant risks to customers, we have tried to focus on issues we feel are either unique to or greatly 
amplified by the key characteristics of Cloud Computing and its shared, on-demand nature.  

 

1.1 We identify the following threats in our initial document of cloud services: 

• Abuse and Nefarious Use of Cloud Computing 
• Insecure Application Programming Interfaces 
• Malicious Insiders 
• Shared Technology Vulnerabilities 
• Data Loss/Leakage 
• Account, Service & Traffic Hijacking 
• Unknown Risk Profile 

 

The threats are not listed in any order of severity. Our advisory committee did evaluate the threats and each 
committee member provided a subjective ranking of the threats. The exercise helped validate that our threat listing 
reflected the critical threat concerns of the industry, however the cumulative ranking did not create a compelling 
case for a published ordered ranking, and it is our feeling that greater industry participation is required to take this 
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step. The only threat receiving a consistently lower ranking was Unknown Risk Profile, however the commentary 
indicated that this is an important issue that is simply more difficult to articulate, so we decided to retain this threat 
and seek to further clarify it in future editions of the report. Selecting appropriate security controls and otherwise 
deploying scarce security resources optimally require a correct reading of the threat environment.  

Our goal is to provide a threat identification deliverable that can be quickly updated to reflect the dynamics of 
Cloud Computing and its rapidly evolving threat environment. We look forward to your participation on subsequent 
versions of “Top Threats to Cloud Computing”, [7] as we continue to refine our list of threats, and to your input as 
we all figure out how to secure Cloud Computing. 

 

 

2. Related work 

The Cloud Computing Use Case group brought together cloud consumers and cloud vendors to define 
common use case scenarios for cloud computing. The use case scenarios demonstrate the performance and economic 
benefits of cloud computing and are based on the needs of the widest possible range of consumers. 

The goal of this white paper is to highlight the capabilities and requirements that need to be standardized in 
a cloud environment to ensure interoperability, ease of integration and portability. It must be possible to implement 
all of the use cases described in this paper without using closed, proprietary technologies. Cloud computing must 
evolve as an open environment, minimizing vendor lock-in and increasing customer [8] choice. 

 

2.1 The use cases 

• Provide a practical, customer-experience-based context for discussions on interoperability and standards. 
• Make it clear where existing standards should be used. 
•  Focus the industry's attention on the importance of Open Cloud Computing. 
• Make it clear where there is standards work to be done. If a particular use case can't be built today, or if it 

can only be built with proprietary APIs and products, the industry needs to define standards to make that 
use case possible. A use case that clearly describes a common task and outlines the difficulties in 
accomplishing it is the best possible justification for any standards effort. 

• Cloud providers must work together to ensure that the challenges to cloud adoption are addressed through 
open collaboration and the appropriate use of standards. 

• Cloud providers must use and adopt existing standards wherever appropriate. The IT industry has invested 
heavily in existing standards and standards organizations; 

• When new standards (or adjustments to existing standards) are needed, we must be judicious and pragmatic 
to avoid creating too many standards. We must ensure that standards promote innovation and do not inhibit 
it. 

• Any community effort around the open cloud should be driven by customer needs, not merely the technical 
needs of cloud providers, and should be tested or verified against real customer requirements. 

• Cloud computing standards organizations, advocacy groups, and communities should work together and 
stay coordinated, making sure that efforts do not conflict or overlap. 

• � Cloud providers must not use their market position to lock customers into their particular platforms and 
limiting their choice of providers. This paper is part of the ongoing effort to make these principles a reality. 
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3. Delivery models 

• Software as a Service (SaaS): The consumer uses an application, but does not control the operating 
system, hardware or network infrastructure on which it's running. 

•  Platform as a Service (PaaS): The consumer uses a hosting environment for their applications. The 
consumer controls the applications that run in the environment (and possibly has some control over the 
hosting environment), but does not control the operating system, hardware or network infrastructure on 
which they are running. The platform is typically an application framework. 

• Infrastructure as a Service (IaaS): The consumer uses "fundamental computing resources" such as 
processing power, storage, networking components or middleware. The consumer can control the operating 
system, storage, deployed applications and possibly networking components such as firewalls and load 
balancers, but not the cloud Infrastructure beneath them. 

 

4. Deployment models of cloud services 

The NIST definition defines four deployment models: 

• Public Cloud: In simple terms, public cloud services are characterized as being available to clients from a 
third party service provider via the Internet. The term “public” does not always mean free, even though it 
can be free or fairly inexpensive to use. A public cloud does not mean that a user’s data is publically 
visible; public cloud vendors typically provide an access control mechanism for their users. Public clouds 
provide an elastic, cost effective means to deploy solutions. 

• Private Cloud: A private cloud offers many of the benefits of a public cloud computing environment, such 
as being elastic and service based. The difference between a private cloud and a public cloud is that in a 
private cloud-based service, data and processes are managed within the organization without the 
restrictions of network bandwidth, security exposures and legal requirements that using public cloud 
services might entail. In addition, private cloud services offer the provider and the user greater control of 
the cloud infrastructure, improving security and resiliency because user access and the networks used are 
restricted and designated.2 

• Community Cloud: A community cloud is controlled and used by a group of organizations that have 
shared interests, such as specific security requirements or a common mission. The members of the 
community share access to the data and applications in the cloud. 

• Hybrid Cloud: A hybrid cloud is a combination of a public and private cloud that interoperates. In this 
model users typically outsource non-business critical information and processing to the public cloud, while 
keeping business-critical services and data in their control 

 
 
 
 
5. Essential characteristics of cloud services 

The NIST definition describes five essential characteristics of cloud computing. 

• Rapid Elasticity: Elasticity is defined as the ability to scale resources both up and down as needed. To the 
consumer, the cloud appears to be infinite, and the consumer can purchase as much or as little computing 
power as they need. This is one of the essential characteristics of cloud computing in the NIST definition. 

• Measured Service: In a measured service, aspects of the cloud service are controlled and monitored by the 
cloud provider. This is crucial for billing, access control, resource optimization, capacity planning and 
other tasks. 

• On-Demand Self-Service: The on-demand and self-service aspects of cloud computing mean that a 
consumer can use cloud services as needed without any human interaction with the cloud provider. 
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• Ubiquitous Network Access: Ubiquitous network access means that the cloud provider’s capabilities are 
available over the network and can be accessed through standard mechanisms by both thick and thin 
clients.4 

• Resource Pooling: Resource pooling allows a cloud provider to serve its consumers via a multi-tenant 
model. Physical and virtual resources are assigned and reassigned according to consumer demand. There is 
a sense of location independence in that the customer generally has no control or knowledge over the exact 
location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., 
country, state, or datacenter). 

 

 

6. Top threats to cloud computing services 

 6.1 Abuse and Nefarious Use of Cloud Computing 

IaaS providers offer their customers the illusion of unlimited compute, network, and storage capacity [10] 
often coupled with a ‘frictionless’ registration process where anyone with a valid credit card can register and 
immediately begin using cloud services. Some providers even offer free limited trial periods. By abusing the relative 
anonymity behind these registration and usage models, spammers, malicious code authors, and other criminals have 
been able to conduct their activities with relative impunity. PaaS providers have traditionally suffered most from this 
kind of attacks; however, recent evidence shows that hackers have begun to target IaaS vendors as well. Future areas 
of concern include password and key cracking, DDOS, launching dynamic attack points, hosting malicious data, 
botnet command and control, building rainbow tables, and CAPTCHA solving farms. 

6.1.1 Examples 

IaaS offerings have hosted the Zeus botnet, Info Stealer Trojan horses, and downloads for Microsoft Office 
and Adobe PDF exploits. Additionally, botnets have used IaaS servers for command and control functions. Spam 
continues to be a problem as a defensive measure, entire blocks of IaaS network addresses have been publicly 
blacklist. 

 

6.2. Insecure Interfaces and APIs 

Cloud Computing providers expose a set of software interfaces or APIs that customers use to manage and 
interact with cloud services. Provisioning, management, orchestration, and monitoring are all performed using these 
interfaces. The security and availability of general cloud services is dependent upon the security of these basic APIs 
[11]. From authentication and access control to encryption and activity monitoring, these interfaces must be 
designed to protect against both accidental and malicious attempts to circumvent policy. Furthermore, organizations 
and third parties often build upon these interfaces to offer value-added services to their customers. This introduces 
the complexity of the new layered API; it also increases risk, as organizations may be required to relinquish their 
credentials to third parties in order to enable their agency. 

6.2.1 Examples 

Anonymous access and/or reusable tokens or passwords, clear-text authentication or transmission of content, 
inflexible access controls or improper authorizations, limited monitoring and logging capabilities, unknown service 
or API dependencies. 

6.3. Malicious Insiders: 
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The threat of a malicious insider is well-known to most organizations. This threat is amplified for 
consumers of cloud services by the convergence of IT services and customers under a single management domain, 
combined with a general lack of transparency into provider process and procedure. For example, a provider may not 
reveal how it grants employees access to physical and virtual assets, how it monitors these employees, or how it 
analyses and reports on policy compliance. To complicate matters, there is often little or no visibility into the hiring 
standards and practices for cloud employees. This kind of situation clearly creates an attractive opportunity [12] for 
an adversary ranging from the hobbyist hacker, to organized crime, to corporate espionage, or even nation-state 
sponsored intrusion. The level of access granted could enable such an adversary to harvest confidential data or gain 
complete control over the cloud services with little or no risk of detection. 

6.3.1 Examples 

No public examples are available at this time. 

 

6.4. Shared Technology Issues: 

IaaS vendors deliver their services in a scalable way by sharing infrastructure. Often, the underlying 
components that make up this infrastructure (e.g., CPU caches, GPUs, etc.) were not designed to offer strong 
isolation properties for a multi-tenant architecture. To address this gap, a virtualization hyper visor mediates access 
between guest operating systems and the physical compute resources. Still, even hyper visors have exhibited flaws 
that have enabled guest operating systems to gain inappropriate levels of control or influence on the underlying 
platform. A defense in depth strategy is recommended, and should include compute, storage, and network security 
enforcement and monitoring. Strong compartmentalization should be employed to ensure that individual customers 
do not impact the operations of other tenants running on the same cloud provider[13]. Customers should not have 
access to any other tenant’s actual or residual data, network traffic, etc. 

 

6.5. Data Loss or Leakage: 

There are many ways to compromise data. Deletion or alteration of records without a backup of the original 
content is an obvious example. Unlinking a record from a larger context may render it unrecoverable, as can storage 
on unreliable media. Loss of an encoding key may result in effective destruction. Finally, unauthorized parties must 
be prevented from gaining access to sensitive data. The threat of data compromise increases in the cloud, due to the 
number of and interactions between risks and challenges which are either unique to cloud, or more dangerous 
because of the architectural or operational characteristics of the cloud environment. 

6.5.1 Examples 

Insufficient authentication, authorization, and audit (AAA) controls; inconsistent use of encryption and 
software keys; operational failures; persistence and eminence challenges: disposal challenges; risk of association; 
jurisdiction and political issues; data center reliability; and disaster recovery. 
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This diagram defines a detail security service structure of cloud computing 

 

 

Fig1: Security Service Structure 

In this diagram, Service Consumers use the services provided through the cloud, Service Providers manage 
the cloud infrastructure and Service Developers create the services themselves. (Notice that open standards are 
needed for the interactions between these roles.) Each role is discussed in more detail in the following sections. 

 

6. Service consumer 

 

Fig2: Consumer Diagram 

The service consumer is the end user or enterprise that actually uses the service, whether it is Software, 
Platform or Infrastructure as a Service. Depending on the type of service and their role, the consumer works with 
different user interfaces and programming interfaces. Some user interfaces look like any other application; the 
consumer does not need to know about cloud computing as they use the application. 

Other user interfaces provide administrative functions such as starting and stopping virtual machines or 
managing cloud storage. Consumers writing application code use different programming Interfaces depending on 
the application they are writing. 

Consumers work with SLAs and contracts as well. Typically these are negotiated via human intervention 
between the consumer and the provider. The expectations of the consumer and the reputation of the provider are a 
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key part of those negotiations. The service provider delivers the service to the consumer. The actual task of the 
provider varies depending on the type of service: 

A. For Software as a Service, the provider installs, manages and maintains the software. The provider does not 
necessarily own the physical infrastructure in which the software is running. Regardless, the consumer does 
not have access to the infrastructure; they can access only the application. 

B. .For Platform as a Service, the provider manages the cloud infrastructure for the platform, typically a 
framework for a particular type of application. The consumer’s application cannot access the infrastructure 
underneath the platform. 

C. For Infrastructure as a Service, the provider maintains the storage, database, message queue or other 
middleware, or the hosting environment for virtual machines. The consumer uses that service as if it were a 
disk drive, database, message queue, or machine, but they cannot access the infrastructure that hosts it. In 
the service provider diagram, the lowest layer of the stack is the firmware and hardware on which 
everything else is based. Above that is the software kernel, either the operating system or virtual machine 
manager that hosts the infrastructure beneath the cloud. The virtualized resources and images include the 
basic cloud computing services such as processing power, storage and middleware. The virtual images 
controlled by the VM manager include both the images themselves and the metadata required to manage 
them. 

Crucial to the service provider’s operations is the management layer. At a low level, management requires 
metering to determine who uses the services and to what extent, provisioning to determine how resources are 
allocated to consumers, and monitoring to track the status of the system and its resources. At a higher level, 
management involves billing to recover costs, capacity planning to ensure that consumer demands will be met, SLA 
management to ensure that the terms of service agreed to by the provider and consumer are adhered to, and reporting 
for administrators. 

 

7. Service developer 

The service developer creates, publishes and monitors the cloud service. These are typically "line-of-
business" applications that are delivered directly to end users via the SaaS model. Applications written at the IaaS 
and PaaS levels will subsequently be used by SaaS developers and cloud providers. Development environments for 
service creation vary. If developers are creating a SaaS application, they are most likely writing code for an 
environment hosted by a cloud provider. In this case, publishing the service is deploying it to the cloud provider’s 
infrastructure. During service creation, analytics involve remote debugging to test the service before it is published 
to consumers. Once the service is published, analytics allow developers to monitor the performance of their service 
and make changes as necessary. 

Relationships between standards and taxonomies 

 

Fig3: Types of Taxonomy 
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There are four different ways standards will affect cloud use case scenarios. Standards will have an impact 
within each type of cloud service, across the different types of cloud services, between the enterprise and the cloud, 
and within the private cloud of an enterprise. 

7.1 Standards across cloud service types 

As cloud computing becomes more common, applications will likely use different types of cloud services. 
An application might use a cloud storage service, a cloud message queue, and manage (start/stop/monitor) virtual 
machines [12] running in the cloud. Standards to define how these different services work together should provide 
value. 

7.1.1 Standards Within Cloud Service Types 

Within each type of cloud service (IaaS, PaaS or SaaS), open standards make it possible to avoid vendor 
lock-in. For Infrastructure as a Service, a standard set of APIs to work with cloud databases would allow 
applications to work with data from multiple vendors. That common API would give users the freedom to move to 
another [10] cloud database provider without major changes, and it would make it much easier to integrate new data 
sources with existing applications. Common APIs for other cloud infrastructure services such as storage, message 
queues or Map Reduce would provide similar benefits, as would common formats for data and data interchange. In 
the case of virtual machines, a common virtual machine format is crucial. Users should be able to take a VM built 
and deployed with one cloud provider and deploy it to another cloud provider without changes. For Platform as a 
Service, many of the platforms provided in the cloud are application frameworks. Those frameworks typically 
provide common services such as user interfaces, storage and databases, but they are accessible only through the 
APIs of the framework. 

For Software as a Service, open standards apply at the application level. Very little of the standards work here is 
cloud-specific, so those standards are beyond the scope of this paper. For example, a cloud-based word processing 
application should support standards for document portability; the requirement for standards support in a word 
processing application has nothing to do with whether the application is running in the cloud. 

 

7.1.2 Standards Between the Cloud and the Enterprise  

Even as cloud computing emerges enterprise architectures such as Java EE are not going away. Standards 
that define how an enterprise application communicates with resources such as a cloud database or a cloud message 
queue would enable those applications to use cloud services with little or no changes. Figuring out how to integrate 
cloud computing [5] with existing architectures and development paradigms will be a major challenge for this group. 
2 July 2010 14 Cloud Computing Use Cases White Paper Version 4.0 

 

7.1.3 Standards within an Enterprise 

Standards within an enterprise will be determined by requirements such as interoperability, audit ability, security 
and management, and will build upon the standards that apply between enterprises and the cloud. The enterprise will 
interact with some combination of private, public and hybrid clouds. 
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8. Conclusions 

Cloud computing builds on and complements many trends in the industry, including virtualization, SOA 
and Web 2.0. As a result, standards already exist for many of the requirements outlined in this paper. As we go 
forward, we will work together as a community to specify the existing standards that meet customer needs, leverage 
standards work already in progress, and identify what is needed to fill in the gaps not addressed by existing 
standards. This paper was created by an open Web community of more than 1400 participants. The initial group 
consisted of supporters from the Open Cloud Manifesto, but it quickly grew to include many other individuals 
around the world. The community included representatives from large and small companies, government agencies, 
consultants and vendors. 
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