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Abstract 

This paper focuses mainly on the different kinds of encryption techniques that are existing, and does a comparative study of most 
of them. The main aim is the extensive experimental study of implementations of various available encryption techniques and 
extends to the performance parameters used in encryption processes that are processing speed, throughput, power consumption, 
packet size and data types and analysis on their security issues. There are a number of encryption techniques available to public, 
to secure the data saved in the system as well as for its secure transmission to another system. This will present a talk on those 
encryption techniques that are widely used, the most common algorithm implementation for both software and hardware 
approaches and discuss as to why certain algorithms are preferred over others, the difference in their efficiency, cost effectiveness 
and security. 
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I.INTRODUCTION 
 

The high growth in the networking technology leads to a common culture for interchanging of the data. Hence the 
data becomes even more vulnerable of duplicity and it’s re-distribution by hackers. Therefore the information has to 
be protected while transmitting it. Sensitive information like credit cards, banking transactions and social security 
numbers need to be secured. As the technology is upgrading day by day, people are getting more involved to their 
work and they have very little time for the things which seem negligible at the starting but can be very dangerous in 
future. For this many encryption techniques are existing which are used to avoid the information theft. In recent days 
of wireless communication, the encryption of data becomes even more important for securing the data in online 
transmission. Sending data through internet has high chances of getting hacked. Because the number of hackers are 
increasing day by day and those hackers are so efficient in their job that they can easily hack the unencrypted data 
from the internet. And if those hacked data contains any sort of personal information then they can misuse those 
data, even they can make some criminal offenses by using those data. Different encryption techniques are used to 
protect the confidential data from unauthorized use. Encryption is a very common technique for promoting the 
information security. Data encryption helps to protect the computer from viruses as well. Though one may think that 
his/her computer/ laptop is protected enough because of the anti-virus and router being used, but keeping data safe 
from the hackers is not that easy. Now internet is available in the hostels, cyber cafe, hotels and those connections 
have no protection. So the data can easily be hacked. And data encryption also helps to protect the data of different 
mobile data storage devices. As the data storage devices sometimes contain personal or sensible data, so the loss of 
any storage device can be very harmful. The evolution of encryption is moving towards a future of endless 
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possibilities. Everyday new methods of encryption techniques are discovered for the safe and secure transmission 
and storage of personalized and important data. 
 

II.Basic Terms Used In Cryptography 

 
1.)Plain Text: This is the original message that the person wishes to communicate with the other is defined as Plain 
text. In cryptography the actual message that has to be send to the other end is given a special name as Plain Text. 
For example, “Good Morning” is message sent from one end to another, is a plain text. 
 
2.)Cipher Text: The message that can’t be understood by anyone or meaningless message is a Cipher Text. In 
cryptography the original message is transformed into non readable message before the transmission of actual 
message. For example, “wtu73teuwgdi” can be a cipher text produced for “Good Morning”. 
 
3.)Encryption: A process of converting plain text into cipher text is called as Encryption. Cryptography uses the 
encryption technique, known as algorithms, to send confidential messages through an insecure channel. It takes 
place at the sender side. 
 
4.)Decryption: A reverse of encryption is Decryption. Thus it is a process of converting cipher text back to plain 
text. Algorithm used for decryption is generally same as that used in encryption. It takes place at the receiver side. 
 
5.)Key: An encryption key is typically a random string of bits generated specifically to scramble and unscramble 
data. Encryption keys are created with algorithms designed to ensure that each key is unique and unpredictable. The 
longer the key constructed this way, the harder it is to break the encryption code. 
 

III. Types Of Encryption 

Three types of encryption algorithms can be used by the encryption key server: 
 
1.)Symmetric key encryption: It uses a single key for both encryption and decryption. Symmetric key encryption is 
used for encrypting large amounts of data efficiently. It is used for high speed encryption of user data. Example: 
DES, TRIPLE DES, AES, RC4, RC6, BLOWFISH. 
 
 

 
Fig 1: Block Diagram for symmetric encryption 
 
2.)Asymmetric key encryption: Asymmetric, or public/private encryption, uses a pair of keys. Data encrypted with 
one key are decrypted only with the other key in the public/private key pair. When an asymmetric key pair is 
generated, the public key is typically used to encrypt, and the private key is typically used to decrypt. It is usually 
slow and used for protecting the symmetric key. Example: RSA, DSA, DIFFIE-HELLMAN, CRAMMER-
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SHOUP. 

 

Fig 2: Block diagram for asymmetric encryption 
 
 
3.)Hash functions: The algorithms that do not use any key, instead a fixed length hash value is computed based upon 
the plain text that makes it possible for either the contents or length of the plain text to be recovered. These are also 
known as message digests and one-way encryption. The ideal  
cryptographic hash function has four main properties: 

• it is easy to compute the hash value for any given message 
• messageit is infeasible to generate a message that has a given hash 

• it is infeasible to modify a message without changing the hash 

• it is infeasible to find two different messages with the same hash. 

 
IV. Algorithm Security 

 
A.) AES: Advanced Encryption Standard (AES) is a specification for the encryption of electronic data.  It is 

based on the Rijndael cipher developed by two Belgian cryptographers, Joan Daemen and Vincent Rijmen. 
It is a high security algorithm which use 256-bit key. AES has 10 rounds for 128-bit keys, 12 rounds for 
192-bit keys, and 14 rounds for 256-bit keys. By 2006, the best known attacks were on 7 rounds for 128-bit 
keys, 8 rounds for 192-bit keys, and 9 rounds for 256-bit keys.However the Advanced Encryption 
Standard now receives more attention. 

 
The Rounds : 
Each regular round involves four steps.  
First is the Byte Sub step, where each byte of the block is replaced by its substitute in an S-box. 
Second is the Shift Row step. Considering the block to be made up of bytes 1 to 16, these bytes are arranged in a 
rectangle, and shifted. 
Third comes the Mix Column step. Matrix multiplication is performed, each column, in the arrangement we have 
seen above, is multiplied by the matrix. 
Forth step is Add Round Key. This simply XORs in the subkey for the current round. 
This is the block representation of all four rounds. 
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Fig 3: working model of AES 

 
Rijndael's selection has been criticized by some because the algorithm does not appear to be as secure as some of the 
other choices. 
This criticism is valid theoretically, but does not mean that data secured using this algorithm is going to be 
unacceptably vulnerable to attack. Although Rijndael may not have been the most secure algorithm from an 
academic viewpoint, defenders claim that it is more than likely secure enough for all applications in the real world 
and can be enhanced by simply adding more rounds. 

B.) Blowfish: Blowfish was designed in 1993 by Bruce Schneier as a fast, free alternative to existing 
encryption algorithms. Since then it has been analyzed considerably, and it is slowly gaining acceptance as 
a strong encryption algorithm. Blowfish is a variable-length key, 64-bit block cipher. The algorithm 
consists of two parts: a key-expansion part and a data- encryption part. Key expansion converts a key of at 
most 448 bits into several subkey arrays totalling 4168 bytes. Data encryption occurs via a 16-round Feistel 
network. Each round consists of a key-dependent permutation, and a key- and data-dependent substitution. 
All operations are XORs and additions on 32-bit words. The only additional operations are four indexed 
array data lookups per round. Blowfish is a 448-bit key strong and fast algorithm .  

The diagram given below shows the action of Blowfish. 

 
Fig 4: working model of Blowfish 

 
 Each line represents 32 bits. The algorithm keeps two subkey arrays: the 18-entry P-array and four 256-entry S-
boxes. The S-boxes accept 8-bit input and produce 32-bit output. One entry of the P-array is used every round, and 
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after the final round, each half of the data block is XORed with one of the two remaining unused P-entries. The 
diagram to the upper right shows Blowfish's F-function. The function splits the 32-bit input into four eight-bit 
quarters, and uses the quarters as input to the S-boxes. The outputs are added modulo 232 and XORed to produce 
the final 32-bit output. 
 

C.) RSA :The RSA (Rivest-Shamir-Adleman) algorithm is named after Ron Rivest, Adi Shamir and Len 
Adleman, who invented it in 1977. The RSA cryptosystem is the most widely-used public key 
cryptography algorithm in the world. It can be used to encrypt a message without the need to exchange a 
secret key separately. RSA can be used for user authentication, data encryption and digital data signing. As 
any asymmetric algorithm RSA uses two separate key. One of these two keys is used to encode the 
message on the sender side, another is used to decode the message on the receiver side. One of these two 
keys is usually kept secret, restricting access to it and another is public and can be known to everyone. 

Choose two distinct prime numbers, p and q. 
Let n = pq. 
Let φ(pq) = (p − 1)(q − 1). (φ is totient function). 
Pick an integer e such that 1 < e <φ(pq), and e and φ(pq) share no divisors other than 1 (e and φ(pq) are coprime). 
Find d which satisfies 
D=e ^ (one more bar) 1   (mod φ(pq)) 
D is a secret private key exponent. 
The public key consists of e (often called public exponent) and n(often called modulus). The private key consists of 
e and d (private exponent). 
The message m is encrypted using formula 
C=me|n| 
Where C is the encrypted message. The encrypted message is decrypted using formula 
m = Cd|n| 
Encryption and decryption formulas show how to encode and decode a single integer. Bigger (or different) pieces of 
information are encoded by converting them into (potentially large) integers first. As RSA is not particularly fast, it 
is usually only to encrypts the key of some faster algorithm. After RSA decrypts the key, this supplementary 
algorithm uses it to decrypt the rest of the message. 
RSA algorithm is fundamentally based on the Euler theorem: 
a φ(n)= 1(mod n) (a to the power φ(n)  ) 
Where a and n are positive integers and a is a co-prime to n. 
RSA has been searched for security vulnerabilities for over 30 years. The algorithm has a strong mathematical 
background and so far theoretically cannot be broken in acceptable time. The most sensitive targets are timing 
attacks if it is possible to measure very precisely how much it took for CPU to do authentication and power attacks if 
it is possible to record the precise power consumption profile that reflects the sequence of commands, actually 
executed by CPU. This is especially dangerous if timing and power profiles are available with high accuracy, as 
seen by oscilloscope, directly attached to the authenticating device. These vulnerabilities are closed by using 
"cryptographic blinding" countermeasures that make both timing and power data also dependent on "on the fly" 
generated random number, preventing an easy attack. 
The algorithm is especially valuable because it is not relying on secrets how the algorithm works does; the source 
code can be public and the authentication is still secure. 
 

D.) DES: The Data Encryption Standard (DES) was jointly developed in 1974 by IBM and the U.S. 
government (US patent 3,962,539) to set a standard that everyone could use to securely communicate with 
each other. It operates on blocks of 64 bits using a secret key that is 56 bits long. The original proposal used 
a secret key that was 64 bits long. It is widely believed that the removal of these 8 bits from the key was 
done to make it possible for U.S. government agencies to secretly crack messages. 

Encryption of a block of the message takes place in 16 stages or rounds. From the input key, sixteen 48 bit keys are 
generated, one for each round. In each round, eight so-called S-boxes are used. These S-boxes are fixed in the 
specification of the standard. Using the S-boxes, groups of six bits are mapped to groups of four bits. The contents 
of these S-boxes have been determined by the U.S. National Security Agency (NSA). The S-boxes appear to be 
randomly filled, but this is not the case. Recently it has been discovered that these S-boxes, determined in the 1970s, 
are resistant against an attack called differential cryptanalysis which was first known in the 1990s. The block of the 
message is divided into two halves. The right half is expanded from 32 to 48 bits using another fixed table. The 
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result is combined with the sub-key for that round using the XOR operation. Using the S-boxes the 48 resulting bits 
are then transformed again to 32 bits, which are subsequently permutated again using yet another fixed table. This 
by now thoroughly shuffled right half is now combined with the left half using the XOR operation. In the next 
round, this combination is used as the new left half. The function f is responsible for all the mappings described. 
 
 

 
Fig 5: block diagram of DES 

 
This secret key encryption algorithm uses a key that is 56 bits, or seven characters long. At the time it was believed 
that trying out all 72,057,594,037,927,936 possible keys (a seven with 16 zeros) would be impossible because 
computers could not possibly ever become fast enough. 
 

E.) Triple DES: Triple DES is the name for the Triple Data Encryption Algorithm (TDEA or Triple 
DEA) block cipher, which applies the Data Encryption Standard (DES) cipher algorithm three times to 
each data block. 

The original DES cipher's key is of size 56 bits was generally sufficient when that algorithm was designed, but the 
availability of increasing computational power made brute-force attacks feasible. Triple DES provides a relatively 
simple method of increasing the key size of DES to protect against such attacks, without the need to design a 
completely new block cipher algorithm. Triple DES uses a "key bundle" which comprises three DES keys, K1, K2 
and K3, each of 56 bits (excluding parity bits). 
The standards define three keying options: 
Keying option 1: All three keys are independent. 
Keying option 2: K1 and K2 are independent, and K3 = K1. 
Keying option 3: All three keys are identical, i.e. K1 = K2 = K3. 
Keying option 1 is the strongest, with 3 × 56 = 168 independent key bits. Keying option 2 provides less security, 
with 2 × 56 = 112 key bits. This option is stronger than simply DES encrypting twice, e.g. with K1 and K2, because 
it protects against meet-in-the-middle attacks. Keying option 3 is equivalent to DES, with only 56 key bits. This 
option provides backward compatibility with DES, because the first and second DES operations cancel out. It is no 
longer recommended by the National Institute of Standards and Technology (NIST),and is not supported by 
ISO/IEC 18033-3. 
Each DES key is nominally stored or transmitted as 8 bytes, each of odd parity, so a key bundle requires 24, 16 or 8 
bytes, for keying option 1, 2 or 3 respectively. 
The encryption algorithm is: 
Cipher text = EK3 (DK2 (EK1 (plaintext))) 
i.e., DES encrypts with K1, DES decrypt with K2, then DES encrypt with K3. 
Decryption is the reverse: 
Plaintext = DK1 (EK2 (DK3 (cipher text))) 
i.e., decrypt with K3, encrypt with K2, then decrypt with K1. 
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Each triple encryption encrypts one block of 64 bits of data. Here is the block diagram of working of triple DES 
algorithm. 

 
Fig 6: Block diagram of 3-DES 
 
Consequently, Triple DES runs three times slower than standard DES, but is much more secure if used properly. The 
procedure for decrypting something is the same as the procedure for encryption, except it is executed in reverse. 
Like DES, data is encrypted and decrypted in 64-bit chunks. The effective key strength for Triple DES is 168 bits 
because each of the three keys contains 8 parity bits that are not used during the encryption process. 
 
 
V.CONCLUSION 

 
So, why are there so many different types of cryptographic schemes? Why can't we do everything we need with just 
one? 
The answer is that each scheme is optimized for some specific application(s). Hash functions, for example, are well-
suited for ensuring data integrity because any change made to the contents of a message will result in the receiver 
calculating a different hash value than the one placed in the transmission by the sender. Since it is highly unlikely 
that two different messages will yield the same hash value, data integrity is ensured to a high degree of confidence. 
Secret key cryptography, on the other hand, is ideally suited to encrypting messages, thus providing privacy and 
confidentiality. The sender can generate a session key on a per-message basis to encrypt the message; the receiver, 
of course, needs the same session key to decrypt the message. The biggest difficulty with this approach, of course, is 
the distribution of the key. 
Key exchange, of course, is a key application of public-key cryptography. Asymmetric schemes can also be used for 
non-repudiation and user authentication; if the receiver can obtain the session key encrypted with the sender's 
private key, then only this sender could have sent the message. Public-key cryptography could, theoretically, also be 
used to encrypt messages although this is rarely done because secret-key cryptography operates about 1000 times 
faster than public-key cryptography. 
Data Encryption Standard was the first encryption technique based on the Lucifer algorithm proposed by IBM. 
Being the first encryption standard it had many defects and several exploits were discovered which made it very 
unsafe. Triple DES is an enhancement to DES, which provided triple security in comparison to DES. The algorithm 
is same, only the encryption technique is applied thrice in order to increase the level of security. Advanced 
Encryption Standard was proposed by National Institute of Standard and technology (NIST) in order to replace DES. 
The only known attack to AES is the brute force attack that allows an attacker to test combination of characters in 
order to break the security. However, Brute Force is not an easy job even for a super computer if the number of 
combination is arbitrarily high. Blowfish is the most commonly used algorithm around the world, developed by 
Bruce Schneier, the president of Counterpane Systems, a firm that deals with cryptography and security. Blowfish is 
known to be the secret-key cipher that uses a variable number of bits ranging from 16 - 448 bits and encrypts the 
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data 16 times to make it impossible for a hacker to decrypt it. Until now, no attack has been discovered to break the 
blowfish encryption. 
 
 
VI. References 

[1] E.Biham and A. Shamir, "Differential cryptanalysis of DES-like cryptosystems", Journal of Cryptology, 

vol. 4 num. 1, pp. 3–72, Springer-Verlag, 1991. 

[2] Singh, Simon. The Code Book. Doubleday. pp. 279–292. 

[3] Ibrahim A. Al-Kadi (April 1992), "The origins of cryptology: The Arab contributions”, Cryptologia  16 (2): 

97–126. 

[4] Konheim. Computer Security and Cryptography. p. 301. 

[5] Biham, E. and Shamir, A. Differential Cryptanalysis of the Data Encryption Standard - Advances in 

Cryptology - CRYPTO '92, 12th Annual International Cryptology Conference, Santa Barbara, California, 

USA, August 16–20, 1992, Proceedings. 1992. p. 487-496 

[6] Langford, Susan K., Martin E. Hellman: Differential-Linear Cryptanalysis. CRYPTO 1994: 17–25 

[7] Campbell, Keith W., Michael J. Wiener: DES is not a Group. CRYPTO 1992: pp512–520 

[8] Nicolas Courtois, Josef Pieprzyk, "Cryptanalysis of Block Ciphers with Overdefined Systems of 

Equations". pp267–287, ASIACRYPT 2002. 

[9] Nikolić, Ivica (2009). "Distinguisher and Related-Key Attack on the Full AES-256". Advances in 

Cryptology – CRYPTO 2009. Springer Berlin / Heidelberg. pp. 231–249. 

[10] Joan Daemen, Vincent Rijmen, "The Design of Rijndael: AES – The Advanced Encryption Standard." 

Springer, 2002. 

[11] Tom Gonzalez (January 2007). "A Reflection Attack on Blowfish" 

[12] Orhun Kara and Cevat Manap (March 2007). "A New Class of Weak Keys for Blowfish" 

[13]  Merkle, Ralph; Hellman, Martin (July 1981). "On the Security of Multiple Encryption". Communications 

of the ACM 24 (7): 465–467. 

[14] ̂  van Oorschot, Paul; Wiener, Michael J. (1990). "A known-plaintext attack on two-key triple encryption". 

EUROCRYPT'90, LNCS 473. pp. 318–325. 

[15] "Cryptographic Hash-Function Basics: Definitions, Implications, and Separations for Preimage Resistance, 

Second-Preimage Resistance, and Collision Resistance" by P. Rogaway, T. Shrimpton, 2004 

[16] Johan Håstad, "On using RSA with Low Exponent in a Public Key Network", Crypto 85 

[17]  Don Coppersmith, "Small Solutions to Polynomial Equations, and Low Exponent RSA Vulnerabilities", 

Journal of Cryptology, v. 10, n. 4, Dec. 1997 

[18] Wiener, Michael J. (May 1990). "Cryptanalysis of short RSA secret exponents". Information Theory, IEEE 

Transactions on 36 (3): 553–558. 

[19] Rivest, R.; A. Shamir; L. Adleman (1978). "A Method for Obtaining Digital Signatures and Public-Key 

Cryptosystems". Communications of the ACM 21 (2): 120–126. 
 


