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Abstract 

The speed of processes and the amount of data to be used in defending the cyber space cannot be handled by humans without 
considerable automation. However, it is difficult to develop software with conventional fixed algorithms for effectively 
defending against the dynamically evolving attacks in networks. This situation can be handled by applying methods of artificial 
intelligence that provide flexibility and learning capability to software. This paper presents a brief survey of artificial agent & 
artificial intelligence applications in cyber defense, and analyzes the prospects of enhancing the cyber defense capabilities by 
means of increasing the intelligence of the defense systems. After surveying the papers available about artificial intelligence 
applications in Cyber Defense, we can conclude that useful applications already exist.  
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1. Introduction  

1. Artificial Intelligence.  
 

Artificial intelligence (AI) as a field of scientific research (also called machine intelligence in the 
beginning) is almost as old as electronic computers are. A possibility of building devices/software/systems more 
intelligent than human beings has been from the early days of AI “on the horizon”. The problem is that the time 
horizon moves away when time passes. We have witnessed the solving of a number of intelligently hard problems 
by computers like playing good chess, for instance. During the early days of computing the chess playing was 
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considered a benchmark showing a real intelligence. Even in seventies of the last century, when the computer chess 
was on the masters level, it seemed almost impossible to make a program that could beat the world champion. 
However, this happened sooner than expected. This had three reasons. increased computing power, development of 
a good search algorithm (that can be used in many applications beside chess, see the section on search below), and 
well organized knowledge bases that included all available chess knowledge (first of all, opening and end games). In 
essence, the chess problem could be solved because it was a specific intellectual problem belonging to so called 
narrow AI. A different case is translating from one language into another that requires general AI. In sixties of the 
last century, especially after N. Chomski’s work in structural linguistics, it was expected that the natural language 
translation problem will be solved soon. It has not happened yet, although success is visible in some specific 
applications like, for instance, Google’s AI linguistics. The reason is that this requires artificial general intelligence 
possessing of and ability to handle large amounts of knowledge in every field related to human activities. 
It is generally accepted that AI can be considered in two ways. as a science aimed at trying to discover the essence 
of intelligence and developing generally intelligent machines, or as a science providing methods for solving 
complex problems that cannot be solved without applying some intelligence like, for instance, playing good chess or 
making right decisions based on large amounts of data. 
 
1.2 Artificial Intelligence & Intelligent Agent in Cyber Defense.  
 

It is obvious that defense against intelligent cyber weapons can be achieved only by intelligent software, 
and events of the last two years have shown rapidly increasing intelligence of malware and cyber-weapons. Let us 
mention the Conficker worm for example. Some effects of Conficker on military and police networks in Europe 
have been cited in as follows. “Intramar, the French Navy computer network, was infected with Conficker on 15 
January 2009. The network was subsequently quarantined, forcing aircraft at several airbases to be grounded 
because their flight plans could not be downloaded[4]. The United Kingdom Ministry of Defense reported that some 
of its major systems and desktops were infected. The virus has spread across administrative offices, NavyStar/N* 
desktops aboard various Royal Navy warships and Royal Navy submarines, and hospitals across the city of Sheffield 
reported infection of over 800 computers. On 2 February 2009, the Bundeswehr, the unified armed forces of the 
Federal Republic of Germany reported that about one hundred of their computers were infected. In January 2010, 
the Greater Manchester Police computer network was infected, leading to its disconnection for three days from the 
Police National Computer as a precautionary measure; during that time, officers had to ask other forces to run 
routine checks on vehicles and people.” 
 

Application of network centric warfare (NCW) makes cyber incidents especially dangerous, and changes in 
cyber defense are urgently required. The new defense methods like dynamic setup of secured perimeters, 
comprehensive situation awareness, highly automated reaction on attacks in networks will require wide usage of 
artificial intelligence methods and knowledge-based tools. 
 
Why has the role of intelligent software in cyber operations increased so rapidly? Looking closer at the cyber space, 
one can see the following answer. Artificial intelligence is needed, first of all, for rapid reaction to situations in 
Internet. One has to be able to handle large amount of information very fast in order to describe and analyze events 
that happen in cyber space and to make required decisions. The speed of processes and the amount of data to be used 
cannot be handled by humans without considerable automation. However, it is difficult to develop software with 
conventional fixed algorithms (hard-wired logic on decision making level) for effectively defending against the 
attacks in cyber space, because new threats appear constantly. Here is a place for artificial intelligence methods. 
 
 
2. Intelligent Agent 
 
2.1 What is Agent?  
 

According to Russell and Norvig intelligent agent is ”is just something that perceives and act”. Most 
elaborately stated, an agent is an entity (either computer, or human) that is capable of  carrying out goals, and is part 
of a larger community of agents that have mutual influence on each other. Agents may co-exist on a single 
processor, or they may be constructed from physically, but intercommunicating processors (such as a community of 
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robots). The key concepts in this definition are that agents can act autonomously to some degree, and they are part of 
a community in which mutual influence occurs. 

 
1) Agents can perform some activities autonomously. At a minimum, they must be able to carry out some 
instructions (but not necessarily all) without the help of other agents. Additionally, they may be able to make 
decisions of various levels of complexity on their own. 
 
2) Agents are part of a community. No agent is an is-land. When agents co-exist in a community, al-though some 
may exhibit a very high degree of autonomy, they are never truly independent of the other agents because they share 
an environment and therefore may compete for resources, whether intentionally or not. 
 
These two properties together distinguish agent-based systems from other types. The first property, partial 
autonomy, is especially important when agents are physically separate and their communications are intermittent 
and of low bandwidth, such as a team of undersea or Martian explorer robots, that may occasionally loose contact 
with each other and the home base. If the agents can perform some activities on their own, they can still carry out 
portions of their task, even when communication is temporarily cut-off. This gives agent systems robustness in 
hostile environments. Additionally, autonomy facilitates system modularity, and make it possible to construct 
organizations that make use of delegation and distributed authority. The second property, being part of a community 
in which agents influence each other, makes it possible to build organizations of agents who’s net effect is greater 
than the sum of the parts. 
 
Individual agents within a community may be homogeneous, like identical ants in a colony, or they may be 
heterogeneous, like members of a flight crew, each having specialized functions. When agents have specialized 
functions they are said to have individual roles, such as pilot, navigator, or mechanic. 
 
The style in which agents interact, as team mates or as adversaries, is closely related to the number of goals they 
share, or do not share. Groups of agents within this community, may share goals, have largely independent goals, or 
have mutually exclusive goals, such as when two groups of agents both want to win a limited food or fuel supply. 
Agents with shared goals may interact in a cooperative manner, acting as a team. Agents with largely independent 
goals can be said to act as disinterested parties that go about their business with little or no regard for the other 
agents. Agents having mutually exclusive goals may be competitive, viewing other agents as adversaries. 
Some entities may exist that act completely on their own, such as a lone robot in a desert. However, we do not 
typically refer to that type of system as an agent-based for the reason that the aspects that adds interest, richness and 
complexity to agent systems are the interactions between agents. 
 
2.2 Agent in Cyber Defense.  
 

Intelligent agents are software components that possess some features of intelligent behavior that makes 
them special. proactiveness, understanding of an agent communication language (ACL), reactivity (ability to make 
some decisions and to act). They may have a planning ability, mobility and reflection ability. In the software 
engineering community, there is a concept of software agents where they are considered to be objects that are at 
least proactive and have the ability to use the agent communication language. Comparing agents and objects, one 
can say that objects may be passive, and they do not have to understand any language (although they accept 
messages with well-defined syntax.) 
 
Using intelligent agents in defense against DDoS where simulation shows that cooperating agents can effectively 
defend against DDoS attacks. After solving some legal and also commercial problems, it should be possible in 
principle to develop a “cyber police” consisting of mobile intelligent agents. This will require implementation of 
infrastructure for supporting the cyber agents’ mobility and communication, but must be unaccessible for 
adversaries. This will require cooperation with ISP-s. Multi-agent tools can provide more complete operational 
picture of the cyber space, for instance, a hybrid multi-agent and neural network-based intrusion detection method. 
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3. WHAT WE HAVE TODAY? 
 
3.1 Neural nets.  
 

Neural nets have a long history that begins with the invention of perceptron by Frank Rosenblatt in 1957 – 
an artificial neuron that has remained one of the most popular elements of neural nets. Already a small number of 
perceptrons combined together can learn and solve interesting problems. But neural nets can consist of a large 
number of artificial neurons. Therefore neural nets provide a functionality of massively parallel learning and 
decision-making. Their most distinguished feature is the speed of operation. They are well suited for learning pattern 
recognition, for classification, for selection of responses to attacks etc. They can be implemented either in hardware 
or in software. 
 
Neural nets are well applicable in intrusion detection and intrusion prevention . There have been proposals to use 
them in DoS detection , computer worm detection , spam detection, zombie detection , malware classification  and 
in forensic investigations . 
 
A reason for the popularity of neural nets in cyber defense is their high speed, if implemented in hardware or used in 
graphic processors. There are new developments in the neural nets technology. third generation neural nets – spiking 
neural networks that mimic biological neurons more realistically, and provide more application opportunities. Good 
opportunities are provided by the usage of FPGA-s (field programmable gate arrays) that enable rapid development 
of neural nets and their adjustment to changing threats. 
 
3.2 Expert systems.  
 

Expert systems are unquestionably the most widely used AI tools. An expert system is software for finding 
answers to questions in some application domain presented either by a user or by another software. It can be directly 
used for decision support, e.g. in medical diagnosis, in finances or in cyberspace. There is a great variety of expert 
systems from small technical diagnostic systems to very large and sophisticated hybrid systems for solving complex 
problems. Conceptually, an expert system includes a knowledge base, where expert knowledge about a specific 
application domain is stored. Besides the knowledge base, it includes an inference engine for deriving answers based 
on this knowledge and, possibly, additional knowledge about a situation. Empty knowledge base and inference 
engine are together called expert system shell -- it must be filled with knowledge, before it can be used. Expert 
system shell must be supported by software for adding knowledge in the knowledge base, and it can be extended 
with programs for user interactions, and with other programs that may be used in hybrid expert systems. Developing 
an expert system means, first, selection/adaptation of an expert system shell and, second, acquiring expert 
knowledge and filling the knowledge base with the knowledge. The second step is by far more complicated and time 
consuming than the first. 
 
There are many tools for developing expert systems. In general, a tool includes an expert system shell and has also a 
functionality for adding knowledge to the knowledge repository. Expert systems can have extra functionality for 
simulation, for making calculations etc. There are many different knowledge representation forms in expert systems, 
the most common is a rule-based representation. But the usefulness of an expert system depends mainly on the 
quality of knowledge in the expert system’s knowledge base, and not so much on the internal form of the knowledge 
representation. This leads one to the knowledge acquisition problem that is crucial in developing real applications. 
 
Example of a CD expert system is one for security planning. This expert system facilitates considerably selection of 
security measures, and provides guidance for optimal usage of limited resources. There are early works on using 
expert systems in intrusion detection. 
 
3.3 Search.  
 

Search is a universal method of problem solving that can be applied in all cases when no other methods of 
problem solving are applicable. People apply search in their everyday life constantly, without paying attention to it. 
Very little must be known in order to apply some general search algorithm in the formal setting of the search 
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problem. one has to be able to generate candidates of solutions, and a procedure (formally a predicate) must be 
available for deciding whether a proposed candidate satisfies the requirements for a solution. However, if additional 
knowledge can be exploited to guide the search, then the efficiency of search can be drastically improved. Search is 
present in some form almost in every intelligent program, and its efficiency is often critical to the performance of 
the whole program. 
 

A great variety of search methods have been developed which take into account the specific knowledge 
about particular search problems. Although many search methods have been developed in AI, and they are widely 
used in many programs, it is seldom considered as the usage of AI. For example, dynamic programming is 
essentially used in solving optimal security problems, the search is hidden in the software and it is not not visible as 
an AI application. Search on and-or trees, αβ-search, minimax search and stochastic search are widely used in games 
software, and they are useful in decision-making for cyber defense. The αβ-search algorithm, originally developed 
for computer chess, is an implementation of a generally useful idea of “divide an conquer” in problem solving, and 
especially in decision making when two adversaries are choosing their best possible actions. It uses the estimates of 
minimally guaranteed win and maximally possible loss. This enables one often to ignore large amount of options 
and considerably to speed up the search. 
 
3.4 Learning.  
 

Learning is improving a knowledge system by extending or rearranging its knowledge base or by 
improving the inference engine. This is one of the most interesting problems of artificial intelligence that is under 
intensive investigation. Machine learning comprises computational methods for acquiring new knowledge, new 
skills and new ways to organize existing knowledge. Problems of learning vary greatly by their complexity from 
simple parametric learning which means learning values of some parameters, to complicated forms of symbolic 
learning, for example, learning of concepts, grammars, functions, even learning of behavior . 
  
AI provides methods for both -- supervised learning (learning with a teacher) as well as unsupervised learning. The 
latter is especially useful in the case of presence of large amount of data, and this is common in cyber defense where 
large logs can be collected. Data mining has originally grown out of unsupervised learning in AI. Unsupervised 
learning can be a functionality of neural nets, in particular, of self-organizing maps. 
 
A distinguished class of learning methods is constituted by parallel learning algorithms that are suitable for 
execution on parallel hardware. These learning methods are represented by genetic algorithms and neural nets. 
Genetic algorithms and fuzzy logic has been, for instance, used in threat detection systems. 
 
3.5 Constraint solving.  
 

Constraint solving or constraint satisfaction is a technique developed in AI for finding solutions for 
problems that are presented by giving a set of constraints on the solution, e.g. logical statements, tables, equations, 
inequalities etc. A solution of a problem is a collection of values that satisfy all constraints. Actually, there are many 
different constraint solving techniques, depending on the nature of constraints (for example, constraints on finite 
sets, functional constraints, rational trees). On a very abstract level, almost any problem can be presented as a 
constraint satisfaction problem. In particular, many planning problems can be presented as constraint satisfaction 
problems. These problems are difficult to solve because of large amount of search needed in general. All constraint 
solving methods are aimed at restricting the search by taking into account specific information about the particular 
class of problems. Constraint solving can be used in situation analysis and decision support in combination with 
logic programming. 

 
 
 
4. Challenges in Intelligent Cyber Defense 
 

When planning the future research, development and application of AI methods in CD, one has to 
distinguish between the immediate goals and long-term perspectives. There are numerous AI methods immediately 
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applicable in CD, and there are immediate CD problems that require more intelligent solutions than have been 
implemented at present. Until now we have discussed these existing immediate applications. 

In the future, one can see promising perspectives of the application of completely new principles of 
knowledge handling in situation management and decision making. These principles include introduction of a 
modular and hierarchical knowledge architecture in the decision making software. This kind of architecture has 
been proposed in. A challenging application area is the knowledge management for net centric warfare. Only 
automated knowledge management can guarantee rapid situation assessment that gives a decision superiority to 
leaders and decision makers on any C2 level. As an example, the paper  describes an idea of the hierarchical and 
modular knowledge architecture in the Joint Command and Control Information System of the Bundeswehr. 
 

Expert systems are already being used in many applications, sometimes hidden inside an application, like in 
the security measures planning software. However, expert systems can get wider application, if large knowledge 
bases will be developed. This will require considerable investment in knowledge acquisition, and development of 
large modular knowledge bases. Also further development of the expert system technology will be needed. 
modularity must be introduced in the expert system tools, and hierarchical knowledge bases must be used. 
 

Considering a more distant future -- at least some decades ahead, perhaps we should not restrict us to the 
“narrow AI”. Some people are convinced that the grand goal of the AI -- development of artificial general 
intelligence -- AGI can be reached in the middle of the present century. The first conference on AGI was held in 
2008 at the University of Memphis. The Singularity Institute for Artificial Intelligence (SIAI), founded in 2000, 
warns researchers of a danger that exponentially faster development of intelligence in computers may occur. This 
development may lead to Singularity, described in as follows. “The Singularity is the technological creation of 
smarter-than-human intelligence. There are several technologies that are often mentioned as heading in this 
direction. The most commonly mentioned is probably Artificial Intelligence, but there are others several different 
technologies which, if they reached a threshold level of sophistication, would enable the creation of smarter-than-
human intelligence. ... A future that contains smarter-than-human minds is genuinely different in a way that goes 
beyond the usual visions of a future filled with bigger and better gadgets.” A futurist Ray Kurtzwell has extrapolated 
the development to come up with Singularity in 2045. One need not to believe in the Singularity threat, but the rapid 
development of information technology will definitely enable one to build considerably better intelligence into 
software in coming years. (Consider the recent impressive performance of IBM-s Watson program.) Independently 
of whether the AGI is available or Singularity comes, it is crucial to have the ability to use better AI in cyber defense 
than the offenders have it. 

 
 
5. Conclusion 
 

In the present situation of rapidly growing intelligence of malware and sophistication of cyber attacks, it is 
unavoidable to develop intelligent cyber defense methods. The experience in DDoS mitigation has shown that even 
a defense against large-scale attacks can be successful with rather limited resources when intelligent methods are 
used. 
 

An analysis of publications shows that the AI results most widely applicable in CD are provided by the 
research in artificial neural nets. Applications of neural nets will continue in CD. There is also an urgent need for 
application of intelligent cyber defense methods in several areas where neural nets are not the most suitable 
technology. These areas are decision support, situation awareness and knowledge management. Expert system 
technology is the most promising in this case. 
 

It is not clear how rapid development of general artificial intelligence is ahead, but a threat exists that a new 
level of artificial intelligence may be used by the attackers, as soon as it becomes available. Obviously, the new 
developments in knowledge understanding, representation and handling  as well in machine learning will greatly 
enhance the cyber defense capability of systems that will use them. 
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