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Abstract 

Java is a computer programming language that is concurrent, class-based, object-oriented, and specifically designed to have as 
few implementation dependencies as possible. It is intended to let application developers "write once, run anywhere" (WORA). 
Javacode that runs on one platform does not need to be recompiled to run on another.Java is, as of 2012, one of the most popular 
programming languages in use, with a reported 9 million developers. 
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1. Introduction 

In order to combat potential security threats, users need programs they can rely on. Moreover, developers are 
looking for a development platform that has been designed with built-in security capabilities. This is where the Java 
platform comes in.the Java security model is classified into four layers, which are: 

1.The language is designed to be type-safe, and easy to use. Language features such as automatic memory 
management, garbage collection and range checking on strings and arrays are examples of how the language helps 
the programmer to write safer code. 

2.Compilers and a bytecode verifier ensure that  only legitimatr Java code is executed. The bytecode verifier, 
together with the Java virtual machine, guarantees language type safety at run time. 

3. A class loader defines a local name space, which is used to ensure that an untrusted applet cannot interfere with 
the running of other Java programs. 

The original Java Security model is as follows: 
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2.1 Java Bytecode Verifier 

Java compiler compiles source programs into bytecodes, and a trustworthy compiler ensures that Java source code 
does not violate the safety rules. At runtime, a compiled code fragment can come from anywhere on the net, and it is 
unknown if the code fragment comes from a trustworthy compiler or not. So, practically the Java runtime simply 
does not trust the incoming code, and instead subjects it to a series of tests by bytecode verifier. 

2.2 Class Loader 

The class loader is defined in Java by an abstract class, ClassLoader. As an interface, it can be used to define a 
policy for loading Java classes into the runtime environment. The major functions of the class loader are : 

· It fetches the applet's code from the remote machine. 

· It creates and enforces a namespace hierarchy. One of its more important functions is to ensure that running applet 
do not replace system-level components within the runtime environment. In particular, it prevents applets from 
creating their own class loader. 

· It prevents applets from invoking method, that are part of the system's class loader. 

 

3. APPLETS 

Applets are small pieces of executable code embedded in web pages and run inside the user's browser.Use of applets 
adds a new security vulnerability.An employee searching an external Web site for information might inadvertently 
load and execute a malicious applet which could potentially steal or damage information stored in the user's machine 
on a network file server. Also, since this software is already behind the company's firewall, the applet could attack 
other unprotected machines on a corporate intranet. 
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4. Types Of Vulnerabilities 

1. SQL injection: pass input containing SQL commands to a database server for execution. 
2. Cross-site scripting: exploit applications that output unchecked input verbatim to trick the user into 

executing malicious scripts. 
3. HTTP response splitting: exploit applications that output input verbatim to perform Web page 

defacements or Web cache poisoning attacks. 
4. Path traversal: exploit unchecked user input to control which files are accessed on the server. 
5. Command injection: exploit user input to execute shell commands. 

 

4.1 Overview Of Vulnerabilities 

4.1.2 Sql Injection Example 

A simple example of a SQL injection is shown below: 
 
HttpServletRequest request = ...; 
String userName = request.getParameter("name"); 
Connection con = ... 
String query = "SELECT * FROM Users " + 
" WHERE name = ’" + userName + "’"; 
con.execute(query); 
 
This code snippet obtains a user name (userName) by invoking request.getParameter("name") and uses it to 
construct a query to be passed to a database for execution (con.execute(query)). This seemingly innocent piece of 
code may allow an attacker to gain access to unauthorized information: if an attacker has full control of string user 
Name obtained from an HTTP request, he can for example set it to ’OR 1 = 1;−−. Two dashes are used to indicate 
comments in the Oracle dialect of SQL, so the 
WHERE clause of the query effectively becomes the tautology name= ’’ OR 1 = 1. This allows the attacker to 
circumvent the name check and get access to all user records in the database. 
 
4.1.3.Injecting Malicious Data 
 
Protecting Web applications against unchecked input vulnerabilities is difficult because applications can obtain 
information from the user in a variety of different ways. One must check all sources of user-controlled data such as 
form parameters, HTTP headers, and cookie values systematically. While commonly used, client-side filtering of 
malicious values is not an effective defense strategy. For example, a banking application may present the user with a 
form containing a choice of only two account numbers; however, this restriction can be easily circumvented by 
saving the HTML page, editing the values in the list, and resubmitting the form. Therefore, inputs must be filtered 
by the Web application on the server. Note that many attacks are relatively easy to mount: an attacker needs little 
more than a standard Web browser to attack Web applications in most cases. 
 
 
Example 2. Consider a Web page at a bank site that allows an authenticated user to select one of her accounts 
from a list and debit $100 from the account. When the submit button is pressed in the Web browser, the following 
URL is requested: 
 
http://www.mybank.com/myaccount?accountnumber=341948&debit_amount=100 
 
However, if no additional precautions are taken by the Web application receiving this request, accessing 
 
http://www.mybank.com/myaccount? accountnumber=341948&debit_amount=-5000 
 
may in fact increase the account balance. 
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4.1.4.Cross-site Scripting Vulnerabilities 
 
Cross-site scripting occurs when dynamically generated Web pages display input that has not been properly 
validated. An attacker may embed malicious JavaScript code into dynamically generated pages of trusted sites. 
When executed on the machine of a user who views the page, these scripts may hijack the user account credentials, 
change user settings, steal cookies, or insert unwanted content (such as ads) into the page. At the application level, 
echoing the application input back to the browser verbatim enables cross-site scripting. 
 
4.1.5.Path Traversal 
 
Path-traversal vulnerabilities allow a hacker to access or control files outside of the intended file access path. Path-
traversal attacks are normally carried out via unchecked URL input parameters, cookies, and HTTP request headers. 
Many Java Web applications use files to maintain an ad-hoc database and store application resources such as visual 
themes, images, and so on. If an attacker has control over the specification of these file locations, then he may be 
able to read or remove files with sensitive data or mount a denial-of-service attack by trying to write to read-only 
files. Using Java security policies allows the developer to restrict access to thefile system (similar to using chrootjail 
in Unix). However, missing or incorrect policy configuration still leaves room for errors. When used carelessly, IO 
operations in Java may lead to path-traversal attacks. 
 
4.1.6.Command Injection 
 
Command injection involves passing shell commands into the application for execution. This attack technique 
enables a hacker to attack the server using access rights of the application. While relatively uncommon in Web 
applications, especially those written in Java, this attack technique is still possible when applications carelessly use 
functions that execute shell commands or load dynamic libraries. 
 
 
 
5. Java Security Features 

Java has several language features which protect the integrity of the security system and which prevent several 
common attacks. The following are some such features: 

• Security through being well-defined: The Java language is strict in its definition of the language: 
o All primitive data types in the language have a specific size. 
o All operations are defined to be performed in a specific order. 

• Security through lack of pointer arithmetic: The Java language does not have pointer arithmetic, so Java 
programmers cannot forge a pointer to memory. All references to methods and instance variables in the 
class file are via symbolic names. The user cannot create code that has magic offsets in it that just happen 
to point to the right place. Users cannot create code that bash system variables or that accesses private 
information. 

• Security through garbage collection: Garbage collection makes Java programs more secure and robust. 
Two common bugs in C/C++ programs are":: 

o Failing to free memory once it is no longer needed. 
o Accidentally freeing the same piece of memory twice. 

• Security through strict compile-time checking: The Java compiler performs extensive, stringent compile 
time checking so that as many errors as possible can be detected by the compiler. The Java language is 
strongly typed, that is: 

o Objects cannot be cast to a subclass without an explicit runtime check. 
o All references to methods and variables are checked to make sure that the objects are of the same 

type. 
o Integers and objects are not interconvertible. 
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5.1 Memory Allocation And Layout 

One of the Java compiler's main lines of defense is its memory allocation and reference model. Memory layout 
decisions are not made by the Java language compiler, as they are in C/C++. Rather, memory layout is deferred until 
run time, and will potentially differ depending on the characteristics of the hardware and software platforms on 
which the Java system executes. 

Secondly, Java does not have pointers. The compiled code references memory via symbolic handles that are 
resolved at runtime. Java programmers cannot forger pointers to memory, because the memory allocation and 
referencing model is completely opaque to the programmer and controlled entirely by the underlying run-time 
platform. 

Very late binding of structures to memory means that programmers cannot infer the physical memory layout of a 
class by looking at its declaration. These features lead to more reliable and secure applications. 

However, there are some implementation errors that disclose storage layout. Although Java does not allow direct 
access to memory through pointers, the Java library allows an applet to learn where in memory its objects are stored. 
All objects have a hashCode() method which, unless overridden by the programmer, casts the address of the object's 
internal storage to an integer and returns it. 

6. Conclusions 

In this paper we showed how a general class of security errors in Java applications. We formulated a variety of 
widespread vulnerabilities including SQL injection. Most of the security errors we reported were confirmed as 
exploitable vulnerabilities by their maintainers, resulting in more than a dozen code fixes. 
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